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Abstract

Gun control increasingly bypasses direct legislative enact-
ments by co-opting the commercial marketplace. Financial insti-
tutions and insurers often face regulatory pressures, frequently 
articulated through vague notions of “reputational risk,” to termi-
nate or restrict services for lawful firearms businesses and advocacy 
groups. The debanking tactic, seen in initiatives such as Operation 
Choke Point, can deny essential financial products to firearm own-
ers, merchants, and organizations, curtailing the practical exercise 
of constitutionally protected rights. Simultaneously, government 
agencies sometimes pursue warrantless data collection from bank 
records and merchant category codes, building profiles of lawful 
purchasers and eroding privacy and due-process norms.

Social media platforms compound these problems by remov-
ing or limiting firearms-related content under opaque or inconsis-
tently applied standards. Although they occasionally frame their 
policies as safeguards against violence, enforcement often removes 
instruction, historical discussion, and other legitimate forms of 
speech. The censorship distorts public debate about firearms, sti-
fling conversations on safety, training, and responsible ownership.

This Article describes the significant shift toward privatized 
gun control, in which government entities and large corporations 
converge to limit access to banking, insurance, and information 
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platforms. The outcome is a new type of regulatory regime that 
can subvert constitutional checks, undermine lawful enterprise, 
and chill lawful speech. Curbing abuses requires a combination of 
targeted legislation, judicial oversight, and self-restraint by private 
institutions to ensure that neither lawful commerce nor individual 
liberty are sacrificed to hidden agendas.
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Introduction

Gun control is traditionally understood as a legislative func-
tion. It is typically imposed by legislative bodies directly enacting 
statutes or through administrative agencies delegated with quasi-
legislative powers to create regulations. The statutes and regulations 
impose legally binding rules on the firearms industry and firearms 
users. Over the past decade, however, a novel form of gun control has 
emerged—one implemented through the commercial marketplace. 
This Article surveys the various types of big business gun control and 
argues that almost all of them are pernicious. Sometimes, big-business  
gun control is voluntarily adopted by big businesses. But more often, 
businesses act in response to explicit or implicit threats from their 
regulators.

Alexander Hamilton famously said that of the government’s 
three branches, the judiciary is the “least dangerous to the political 
rights of the constitution.”1 Had Hamilton envisioned that the Fourth 
Branch—the modern Administrative State—would spawn from the 
spaces between the other three branches, he might have called it 
the most dangerous branch, for it is the least transparent and least 
accountable arm of government.2

Sometimes, legislative action is “obscured from public view or 
buried in an avalanche of legislative business,” which can mask true 
motivations and allow for procedural abuses.3 But normally, legislative 

1.	 The Federalist No. 78, at 402 (Alexander Hamilton) (George W. Carey & 
James McClellan eds., 2001).

2.	 Cf. Alexander M. Bickel, The Least Dangerous Branch (1962) (discuss-
ing tensions between the Supreme Court’s power of judicial review and the majori-
tarian natures of the legislative and executive branches).

3.	 Barry Friedman, Dialogue and Judicial Review, 91 Mich. L. Rev. 577, 610 
(1993); see, e.g., David B. Kopel & Joseph G.S. Greenlee, The Federal Circuits’ Sec-
ond Amendment Doctrines, 61 St. Louis U. L.J. 193, 295 n.623 (2017) (describing  
how the New York State “assault weapon” ban was enacted pursuant to a corrupt 
bargain between Governor Andrew Cuomo and Senate Majority Leader Dean 
Skelos by which legislators were prevented from reading the bill before voting on 
it, or conducting public hearings); Nicholas J. Johnson, David B. Kopel, George A. 
Mocsary, E. Gregory Wallace & Donald Kilmer, 2024 Supplement for Firearms 
Law and the Second Amendment: Regulation, Rights, and Policy 82–84 
(3d ed. 2022) (describing how the New York Concealed Carry Improvement  
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enactments begin with filing a bill, continue with public committee 
hearings, are followed by debate on the floor of a legislative body, and 
conclude with a public vote. Legislators can be voted out or recalled 
in some states, providing at least limited accountability.4 

Individual judicial decisions are private, with one well-known 
judge going as far as to claim that “there is no recognized duty of 
candor in judicial opinion writing.”5 When it comes to gun control, 
many judges have made no secret of their ruling based on policy 
preferences for stricter gun regulation rather than the clear import of 
Supreme Court precedent.6 One federal appellate court’s willingness 
to grant en banc review every single time a panel upholds a Second 
Amendment claim, including doing so sua sponte if no party requests 
it, would be comical were it not such an affront to the separation 
of powers and the rule of law.7 But at least for “matters of serious 
public moment, decisions are made by the judiciary as a whole” and 

Act was enacted under similar circumstances under which, inter alia, the justification 
for passing the law under a “message of necessity” that allowed bypassing the state 
constitutional requirement was that the law was too urgent not to pass immediately, 
even though it would not take effect for another two months).

4.	 See, e.g., Colo. Const. art. XXI (establishing recall procedures); Jack Healy, 
Colorado Lawmakers Ousted in Recall Vote over Gun Law, N.Y. Times (Sept. 11, 
2013), https://tinyurl.com/2ka7sw5x [https://perma.cc/H3W2-99ZS] (discussing the 
recall of a Senate President and another Senator due to their support for a magazine 
ban).

5.	 Richard Posner, Some Realism About Judges: A Reply to Edwards and Liver-
more, 59 Duke L.J. 1177, 1182 (2010).

6.	 See, e.g., Peruta v. California, 582 U.S. 943, 947–48 (2017) (Thomas, J., joined 
by Gorsuch, J., dissenting from denial of certiorari) (noting “a distressing trend: the 
treatment of the Second Amendment as a disfavored right”); Bonidy v. U.S. Postal 
Serv., 790 F.3d 1121, 1126 (10th Cir. 2015) (declaring that unlike other “fundamen-
tal rights,” “the right to carry weapons for self-defense in public” should always be 
reviewed under intermediate scrutiny, and never strict scrutiny, because guns are 
dangerous); Kachalsky v. County of Westchester, 701 F.3d 81, 92 (2d Cir. 2012) (sug-
gesting that, if the First and Second Amendments were treated equally, courts would 
undermine the First in order to avoid enforcing the Second); Allen Rostron, Justice 
Breyer’s Triumph in the Third Battle over the Second Amendment, 80 Geo. Wash. L. 
Rev. 703, 703 (2012) (explaining approvingly that “Justice Breyer [ ] stands poised to 
achieve an unexpected triumph despite having come out on the losing side of both 
of the Supreme Court’s recent clashes over the right to keep and bear arms” because 
“the lower courts have focused on contemporary public policy interests and applied 
a form of intermediate scrutiny that is highly deferential to legislative determina-
tions and leads to all but the most drastic restrictions on guns being upheld”).

7.	 See United States v. Duarte, 108 F.4th 786, 787 (9th Cir. 2024) (Van Dyke, J., 
dissenting from grant of rehearing en banc) (describing the pattern of en banc review 
of Second Amendment cases in the Ninth Circuit); Order at l, Peruta v. County of 
San Diego, 824 F.3d 919, 925 (9th Cir. 2016) (No. 10-56971) (sua sponte). Despite a 
victory before a Ninth Circuit panel, Peruta v. County of San Diego, 742 F.3d 1144, 
1179 (9th Cir. 2014), and the San Diego Sheriff’s decision not to seek further review, 
Press Release, San Diego Cnty. Sheriff’s Dep’t, San Diego Sheriff’s Decision Regarding 
Ninth Circuit’s Opinion on CCWs (Feb. 21, 2014), the court ordered en banc review 
and reversed Mr. Peruta’s Second Amendment success. Peruta v. County of San Diego, 
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see sunlight as they “bubble up through a judicial system.”8 Layers 
of appeal, the possibility of not being reelected in jurisdictions with 
judicial elections, the desire to be promoted to higher courts, and the 
slim possibility of impeachment provide at least some accountability.9

True executive action—taken directly by the executive—is per-
haps the most accountable. Nearly all such action is public, and exec-
utives are highly accountable in elections. But executive action taken 
through regulators is another matter. Regulatory power is exercised 
in compartments deep in the administrative apparatus, sometimes 
using processes that are secret by design.10 Such action is “subject 
to checks and balances of representative government only after it 
has gone into effect, and then only if a slow-moving and reactive 
legislature can muster the political will to act.”11 If legislatures are 
sympathetic to regulatory abuse, it is easy for them to hide behind 
alleged regulatory “expertise” or parliamentary procedure.12 Courts 
might curb regulatory overreach, but litigation is expensive and time 
consuming. Justice delayed is justice denied, and some courts have 
used procedural delays to the detriment of claimants’ rights.13 Simply 
forcing the continued expenditure of legal fees through the appeal 
process is enough to seriously damage litigants’ rights.14

Even when regulations are created by what looks like an orderly 
process of public notice and comment, Fourth Branch agencies are 

824 F.3d 919, 925, 942 (9th Cir. 2016) (en banc), cert. denied sub nom. Peruta v. Cali-
fornia, 582 U.S. 943 (2017).

8.	 Friedman, supra note 3, at 613; see Louis D. Brandeis, Other People’s 
Money and How the Bankers Use It 92 (1914) (“Sunlight is said to be the best of 
disinfectants.”).

9.	 Friedman, supra note 3, at 612–14 (“Viewed through the institutional prism, 
the judiciary is far more accountable than we often recognize.”). The layers of appeal, 
even while they provide accountability to the individual judge, can make judging 
resemble a majoritarian exercise to the point that it allows for the abuses described 
supra note 7 and accompanying text. See George A. Mocsary, A Close Reading of an 
Excellent Distant Reading of Heller in the Courts, 68 Duke L.J. Online 41, 51 (2018).

10.	 Julie Andersen Hill, Regulating Bank Reputation Risk, 54 Ga. L. Rev. 523, 
568–69, 569 n.263 (2020) (citing sources); George A. Mocsary, Administrative Brow-
beating and Insurance Markets, 68 Vill. L. Rev. 579, 589 (2023); Mocsary, supra note 
9, at 51.

11.	 Mocsary, supra note 10, at 589.
12.	 See supra note 3 (providing examples); cf. Chevron U.S.A., Inc. v. Nat. Res. 

Def. Council, Inc., 467 U.S. 837 (1984), overruled by Loper Bright Enters. v. Rai-
mondo, 603 U.S. 369 (2024).

13.	 E.g., Bianchi v. Brown, 111 F.4th 438, 484 n.2 (4th Cir. 2024) (Richardson, J., 
dissenting); Johnson et al., supra note ‡, at 1118 (describing the more than two-year 
delay in Palmer v. District of Columbia, No. 14-7180, 2015 WL 1607711 (D.C. Cir. 
Apr. 2, 2015), and Wrenn v. District of Columbia, 864 F.3d 650 (D.C. Cir. 2017)).

14.	 See Carrie Bradon, Professor Says Attorney General’s Office Will Continue 
Suit Challenging University of Missouri Gun Ban, St. Louis Rec. (Oct. 11, 2018), 
https://tinyurl.com/3x28fv8m [https://perma.cc/QY23-EARB]; infra Section I.D.
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free to ignore all of it in their final rules; mere explanation of how 
the agency, such as the Bureau of Alcohol, Tobacco, Firearms and 
Explosives (ATF), took public comments into account suffices.15 
Anyone who does not like the rule can attempt to rely on legisla-
tive and judicial processes. But as just suggested above and discussed 
further herein,16 these processes are less likely to be effective in cases 
of “administrative browbeating,” where regulators are attacking 
social “outgroups,” such as gun owners in gun-unfriendly states like 
New York.17 In conjunction with the doctrines of qualified immunity, 
absolute immunity, sovereign immunity, and civil service protections 
created in the Warren Court era, regulatory action is often all but 
unassailable.18

The administrative state’s unaccountability is significant, but 
big business gun control presents even greater dangers. Because of 
constitutional due-process protections against laws that are void for 
vagueness, traditional gun controls usually clearly delineate lawful 
from unlawful actions. While gray zone cases may arise, most persons 
covered by a traditional gun-control law can understand what they 
are and are not allowed to do. But big business gun controls tend to 
be opaque, with individuals and businesses unable to discover what 
sorts of acts will or will not result in legal or extralegal sanctions.

Traditional gun controls are also confined to specific topics—for 
example, changing procedures on background checks or altering the 
rules to obtain a firearms dealer’s license. Such laws are not neces-
sarily inconsistent with the Second Amendment or the right-to-arms 
guaranteed in 45 state constitutions. Big business gun control, on the 
other hand, tends to target gun ownership broadly, as if making, sell-
ing, and using firearms were malum in se.19

In this regard, big business gun control begins to look like a 
mechanism to advance gun prohibition. Prohibition has always been 

15.	 See 5 U.S.C. § 553(c). Loper Bright Enters., 603 U.S. at 369, eliminated the 
so-called “Chevron deference” that protected many agency decisions from substan-
tive review.

16.	 See infra notes 216–20, 229–32 and accompanying text.
17.	 See Mocsary, supra note 10, at 579, 616–21. See generally id.
18.	 NRA v. Vullo, 49 F.4th 700, 721 (2d Cir. 2022); NRA v. Cuomo, 525 F. Supp. 

3d 382, 393–400, 404–11 (N.D.N.Y. 2021); NRA v. Cuomo, No. 18-CV-0566, 2019 
WL 2075879, at *3 (N.D.N.Y. May 10, 2019); see Mocsary, supra note 10, at 600–01, 
622–23. One pair of scholars advocates for using the qualified immunity doctrine to 
promote confessedly unconstitutional gun control on the ground that the doctrine 
will protect state actors from the consequences of their actions. Peter N. Salib & 
Guha Krishnamurthi, Qualified Immunity as Gun Control, 99 Notre Dame L. Rev. 
Reflection 93, 93 (2023).

19.	 Cf. Robert J. Cottrol & George A. Mocsary, Guns, Bird Feathers, and Over-
criminalization: Why Courts Should Take the Second Amendment Seriously, 14 Geo. 
J.L. & Pub. Pol’y 17, 20, 43 (2016).
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an ultimate objective of some lobby groups. In the 1974 words of the 
head of the group now called the Brady Campaign:

The first problem is to slow down the increasing number of hand-
guns being produced and sold in this country. The second problem 
is to get handguns registered. And the final problem is to make the 
possession of all handguns and all handgun ammunition—except  
for the military, policemen, licensed security guards, licensed sport-
ing clubs, and licensed gun collectors—totally illegal.20

The difference between 1974 and now is that guns in general, not 
solely handguns, are the target. As Mrs. Gabrielle Giffords, head of 
the Giffords gun prohibition organization, puts it: “No More Guns. 
Gone.”21

Part I of this Article examines debanking and other financial 
blacklisting. It explains how the financial regulatory environment 
enables abuse. A case in point is Operation Choke Point, which was 
an effort to debank the entire firearms industry.22 While that particu-
lar program was thwarted by its exposition in congressional hear-
ings, debanking continues to be a growing problem.23 Abuses have 
been particularly severe in New York State.24 There, the Governor, 
the head of the Department of Financial Services, and the Attorney 
General engaged in egregious misconduct to attempt to destroy the 
National Rifle Association (NRA) for political reasons.25

Part II turns to forced disclosure of private banking information. 
Section A briefly surveys the widespread problem of administrative 
subpoenas, including for banking data relating to firearms purchases. 
Section B addresses legislation to create separate merchant category 
codes for firearms business.

Social media censorship of firearms-related content is the sub-
ject of Part III. Based on examination of the policies and practices of 
six leading social media businesses, the worst offenders are Meta and 
YouTube. While these companies have published detailed policies, 
the companies’ censors act arbitrarily, capriciously, and contrary to 
the published policies.

In each of Parts I–III, a final section examines potential solu-
tions for the problems described in the relevant part. There are 

20.	 Richard Harris, A Reporter at Large: Handguns, New Yorker, July 26, 1976, 
at 58.

21.	 Philip Elliott, No More Guns. Gone: Why Gabby Giffords Isn’t Giving 
Up, Time (Apr. 26, 2023, 8:57 PM), https://tinyurl.com/mrtdd79a [https://perma.
cc/2BS6-799L].

22.	 See infra Section I.B.
23.	 See infra Part I.
24.	 See infra Section I.D.
25.	 See infra Section I.D.
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multiple ways to deal with debanking and other financial blacklisting, 
but many suffer from the penchant of some financial regulators to act 
as a law unto themselves, regardless of their statutory or regulatory 
authority. Financial privacy is the easiest issue to address, using the 
model of several states that have already enacted legislation against 
turning credit card transactions into gun registries. As for social 
media, the problem may be unsolvable by legislation or lawsuits.

I.	 Debanking and Other Financial Blacklisting

Banking and insurance constitute essential pillars of the modern 
economy, facilitating services without which daily life and commerce 
would face severe disruptions.26 No modern business association can 
survive without them. This Part describes efforts by various entities—
primarily, but not entirely, governmental—to make these services 
unavailable to the firearms industry, broadly understood to include 
gun-rights organizations.

A.	 How the Financial Regulatory Environment Enables Abuse

The banking and insurance regulatory spheres are structured in 
ways that enable regulators to assert influence for politically moti-
vated ends, reaching beyond their legitimate oversight functions. The 
regulatory environments are marked by opacity, ostensibly nonbind-
ing guidance that is effectively compulsory, and the strategic invo-
cation of “reputational risk.” In combination, these factors create 
a conducive setting for regulators to implement policy preferences 
about other matters under the pretext of supposedly safeguarding 
financial stability of banks and insurers.

First, the opacity of the regulatory framework enables regula-
tory overreach.27 Supervised entities operate under regimes in which 
regulators enjoy substantial discretion, limited transparency, and far-
reaching authority over institutional conduct.28 Supervision often 

26.	 See United States v. Phila. Nat’l Bank, 374 U.S. 321, 327 (1963) (“[T]he 
proper discharge of [banking operations] is indispensable to a healthy national econ-
omy.”); United States v. Se. Underwriters Ass’n, 322 U.S. 533, 540 (1944) (“Perhaps 
no modern commercial enterprise directly affects so many persons in all walks of 
life as does the insurance business. Insurance touches the home, the family, and the 
occupation or the business of almost every person in the United States.”); Mocsary, 
supra note 10, at 582–87 (discussing the importance of insurance); Brian Knight & 
Trace Mitchell, Private Policies and Public Power: When Banks Act as Regulators 
Within a Regime of Privilege, 13 N.Y.U. J.L. & Liberty 66, 132–33 (2019) (discussing 
the importance of banking).

27.	 Brief of Financial and Business Law Scholars as Amici Curiae in Support of 
Petitioner at 3–13, NRA v. Vullo, 602 U.S. 175 (2024) (No. 22-842) [hereinafter Brief 
of Financial and Business Law Scholars].

28.	 Id. at 3–6, 11–13.
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unfolds behind closed doors, grounded in ambiguous pronounce-
ments and confidential determinations.29 For instance, as described 
below, the Federal Deposit Insurance Corporation (FDIC) has effec-
tively halted the issuance of tax refund anticipation loans (RALs) 
by discouraging them and without implementing any official regu-
lation—even though these instruments remain entirely lawful.30 
Secrecy fosters an environment where regulated entities—mindful 
of potential reprisals—feel constrained to conform to regulators’ 
preferences.31

By necessity, institutions often treat ostensibly nonbinding 
regulatory guidance as de facto mandatory due to the institutions’ 
dependence on regulators’ goodwill.32 Banks and insurance firms that 
have resisted nominally “advisory” measures have routinely experi-
enced retaliation from their overseers.33 Under federal law, revenue 
anticipation loans (RALs, often called “payday loans”) are perfectly 
legal. Yet without issuing any regulation, the Federal Deposit Insur-
ance Corporation (FDIC) coerced banks to stop offering the loans; 
tactics included downgrading banks’ safety and soundness rating 
before conducting an examination,34 blocking a bank from acquiring 
other banks until it ceased RALs,35 and threatening a bank with a  
400-person examination to find any justification for punishment.36 

29.	 Andersen Hill, supra note 10, at 568–70, 579–80.
30.	 Brief of Financial and Business Law Scholars, supra note 27, at 17–20.
31.	 See id. at 14–16; Mocsary, supra note 10, at 597; Andersen Hill, supra note 10, 

at 569–70, 579–80.
32.	 Brief of Financial and Business Law Scholars, supra note 27, at 14–16; Ander-

sen Hill, supra note 10, at 579–83.
33.	 Brief of Financial and Business Law Scholars, supra note 27, at 16–27; Moc-

sary, supra note 10, at 590 n.52, 597 & nn.96 & 98.
34.	 See Off. of Inspector Gen., Fed. Deposit Ins. Corp., OIG-16-001, Report 

of Inquiry into the FDIC’s Supervisory Approach to Refund Anticipation Loans 
and the Involvement of FDIC Leadership and Personnel ii (Feb. 2016) [herein-
after FDIC OIG-16-001]. The FDIC OIG did not release the full report because it 
contained “sensitive information.” Id.

35.	 Id. at iii.
36.	 Id. Payday loans are unsecured loans for a short period of time. For example, 

a person needs new tires immediately, so she borrows money from a payday lender 
until the borrower receives her next paycheck 10 days hence. Because payday loans 
are unsecured (unlike, for example, loans from pawn brokers) and because payday 
borrowers are generally low-income people whose credit ratings are so poor that 
they do not have access to other loan mechanisms (such as credit cards), default rates 
on the loans are high. See Steven Horwitz, In Defense of Payday Lenders and Their 
Customers, Found. for Econ. Educ. (July 15, 2010), https://tinyurl.com/2fzzbp5b 
[https://perma.cc/F923-W2KF]. Accordingly, interest rates charged by payday lend-
ers are also high. To eliminate payday lending services is, in effect, to require that the 
woman in the hypothetical do without tires for ten days and be unable to commute 
to work. For analysis of the effects of payday lending or the prohibition thereof, see 
Neil Bhutta et al., Payday Loan Choices and Consequences, 47 J. Money, Credit & 
Banking 223 (2015) (discussing a study using regression discontinuity that indicates 
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The FDIC’s illegal action resulted in victory over RALs, at the appar-
ent cost to the FDIC of a critical report by the Office of Inspector 
General.

Regulators’ unlawful overreach becomes further entrenched 
when regulated entities, as repeat players, preemptively adjust their 
conduct to align with perceived regulatory preferences; they do so 
regardless of whether the underlying activities are legally permissible 
or if the claimed risks are credible.37 Regulators, for their part, can 
respond to perceived defiance with increased scrutiny, heightened 
compliance burdens, and delays in approvals, all of which deter regu-
lated entities from contesting “guidance.”38

The FDIC’s efforts to discourage banks from offering RALs and 
services to so-called “payday lenders” exemplify the informal pres-
sures available to regulators. Although the FDIC lacked legal author-
ity to prohibit these activities directly, it exerted influence through 
what it termed “strong moral suasion” to steer institutions away from 
offering products that Congress decided should remain lawful.39 The 
reliance on informal mechanisms sidestepped formal procedures and 
weakened procedural safeguards. The Office of the Inspector Gen-
eral’s documented findings illustrate that FDIC staff pursued prede-
termined supervisory outcomes, such as rating downgrades and risk 
analyses, that aligned with leadership’s objectives.40 Banks were thus 
driven out of the RAL market.41

In a legal challenge mounted by payday lenders, the FDIC 
acknowledged that some of its employees, motivated by personal 

payday loans rarely cause significant damage to borrowers’ credit scores or lead to 
bankruptcy); Adair Morse, Payday Lenders: Heroes or Villains?, 102 J. Fin. Econ. 
28 (2011) (demonstrating that in communities suffering from natural disasters, the 
availability of payday loans reduces mortgage foreclosures); Jonathan Zinman, 
Restricting Consumer Credit Access: Household Survey Evidence on Effects Around 
the Oregon Cap, 34 J. Banking & Fin. 546 (2010) (noting that in 2007, Oregon capped 
the annualized percentage rates of payday loans at 36 percent; afterwards, former 
payday borrowers suffered from greater checking account overdraft fees and fees for 
late bill payments); Gregory Elliehausen & Edward C. Lawrence, Payday Advance 
Credit in America: An Analysis of Customer Demand, 35 Monograph iii, v (2001) 
(noting that payday borrowing is a rational means to cover short-term needs when 
other forms of credit are unavailable).

On the other hand, if payday lending is considered pernicious, then state legis-
latures are free to forbid it outright, or simply to set the maximum interest so low, 
as did Oregon, that payday lenders must go out of business. What is wrongful is for 
regulatory agencies to ban a business activity that legislatures have decided to allow.

37.	 Brief of Financial and Business Law Scholars, supra note 27, at 9–11; Moc-
sary, supra note 10, at 610–12; Andersen Hill, supra note 10, at 559, 587–91.

38.	 Brief of Financial and Business Law Scholars, supra note 27, at 14–15.
39.	 FDIC OIG-16-001, supra note 34, at iii–iv.
40.	 Brief of Financial and Business Law Scholars, supra note 27, at 18–19.
41.	 Id. at 18.
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beliefs or political objectives, engaged in “[r]egulatory threats, undue 
pressure, coercion, and intimidation designed to restrict access to 
financial services for lawful businesses.”42 Following a settlement, the 
agency instituted enhanced examiner training and improved report-
ing mechanisms.43 These remedial measures underscore the potency 
of extralegal regulatory interventions and the inherent vulnerabili-
ties in the existing regulatory framework.

“Reputation risk” is the danger to a financial institution because 
of negative public perception of the institution. For example, suppose 
that a branch bank manager is arrested for embezzling $50,000 from 
the bank. The amount is too small to have any effect on the bank’s 
financial strength, but some customers might lose confidence in the 
bank and withdraw their deposits.44 Federal regulators exploit repu-
tation risk because of the term’s breadth and inherent imprecision. 
The Office of the Comptroller of the Currency (OCC), for example, 
considers reputation risk to encompass potential harm to a bank’s 
financial stability arising from adverse public perception.45 This risk 
is assessed across a wide audience, including customers, shareholders, 
and the broader community.46 The Federal Reserve’s criteria are sim-
ilar, and adds that perceptions are relevant, “whether [they are] true 
or not,” if they might reduce revenues, shrink the customer base, or 
increase litigation costs.47 These amorphous definitions grant regula-
tors wide latitude to characterize even tangentially or remotely related 
but lawful activities—like services linked to firearm ownership— 
as generating unacceptable levels of reputational exposure.

Reputation risk also enables a form of “economic heckler’s 
veto,” which can marginalize controversial clients or industries 
based solely on potential reprisals from particular constituencies.48 

42.	 Letter from Floyd Robinson, Deputy Gen. Couns., Fed. Deposit Ins. Corp., 
to David H. Thompson, Couns., Cooper & Kirk, PLLC 4 (May 22, 2019), https://
tinyurl.com/4b76akjz [https://perma.cc/A3ZV-2Z58].

43.	 Fed. Deposit Ins. Corp., Statement Summarizing Internal Policies for Situ-
ations in Which FDIC Recommends a Financial Institution to Terminate a Custom-
er’s Deposit Account and Reiterating Guidance About Providing Banking Services 
and Carrying Out Bank Secrecy Act Obligations (May 22, 2019), https://tinyurl.
com/4b76akjz [https://perma.cc/A3ZV-2Z58]; Letter from Jelena McWilliams, 
Chairman, Fed. Deposit Ins. Corp., to Rep. Blaine Luetkemeyer (Nov. 15, 2018), 
https://tinyurl.com/4b76akjz [https://perma.cc/A3ZV-2Z58].

44.	 See generally Managing Reputation in the Banking Industry: Theory 
and Practice (Stefano Dell’Atti & Annarita Trotta eds., 2016).

45.	 Off. of the Comptroller of the Currency, Comptroller’s Handbook: 
Safety and Soundness, Corporate and Risk Governance 4 (2019).

46.	 Id.
47.	 Bd. of Governors of the Fed. Rsrv. Sys., SR 95-51, Rating the Adequacy 

of Risk Management Processes and Internal Controls at State Member Banks 
and Bank Holding Companies (Nov. 4, 1995).

48.	 Brief of Financial and Business Law Scholars, supra note 27, at 27–32.
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Regulators, directly or implicitly, can leverage the specter of reputa-
tional damage to press regulated entities into terminating relation-
ships with entirely lawful customers. The campaign against RALs 
gained momentum after consumer advocacy groups sent a letter to 
FDIC Chairman Sheila Bair criticizing the loans, demonstrating how 
external political pressures can distort supervisory judgments.49

When the Arab boycott of Israeli and Jewish businesses and indi-
viduals intensified starting in the 1970s to include secondary and ter-
tiary boycotts, U.S. banks faced pressure from Arab governments to 
engage in discriminatory practices or forfeit Arab business.50 Under 
the logic of reputation risk, using regulatory coercion to force the 
banks to stop doing business with Israel and Jews would be perfectly 
acceptable: One group of bank clients disliked another group of bank 
clients and threatened not to do business with the banks unless the 
disfavored clients were dropped. Because continuing to do business 
with the disfavored clients—Israelis and Jews—would harm the bank 
financially, the banks could be coerced to drop the disfavored clients. 
On that occasion, the United States responded appropriately by out-
lawing and preventing such discrimination.51 This historical episode 
highlights the susceptibility of reputation risk to manipulation by 
governments, such as the Arab dictatorships, that want to misuse the 
banking system for political purposes.

Ultimately, external political pressures must not be permitted 
to dictate regulatory decision-making. The following Sections discuss 
specific instances of financial blacklisting related to the exercise of 
the right to arms.52

B.	 Operation Choke Point

As federal civil rights laws recognize, the ability to exercise con-
stitutionally protected individual rights can be thwarted by private 

49.	 Id. at 17–18 (citing Andersen Hill, supra note 10, at 533 n.49).
50.	 Martin A. Weiss, Cong. Rsch. Serv., RL33961, Arab League Boycott 

of Israel, https://tinyurl.com/4eekee46 [https://perma.cc/LH4K-VE5H] (Aug. 25, 
2017).

51.	 Id. at 5–7.
52.	 For examples of how regulators overstepped their bounds to attack other 

legal enterprises including dating services, churches, home insurers, and many more, 
see Julie Andersen Hill, From Cannabis to Crypto: Federal Reserve Discretion in 
Payments, 109 Iowa L. Rev. 117 (2023); Mocsary, supra note 10, at 590 n.52, 591–95;  
Andersen Hill, supra note 10, at 573–74; Staff of H.R. Comm. on Oversight & Gov. 
Reform, 113th Cong., The Department of Justice’s “Operation Choke Point”: 
Illegally Choking Off Legitimate Businesses? 6 (2014), https://tinyurl.com/
yp779jhz [https://perma.cc/7E85-GGXJ]; Brief of Financial and Business Law Schol-
ars, supra note 27, at 31 n.115.
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actors.53 Private actors play a variety of roles that can impact the right 
to arms in different ways. Regulatory guidance issued by the Obama 
administration prompted U.S. banks to operate in a way that affected 
firearms sales and acquisition—in essence, banks were coerced into 
participation in a conspiracy against Second Amendment rights. 
Lawful firearms businesses were not the only victims; others included 
innocuous business such as collectible coin stores and even dating 
services—as if collecting 19th century coins, or finding a date were 
per se implicated in financial fraud.

Congress created the FDIC in 1933 to foster banking stability.54 
To check a bank’s financial soundness, the FDIC has used a mostly 
objective scoring system since 1979, known as “CAMELS,” based on 
a bank’s capital, earnings, liquidity, and so on.55 During the Obama 
administration, the FDIC introduced a new, subjective factor called 
“reputational risk.”

The FDIC’s 2011 guidance document for banks, Managing Risks 
in Third-Party Payment Processor Relationships, warned banks about 
“merchant categories that have been associated with high-risk activ-
ity.” The list of categories included some things that by their nature 
are inherently fraudulent or are illegal under state and federal 
laws: “Cable Box De-scramblers,” “On-line Gambling,” and “Ponzi 
Schemes.” Some “risk” categories involved gray areas, such as “Fire-
works Sales,” which are legal in some states but not others, or “Por-
nography,” which is protected by the First Amendment unless the 
material is legally “obscene.”56 But the large majority of the FDIC’s 
targets were activities that are legal everywhere, such as “Ammu-
nition Sales,” “Firearms Sales,” “Coin Dealers,” “Dating Services,” 
and “Tobacco Sales.” In 2013, the U.S. Department of Justice (DOJ) 
issued subpoenas to 60 financial entities, including some regulated 

53.	 See 42 U.S.C. § 1981(a) (describing the right “to make and enforce contracts, 
to sue, be parties, give evidence, and to the full and equal benefit of all laws and 
proceedings for the security of persons and property”); id. § 1981(c) (“The rights 
protected by this section are protected against impairment by nongovernmental dis-
crimination . . . .”); id. § 1985(3) (“If two or more persons . . . conspire . . . for the 
purpose of depriving, either directly or indirectly, any person or class of persons of 
the equal protection of the laws, or of equal privileges and immunities under the 
laws . . . .”).

54.	 Banking Act of 1933, Pub. L. No. 73-66, § 8, 48 Stat. 162, 168. Note that this 
Act is informally known as the Glass-Steagall Act.

55.	 See Bd. of Governors of the Fed. Rsrv. Sys., SR Letter 96-38 (SUP): Uni-
form Financial Institutions Rating System (Dec. 17, 1996) (explaining Uniform 
Financial Institutions Rating System (UFIRS), which includes CAMELS).

56.	 See generally Miller v. California, 413 U.S. 15 (1973) (defining “obscenity” 
for First Amendment purposes); American Booksellers Ass’n v. Hudnut, 771 F.2d 
323 (7th Cir. 1985), aff’d mem. 475 U.S. 1001 (1986) (distinguishing “obscenity” from 
“pornography”).
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by FDIC, leading to FDIC issuing supervisory guidelines that raised 
suspicions of “pressuring financial institutions to terminate business 
relationships with lawful lenders” that were considered “high risk.” 
The guidelines referred to firearms dealers and payday lenders, lead-
ing to a belief among bank executives that FDIC did not want the 
banks doing business with those parties.57

Among the many businesses impacted by Operation Choke 
Point was South Carolina’s Inman Gun and Pawn shop. The store’s 
checking accounts were terminated after the company was deemed 
a “prohibited business type.” In Wisconsin, Hawkins Guns LLC 
opened an account at a local credit union. The credit union termi-
nated the account the next day, informing the company that “they do 
not service companies that deal in guns.” The banking cutoffs were 
not based on businesses’ creditworthiness, individual risk profile, or 
other negative findings. The sole basis for the terminations was that 
the FDIC had warned of the “reputational risk” of banks having a 
relationship with a firearms business.

Congress investigated the Obama administration program that 
its proponents had named “Operation Choke Point.” According to a 
2014 report from the U.S. House Committee on Oversight and Gov-
ernment Reform:

The Federal Deposit Insurance Corporation, the primary federal 
regulator of over 4,500 banks, targeted legal industries. FDIC 
equated legitimate and regulated activities such as coin dealers 
and firearms and ammunition sales with inherently pernicious or 
patently illegal activities such as Ponzi schemes, debt consolidation 
scams, and drug paraphernalia. . . . FDIC actively partnered with 
Department of Justice to implement Operation Choke Point, and 
may have misled Congress about this partnership. . . .

FDIC Regional Offices, as well as bank policies submitted pur-
suant to FDIC Consent Orders, variously “prohibit” payment pro-
cessing for firearms merchants, characterize loans to firearms dealers 
as “undesirable,” and generally subject firearms and ammunitions 
merchants to significantly higher due diligence standards.

The inclusion of firearm merchants on the high-risk list did 
not just impact the behavior of FDIC supervisory and enforcement 
staff. A number of private companies create and sell compliance 
and risk management training software for bank employees; at least 
two companies, AML Services International and MSB Compliance, 

57.	 Agnes Gambill West, Operation Choke Point 2.0, Monopolistic Favoritism, 
or the Velocity of Money?, FinRegRag (Mar. 31, 2023), https://tinyurl.com/4399ebrv 
[https://perma.cc/3MYW-PEWT].
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directly incorporated the FDIC list into its designation of high-risk 
merchant and originator categories. One training package offered by 
FIS Global educates and tests bank compliance officers for “Types of 
Higher Risk Individuals and Non-Individuals.” The program includes 
the following entry:

Arms and Ammunition Dealers

Arms and Ammunition Dealers are identified as higher risk busi-
nesses because they have a higher risk of being associated with 
terrorism and terrorist acts.

According to the U.S. House investigation, 

such spurious claims are an inherent product of the list’s opacity; 
in both the Supervisory Insights article and the Financial Institu-
tion Letter, FDIC did not justify or explain why it believes rela-
tionships with firearms and ammunition merchants present a “high 
risk” to supervised financial institutions. . . .

[F]irearms and ammunitions dealers—one of the most heavily 
regulated businesses in the United States—is a testament to the 
destructive and unacceptable impact of Operation Choke Point. 
TomKat Ammunition, a small business selling ammunition in 
the state of Maryland, holds a Type 06 Federal Firearms License 
from the Bureau of Alcohol, Tobacco, Firearms and Explosives, 
two Maryland State Licenses for Manufacturing and Dealing in 
Explosives, and a local business license. Notwithstanding the ex-
traordinary complexity of this regulatory regime, over the past 
year TomKat Ammunition has been systemically denied access to 
the financial system. One bank refused to provide payment pro-
cessing services due to their “industry.” A large online payment 
processor informed TomKat that they “could not offer that service 
due to [their] line of work.” Another credit card processor stated 
it would no longer allow businesses to process gun or ammunition 
purchases.58

The Office of Inspector General issued similar findings.59  
On January 28, 2015, the FDIC issued new guidance to financial 
institutions directing the resumption of individualized risk-based 

58.	 Staff of H.R. Comm. on Oversight & Gov. Reform, 113th Cong., Federal 
Deposit Insurance Corporation’s Involvement in “Operation Choke Point” 7–8, 
19–20 (2014) (footnotes omitted), https://tinyurl.com/23jnhxzh [https://perma.cc/
NRE3-28Q9].

59.	 Fed. Deposit Ins. Corp., Off. of Inspector Gen., The FDIC’s Role in Oper-
ation Choke Point and Supervisory Approach to Institutions that Conducted 
Business with Merchants Associated with High–Risk Activities, Rep. No. AUD-
15-008 (2015), https://tinyurl.com/mut7atub [https://perma.cc/8PP7-PED8].
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assessments of business lending and financial service practices, in lieu 
of the arbitrary targeting perpetrated in Operation Choke Point.60

In December 2020, the OCC published a notice in the Federal 
Register of a new rule barring federally chartered banks from evalu-
ating companies based on social or political criteria. The new rule was 
partly a response to the actions of Citibank, Bank of America, and JP 
Morgan Chase, which had severed all relations with firearms business 
customers or had imposed extensive restrictions on their lawful busi-
ness operations.61 According to the rulemaking notice, “Makers of 
shotguns and hunting rifles have reportedly been debanked in recent 
years.”62 The Comptroller’s Office finalized the rule on January 14, 
2021,63 but the Biden administration suspended the rule.64

C.	 Private Debanking

Banks and insurers operate in an unusual system: “an extensive 
regime of privilege provided by federal and state governments that 
includes barriers to market entry and exit, more favorable regula-
tory treatment than nonbank competitors in some areas, and direct 
and privileged access to services provided by the government.”65 The 
privileges are granted to allow the banks and insurers to remain finan-
cially stable while providing critical services to—and to facilitate— 
a properly functioning market.66 “But if this special treatment is 

60.	 See Fed. Deposit Ins. Corp., Statement on Providing Banking Services, FIL-
5-2015 (Jan. 28, 2015), https://tinyurl.com/mr2yx2rb [https://perma.cc/67TF-5PT5].

61.	 Hollie McKay, US Banks and Financial Institutions Have Been Slowly Sev-
ering Ties with the Gun Industry, FOX News (July 22, 2020, 8:09 AM), https://tinyurl.
com/yeypp8a7 [https://perma.cc/E8YC-3Q4T].

62.	 Fair Access to Financial Services, 85 Fed. Reg. 75261, 75263 (proposed 
Nov. 25, 2020).

63.	 Press Release, Off. of the Comptroller of the Currency, OCC Finalizes Rule 
Requiring Large Banks to Provide Fair Access to Bank Services, Capital, and Credit 
(Jan. 14, 2021), https://tinyurl.com/yuf2cx32 [https://perma.cc/UC75-NBCQ].

64.	 Danny Nelson, OCC Halts Fair Access Banking Rule, YAHOO! Fin., https://
tinyurl.com/433j9dvk [https://perma.cc/83NW-AVE2] (Jan. 28, 2021). U.S. Rep. Andy 
Barr (KY-06) and Sen. Kevin Cramer (R-ND) have introduced the Fair Access to 
Banking Act to codify the Fair Access Rule. The sponsors want banks to “make lend-
ing decisions relying on objective, risk-based metrics, not the standards of woke cor-
porate cancel culture,” said Congressman Barr. Press Release, Congressman Andy 
Barr, Rep. Barr Takes Aim at Corporate Cancel Culture, Introduces Fair Access to 
Banking Act (Mar. 10, 2021), https://tinyurl.com/ykjf4hta [https://perma.cc/7GZM-
N2DW]. “Our legislation codifies the Fair Access Rule to ensure that radical envi-
ronmentalists, gun control advocates and other political activists cannot weaponize 
financial institutions in their fight to achieve their political agenda.” Id.

65.	 Knight & Mitchell, supra note 26, at 67; Mocsary, supra note 10, at 588. See 
generally Knight & Mitchell, supra note 26.

66.	  See Knight & Mitchell, supra note 26, at 67; Mocsary, supra note 10, at 588. 
See generally Knight & Mitchell, supra note 26.
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used for purposes other than those for which it was granted, creating 
‘undesirable and unintended consequences, like abuse of power, the 
regime may need to be reconsidered.’”67 Abuses of privilege by banks 
are becoming more common, as described next.

1.	 Current Policies

Citibank’s current policies, adopted in 2018, prohibit most fire-
arms retailers from opening an account. The policy states:

Under this new policy, we will require new retail sector clients or 
partners to adhere to these best practices: (1) they don’t sell fire-
arms to someone who hasn’t passed a background check, (2) they 
restrict the sale of firearms for individuals under 21 years of age, 
and (3) they don’t sell bump stocks or high-capacity magazines. 
This policy will apply across the firm, including to small business, 
commercial and institutional clients, as well as credit card partners, 
whether co-brand or private label. It doesn’t impact the ability of 
consumers to use their Citi cards at merchants of their choice.68

One item triggering a Citibank prohibition is the sale of bump 
stocks or “high capacity magazines.” Presuming that Citibank uses 
the same definition as the gun-prevention lobbies—any magazine 
with a capacity over 10 rounds—the definition covers over 550 million  
magazines owned by 48 percent of gun owners.69 In other words, 
Citibank requires its clients to stop selling magazines with a standard 
capacity and sell only those magazines with a low capacity. Except 
in the few states that impose a ten-round limit by statute, no ratio-
nal retailer could refuse to stock standard capacity magazines for 
customers.

67.	 Mocsary, supra note 10, at 588–89 (citing Knight & Mitchell, supra note 26, 
at 72).

68.	 Press Release, Ed Skyler, Executive Vice President, Citi, Announcing Our 
U.S. Commercial Firearms Policy (Mar. 22, 2018), https://tinyurl.com/3vknbjhu 
[https://perma.cc/ZP7T-USAS].

69.	 William English, 2021 National Firearms Survey: Analysis of Magazine 
Ownership and Use 4, 19 tbl.13 (Geo. McDonough Sch. of Bus., Research Paper No. 
4444288, 2023), https://tinyurl.com/2p8ywutt [https://perma.cc/6SZG-U2ZS]. Sev-
eral professors have critiqued the English study for its findings on the number of 
defensive gun uses. See Deborah Azrael et al., A Critique of Findings on Gun Own-
ership, Use, and Imagined Use from the 2021 National Firearms Survey: Response to 
William English, 78 SMU L. Rev. (forthcoming 2025), https://tinyurl.com/24dxzxmm 
[https://perma.cc/8C53-X23R]. Notably, not even English’s critics challenge his find-
ings about the prevalence of magazines over 10 rounds. Id. at 22–23; see also William 
English, A Response to Critics of the 2021 National Firearms Survey 19 (Firearms 
Rsch. Ctr., Working Paper No. 2024-05, 2024), https://tinyurl.com/583jenvt [https://
perma.cc/4G4B-EU7C] (addressing defensive utility of such magazines).
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Another Citibank item, “restrict the sale of firearms for individ-
uals under 21 years of age” is more restrictive than the federal Gun 
Control Act of 1968, which allows persons 18 to 20 to purchase long 
guns, but not handguns, from FFLs.70 Nine states prohibit the sale 
of any firearm to persons under 21, but most do not.71 In a non-pro-
hibitory state, customers of all ages would quickly shun any retailer 
that refused to sell rifles or shotguns to young adults, and the retailer 
might be liable for violating age-discrimination law while trying to 
comply with Citibank’s policy. There are 7 states that ban long gun 
sales to young adults (18 to 20) and that ban sales of magazines capa-
ble of holding over 10 rounds.72 Thus, Citibank’s prohibition impacts 
essentially all firearms retailers in 43 states.73

A third item, regarding background checks, involves a niche 
issue.74 Per federal statute, firearms retailers must contact either the 
FBI or a state counterpart before selling any firearm.75 When autho-
rized by state law, the federal statute allows the presentation of a 
currently valid concealed handgun carry permit or other gun permit 
to function as the background check, so the retailer does not need to 
burden law enforcement by requesting a repetitive check.76 It is not 

70.	 18 U.S.C. § 922(b)(1).
71.	 Cal. Penal Code § 27505(a) (West 2025); Colo. Rev. Stat. Ann. §§ 18-12-

112(2)(e), (f), 18-12-112.5(a.3) (West 2025); Del. Code Ann. tit. 11, § 1445 (West 
2025); Fla. Stat. Ann. § 790.065(13) (West 2025); Haw. Rev. Stat. Ann. §§ 134-2(a), 
(d) (West 2025); 430 Ill. Comp. Stat. Ann. 65/3(a), 65/4 (West 2025); N.Y. Penal Law 
§§ 400.00(1)(a), (2), 265.65 (McKinney 2025); R.I. Gen. Laws Ann. § 11-47-35.2 (West 
2025); Wash. Rev. Code Ann. § 9.41.240 (West 2025). Vermont allows such sales if the 
buyer has a hunting license, a condition that would violate Citibank’s more absolute 
prohibition. Vt. Stat. Ann. tit. 13, § 4020 (West 2025), enacted by S.B. 55, 2017 Gen. 
Assemb., 74th Biennial Sess. § 7 (Vt. 2018).

72.	 These seven states are: California, Delaware, Hawaii, Illinois, New York, 
Rhode Island, and Washington.

73.	 Citibank’s rule is much broader than Bank of America’s rule, which states: 
“any client or transaction involving the manufacture of military-style firearms for 
non-law enforcement, non-military use must be escalated to the Senior-level Risk 
Committee for decisioning.” See Bank of Am. Corp., Environmental and Social 
Risk Policy (ESRP) Framework 10 (Dec. 2023), https://tinyurl.com/3z2hjw7a 
[https://perma.cc/2KUT-4W36].

74.	 The first item on the Citibank list is “don’t sell firearms to someone who 
hasn’t passed a background check.” Under federal law, all retailers must contact law 
enforcement for a background check on all customers. Usually, results are provided 
promptly, for the program was passed because it was described as an “instant check.” 
See 18 U.S.C. § 922(t)(1)(B)(ii); see also id. § 922(t)(1)(C) (detailing the additional 
restrictions for buyers aged 18 to 20).

75.	 18 U.S.C. § 922(t).
76.	 Id. § 922(t)(3)(A); Permanent Brady Permit Chart, Bureau Alcohol, 

Tobacco, Firearms & Explosives (Aug. 10, 2023), https://tinyurl.com/4ubzdjc8 
[https://perma.cc/ZLW2-RD3C] (listing state permits that by operation of fed-
eral and state law dispense with the need for an additional background check). A 
valid concealed carry permit, even if issued several years ago, functions as a cur-
rently accurate background check. States typically revoke carry permits upon the 
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clear whether Citibank’s policy classifies such sales as not involving 
a background check.

By federal law, if a retailer submits a request for a background 
check and if the law enforcement agency does not respond within 
three business days, the sale may proceed, unless state law is more 
restrictive.77 The Citibank policy seems aimed at retailers who pro-
ceed with lawful sales, under a federal statute designed to protect 
consumers when the government is nonresponsive.

2.	 The Spread of Debanking

When Operation Chokepoint was implemented during the 
Obama administration, observers might have believed that debank-
ing was a problem only for small groups of other people, such as 
firearms store owners. However, debanking as a tool of ideological 
control has become widespread in recent years, as will be described 
in this Section. It has become, in the words of tech investor Marc 
Andreessen, creator of the Netscape browser, a “privatized sanctions 
regime.”78 

Banks and other payment services necessarily make decisions 
about which customers are “higher risk” than others.79 The reasons 
relate to a customer likely being more costly for the bank to service— 
particularly having a higher risk of fraud or chargebacks (customers 
denying that a credit card charge was correct).80 A bank may classify 
a merchant account as high risk for being a new entrant and never 
having processed payments before, having poor credit records or 
low credit scores for defaulting on loans, having been terminated by 
another bank, or being overly dependent on international sales.81 A 
high-risk account may be charged higher payment processing fees or 
higher chargeback fees and may have to maintain higher cash reserve 
requirements.82

conviction of any crime that makes the holder ineligible for a permit. The revoca-
tions are accomplished by feeding continuously updated information about convic-
tions into databases of carry permit holders.

77.	 18 U.S.C. § 922(t)(1)(B)(ii). The procedure for buyers aged 18 to 20 is dif-
ferent and includes a mandatory three-business-day waiting period for searches of 
juvenile records. Id. § 922(t)(1)(C).

78.	 Eve Upton-Clark, What Is ‘Debanking’ and Why Are Marc Andreesen 
and Silicon Valley Talking About It?, Fast Co. (Dec. 12, 2024), https://tinyurl.
com/4bex8mvx [https://perma.cc/HC2Z-E9YP].

79.	 What Is a High-Risk Merchant Account and Do You Qualify for One?, Stax 
Payments Blog, https://tinyurl.com/2dju6bww  [https://perma.cc/CQP9-S45B]  (last 
visited Feb. 27, 2025) [hereinafter Stax, High-Risk Merchant Account].

80.	 Id.
81.	 Id.
82.	 Id.
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Of course, an account that might be involved in illicit activity 
would be considered high risk.83 So are accounts for types of busi-
nesses that involve entirely lawful activities but are plagued by 
imposters and other criminals who pose as legitimate businesses. 
Examples include CBD (cannabidiol), e-cigarettes, and vapes; credit 
repair; multilevel marketing (MLM); adult products and services; 
pawnshops; supplements and nutraceuticals; tech support; and search 
engine optimization (SEO).84 The preceding list comes from Stax, a 
company that offers payment and billing solutions to businesses. The 
list of “generally considered” high risk businesses also includes “stun 
guns.”85 While banks and payment processors make individual deci-
sions, many consider a “highly regulated” or “controversial” business 
to be high-risk.86

Sometimes, regulators order banks to treat some clients as high 
risk. Then, the bank is obligated to continuously document that the 
account functions via legal activity.87 These banks are heavily sanc-
tioned if they do not terminate such accounts on account of any com-
pliance failure.88

Individuals can be placed into a de facto “high risk” category 
by being labeled “politically exposed persons” (PEP), a category not 
defined by the Bank Secrecy Act/ Anti-Money Laundering (BSA/
AML) statute or regulations.89 Informally, a PEP “is someone who, 
through their prominent position or influence, is more susceptible to 
bribery or corruption.”90 “In addition, any close business associate 
or family member of such a person will also be deemed a risk, and 
therefore could also be added to the PEP list.”91 A lengthy Twitter/X 
thread by Politico Senior Finance Editor Izabella Kaminska details 
the role of the international Financial Action Task Force (FATF) in 
coercive debanking by labeling ideological enemies as PEPs, such as 
Euroskeptic British politician Nigel Farage.92

83.	 BPI Staff, The Truth About Account Closures, BPI (Dec. 13, 2024), https://
tinyurl.com/46sdv5wu [https://perma.cc/LPX6-XHLU] [hereinafter BPI, Account 
Closures].

84.	 Stax, High-Risk Merchant Account, supra note 79.
85.	 Id.
86.	 Id.
87.	 BPI, Account Closures, supra note 83.
88.	 Id.
89.	 What Is a Politically Exposed Person (PEP)?, LexisNexis: Risk Sols., 

https://tinyurl.com/mrwhfpjt [https://perma.cc/MVC3-GYYQ] (last visited Feb. 25, 
2025).

90.	 Id.
91.	 Id.
92.	 The X thread begins at Izabella Kaminska (@izakaminska), X (Nov. 29, 

2024, 11:41 AM), https://tinyurl.com/bdzsbjdc [https://perma.cc/QQC2-UWYR]. 
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In January 2023, the executive branch began an anti-cryptocur-
rency initiative that critics dubbed “Operation Chokepoint 2.0.”93 A 
January 3, 2023, statement by the FDIC clearly marked the crypto-
asset sector as high risk and forced discrimination against lawful 
business owners in the crypto industry.94 Similar statements were 
issued by the Federal Reserve System,95 the White House National 
Economic Council,96 and a joint statement by the FDIC, the Federal 
Reserve, and the OCC.97 Fintech partner banks have faced aggressive 
treatment from regulators.98

Debanking of persons or businesses with disfavored political 
(pro-Trump) or religious (conservative Christian) views has become 
common. Melania Trump was debanked.99 So was social network 
Gab, known as “alt-right Twitter,” after information was revealed 
that the Pittsburgh synagogue shooter made threats on the platform, 

FATF says that it is working on updating its definition of PEP. See What Is a Politi-
cally Exposed Person (PEP)?, supra note 89.

93.	 Blockchain Association Submits FOIA Request to Investigate De-banking 
of Crypto Firms, Blockchain Ass’n (Mar. 16, 2023), https://tinyurl.com/4c7sz2p9 
[https://perma.cc/BDA2-KWCV].

94.	 Bd. of Governors of the Fed. Rsrv. Sys., Fed. Deposit Ins. Corp. & Off. 
of the Comptroller of the Currency, Joint Statement on Crypto-Assets Risks to 
Banking Organizations (Jan. 3, 2023), https://tinyurl.com/382566y6 [https://perma.
cc/6E28-RU9A].

95.	 Bd. of Governors of the Fed. Rsrv. Sys., Policy Statement on Section 9(13) of 
the Federal Reserve Act (Jan. 23, 2023), https://tinyurl.com/e7ftpxpv [https://perma.
cc/C26W-HBGJ].

96.	 Brian Deese et al., The Administration’s Roadmap to Mitigate Cryptocurren-
cies’ Risks, White House (Jan. 27, 2023), https://tinyurl.com/mrxzh6cc [https://perma.
cc/BVC6-LMEG].

97.	 Bd. of Governors of the Fed. Rsrv. Sys., Fed. Deposit Ins. Corp. & Off. of 
the Comptroller of the Currency, Joint Statement on Liquidity Risks to Banking 
Organizations Resulting from Crypto-Asset Market Vulnerabilities (Feb. 23, 2023), 
https://tinyurl.com/yhbk6fs2 [https://perma.cc/HVT4-ZXER].

98.	 Konrad Alt, Who’s Been Toughest on Fintech Partner Banks Recently – the 
OCC, Federal Reserve, or FDIC?, LinkedIn, https://tinyurl.com/2uhxnvfw [https://
perma.cc/SXL8-N879] (last visited Feb. 25, 2025).

99.	 Nic Carter, Marc Andreessen and the CFPD: Debunking the Debanking 
Debunkers, Medium (Nov. 30, 2024), https://tinyurl.com/yy7ze8a7 [https://perma.
cc/9CZ6-S3GX]; Emily Crane, Barron Trump Was Denied a Bank Account Due to 
‘Cancel Mob,’ Mom Melania Claims: ‘Civil Rights Violations,’ N.Y. Post (Oct. 9, 
2024), https://tinyurl.com/3udu7hnm [https://perma.cc/YB3R-TANN]. Crane quotes:

“I was shocked and dismayed to learn that my long-time bank decided 
to terminate my account and deny my son the opportunity to open a 
new one,” Melania wrote in her new memoir, “Melania.” “This decision 
appeared to be rooted in political discrimination, raising serious concerns 
about civil rights violations.”

Crane, supra.
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resulting in GoDaddy, Joyent, PayPal, and Stripe dropping Gab from 
their services.100 The company switched to Bitcoin.101  

Bank of America debanked the religious organizations Indig-
enous Advance Ministries and Timothy Two, stating they were “a 
business type we have chosen not to service.”102 The bank account of 
the National Committee for Religious Freedom (NCRF), a nonprofit 
organization founded by former U.S. Senator Sam Brownback, was 
closed by Chase.103 Supposedly, the closure was because NCRF failed 
to provide donor information, but the deadline for the requested 
documents was 60 days, and the account was closed only 20 days after 
it had been opened.104 Lack of transparency about reasons for clos-
ing legitimate accounts of organizations has been a pattern amongst 
financial institutions.

After British politician Nigel Farage was debanked by the pri-
vate bank Coutts, BBC claimed that Farage failed to maintain the 
necessary funds in his account.105 However, Farage obtained a 40-page 
dossier from the bank and found that the bank’s decision was due to 
his political views.106 The dossier specifically stated that there were 
“significant reputational risks of being associated with him,” and 
his opinions were “at odds with [the bank’s] position as an inclusive 
organization.”107 The irony is self-evident. This incident led Coutts’s 
CEO, Peter Flavel, to take responsibility for the bank’s discrimina-
tory practice against Farage and resign.108 As a result of Coutts’s 

100.	 Paris Martineau, How Gab, the Right-Wing Social Media Site, Got Back 
Online, Wired (Nov. 5, 2018, 8:27 PM), https://tinyurl.com/mtykr28y [https://perma.
cc/A4RW-Q2FX].

101.	 P.H. Madore, ‘Alt-Right Twitter’ Gab Moves to Bitcoin Payments Due to 
Banking Blacklist, Yahoo! Fin., https://tinyurl.com/m8xet2y3 [https://perma.cc/
RRY5-PYSG] (Nov. 25, 2018).

102.	 Christina Grube, Debanked: Bank of America Closes Nonprofit Account, 
World (Aug. 31, 2023), https://tinyurl.com/rp5b7wbm [https://perma.cc/VV9E-
MWCJ]; Liz Lykins, Bank of America’s “Bad Track” of Debanking, World (Apr. 22, 
2024), https://tinyurl.com/bdcrfdf4 [https://perma.cc/AYS8-TJFB]; Steve Curtis, Why 
Is Bank of America Canceling the Accounts of Religious Organizations?, Wash. Exam’r 
(Nov. 12, 2023), https://tinyurl.com/bdzzm8hx [https://perma.cc/G3AG-VNCU].

103.	 Talia Wise, Chase Bank Cancel’s Nonprofit’s Bank Account: ‘Religious Free-
dom Is Under Attack by Corporate America,’ Christian Broad. Network (Oct. 12,  
2022), https://tinyurl.com/3kshu7ku [https://perma.cc/2LEP-EKDL].

104.	 Id.
105.	 Richard Partington, UK Banks Told to Treat Politicians More Fairly After 

Farage Debanking Row, Guardian (July 18, 2024), https://tinyurl.com/mtrywpjr 
[https://perma.cc/6EMC-LVZ2].

106.	 Id.; Alexander Jones, Debanking: How Nigel Farage’s Banking Woes Have 
Raised Serious Concerns Over Account Closure, Int’l Banker (Oct. 31, 2023), 
https://tinyurl.com/58thmrwu [https://perma.cc/D5YD-6XSU].

107.	 Jones, supra note 106.
108.	 Id.
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action against Farage, the FCA (Financial Conduct Authority) tight-
ened its regulatory practices and enhanced consumer protection.109

Marc Andreessen stated that the father of his business partner 
was debanked under federal pressure for having politically incorrect 
views.110 He further contends many other tech and crypto entrepre-
neurs were debanked under President Biden, with regulators acting 
“primarily against their political enemies and .  .  . disfavored tech 
startups.”111 Again, according to Andreessen, 30 technology company 
founders were debanked during the Biden administration because of 
their political views.112 Andreessen explains the 2024 political shift of 
Silicon Valley moguls from the support of Democrats to Republicans 
as partly a response to the debanking.113 Further, says Andreessen, 
the Biden administration convened tech entrepreneurs in early 2024 
and warned them not to invest in artificial intelligence (AI) start-
ups; instead, the administration wanted the future of AI to be an oli-
gopoly of two or three companies under executive branch control.114 
This plan would have amounted to, perhaps, the largest speech con-
trol program in American history, and it all took place out of public 
view, with no legislative authorization, and with extralegal coercion 
of banks as the lever.

The Consumer Financial Protection Bureau (CFPB), an inde-
pendent agency established in 2011 under the Dodd-Frank Act, has 
spoken out against ideological debanking; however, its regulatory 
power on the matter is small compared to that of the other agen-
cies pushing it.115 A new report from the Bank Policy Institute, The 
Truth About Account Closures, blames debanking on excessive pres-
sure from regulators that forces banks to close accounts of customers 
falsely labeled “high risk.”116

For all customers, banks must file a Currency Transaction 
Report (CTR) for transactions of $10,000 or more. However, the 
$10,000 threshold set by statute in 1970 has never been adjusted for 
inflation. So, the scope of CTRs has expanded from extraordinary 

109.	 Id.
110.	 PowerfulJRE, Joe Rogan Experience #2234 – Marc Andreessen, You-

Tube (Nov. 26, 2024) (at 1:34:33), https://tinyurl.com/ydz8bftk [https://perma.
cc/35DL-TNRA].

111.	 Id. at 1:37:32.
112.	 Id. at 1:37:37; see also Eve Upton-Clark, What Is ‘Debanking’ and Why Are 

Marc Andreesen and Silicon Valley Talking About It?, FastCompany (Dec. 12, 2024), 
https://tinyurl.com/2nb5xm5s [https://perma.cc/XF97-998W].

113.	 PowerfulJRE, supra note 110, at 1:37:46.
114.	 Bari Weiss, Marc Andreessen on AI, Tech, Censorship, and Dining with 

Trump, Free Press (Dec. 10, 2024), https://tinyurl.com/mvvyp8jd [https://perma.cc/
J2G8-N842].

115.	 Carter, supra note 99.
116.	 See BPI, Account Closures, supra note 83.
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transactions to routine ones—as $10,000 in 1970 is the equivalent 
of $80,991 today.117 Separately, for activity that is possibly suspicious, 
banks must file Suspicious Activity Reports (SARs).118 A SAR can be 
triggered by something as innocuous as depositing $8,000 on Mon-
day and $5,000 on Friday, which banks might interpret as  “structur-
ing” to avoid the $10,000 CTR threshold.

A multitude of regulations incentivize banks to file SARs, lest 
examiners sanction them for even a minor oversight. No research has 
been conducted on whether the annual filing of millions of SARs has 
reduced any criminal activity. Congress mandated that the executive 
branch conduct such a study, but the Biden administration refused.119 
The mere filing of SARs on an account, absent any subsequent dis-
covery of illegal activity, can provide a pretext for the designation of 
an account as “high risk.”

This Article has thus far focused on coercive federal regulatory 
encouragement of debanking. But state regulators also play their 
own malign roles, as described in the next Section, which discusses 
the New York State executive branch’s campaign to debank and 
deinsure Second Amendment advocacy organizations.

D.	 New York’s Regulatory Warfare

Between 2017 and 2024, New York Governor Andrew Cuomo, 
the New York Department of Financial Services (DFS), DFS Com-
missioner Maria T. Vullo, and New York Attorney General Letitia 
James attempted to leverage the state’s regulatory apparatus to 
destroy the NRA by financially targeting it and its business partners.

1.	 DFS’s Cutting Off Access to the Financial Marketplace

DFS wields broad supervisory and enforcement powers over 
financial institutions within New York, including the ability to license, 
examine, and penalize insurers and banks.120 Cuomo and Vullo used 
DFS’s regulatory authority to attempt to financially undermine the 

117.	 See Inflation Calculator, Fed. Rsrv. Bank of Minneapolis, https://tinyurl.
com/5ymt7fbe [https://perma.cc/J8TM-W52U] (last visited Feb. 27, 2025).

118.	 BPI, Account Closures, supra note 83. The information contained in a SAR 
is supposed to be confidential and prohibited from disclosure. Id.

119.	 Id.
120.	 12 C.F.R. §§ 5.30–5.31 (providing OCC regulations requiring OCC 

approval before national banks and federal savings associations may establish or 
move branches); N.Y. Banking Law §§ 28, 29 (2024) (requiring NYDFS Superin-
tendent approval before a New York bank may change location or open a branch); 
12 U.S.C. §1818; N.Y. Ins. Law § 1102(d) (2024); N.Y. Banking Law § 41 (2024); N.Y. 
Comp. Codes R. & Regs. tit. 3, §§ 2.2, 2.4.
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NRA and “similar gun promotion organizations.”121 Regulatory pow-
ers ordinarily reserved for consumer and industry protection were, 
instead, deployed to pressure insurers and banks into severing busi-
ness ties with the NRA.

Broad state authority over insurance is protected by the fed-
eral McCarran-Ferguson Act122 so that states can ensure compliance 
with state insurance laws.123 But this legitimate regulatory interest 
was perverted into an effort to eliminate the NRA and other right- 
to-arms advocacy organizations.

Governor Cuomo flaunted this destructive agenda by touting 
his administration’s resolve to disrupt the NRA.124 Specifically, he 
publicly denounced the NRA as an “extremist organization” and 
urged companies in New York State to “revisit any ties they have to 
the NRA.” He then announced his intention to use state power to 
create financial strain to eliminate the NRA, stating, “We’re forcing 
the NRA into financial jeopardy. We won’t stop until we shut them 
down.”125 Likewise, “New York is forcing the NRA into financial crisis. 
It’s time to put the gun lobby out of business. #BankruptTheNRA.”126 

121.	 Memorandum from Maria T. Vullo, Superintendent Fin. Servs., to the 
Chief Executive Officers or Equivalents of All Insurers Doing Business in the State 
of New York (Apr. 19, 2018) [hereinafter Vullo Insurance Memo]; Memorandum 
from Maria T. Vullo, Superintendent of Fin. Servs., to the Chief Executive Officers or 
Equivalents of New York State Chartered or Licensed Financial Institutions (Apr. 
19, 2018) [hereinafter Vullo Bank Memo]. See generally Mocsary, supra note 10, at 
595–604, 610–16.

122.	 McCarran-Ferguson Act, ch. 20, 59 Stat. 33 (1945) (codified as amended 
at 15 U.S.C. §§ 1011–1015). “[S]ilence on the part of the Congress shall not be con-
strued to impose any barrier to the regulation or taxation of such business by the 
several States.” Id. § 1011. There can be no preemption by any “Act of Congress . . . 
unless such Act specifically relates to the business of insurance.” Id. § 1012. How-
ever, the Sherman Antitrust Act, the Clayton Antitrust Act, and the Federal Trade 
Commission Acts are still “applicable to the extent that such business is not regu-
lated by State Law.” Id. The Sherman Act is still enforceable against “the business of 
health insurance” and dental insurance, with some safe harbors for certain coopera-
tive conduct. Id. § 1013. Section 1014 of the McCarran-Ferguson Act makes clear 
that the National Labor Relations Act, the Fair Labor Standards Act of 1938, and 
the Merchant Marine Act, 1920, continue to apply. Id. § 1014. “State” includes D.C., 
Puerto Rico, Guam, Alaska, and Hawaii. Id. § 1015.

123.	 See Grube, supra note 102 (citing banking and insurance laws).
124.	 Kenneth Lovett, NRA Slapping Cuomo with Lawsuit over Blacklisting 

Campaign, Violating First Amendment Rights, Daily News, https://tinyurl.com/mwx-
e8tmm [https://perma.cc/38BT-GE2N] (May 11, 2018, 8:49 PM).

125.	  Andrew Cuomo (@NYGovCuomo), Twitter (Apr. 20, 2018, 9:58 AM), 
https://tinyurl.com/p7yyz64j [https://perma.cc/HU5T-LLX9]; Andrew Cuomo  
(@andrewcuomo), Facebook (Aug. 3, 2018), https://tinyurl.com/23d4dbcu [https://
perma.cc/BH82-FGUR].

126.	 Andrew Cuomo (@andrewcuomo), Facebook (Aug. 4, 2018), https://
tinyurl.com/4r3vj7xs [https://perma.cc/BH82-FGUR].
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These and other declarations had nothing to do with sound bank-
ing or insurance practices127 but were express statements of intent to 
deploy financial regulations against a political opponent for ideologi-
cal reasons.

DFS Superintendent Maria T. Vullo made similar statements in 
her official capacity as a member of Cuomo’s government.128 In an 
April 19, 2018, guidance memorandum, Vullo wrote: “[T]he Depart-
ment encourages its insurers to continue evaluating and managing 
their risks, including reputational risks, arising from their dealings 
with the NRA or other gun promotion organizations.”129 A nearly 
identical memorandum was sent to New York banks.130 Written in 
a “zealous tone,” the memoranda relied on ostensible regulatory 
concerns—reputational risk—to cut the NRA off from the financial 
marketplace.131 Although the memoranda identified neither law vio-
lations nor specific threats to regulated entities’ financial integrity, 
they were explicit in their condemnation of the NRA, urging compa-
nies to sever their ties to the organization:

While the social backlash against the National Rifle Association 
(the “NRA”), and similar organizations that promote guns that 
lead to senseless violence, has in the past been strong, the nature 
and the intensity of the voices now speaking out, including the 
voices of the passionate, courageous, and articulate young people 
who have experienced this recent horror first hand, is a strong re-
minder that such voices can no longer be ignored and that society, 
as a whole, has a responsibility to act and is no longer willing to 
stand by and wait and witness more tragedies caused by gun vio-
lence, but instead is demanding change now.132

The memoranda concluded, “The Department encourages regu-
lated institutions to review any relationships they have with the NRA 
or similar gun promotion organizations, and to take prompt actions 
to manage these risks and promote public health and safety.”133 It is 

127.	 See, e.g., Press Release, Governor Andrew M. Cuomo, Governor Cuomo 
Directs Department of Financial Services to Urge Companies to Weigh Reputa-
tional Risk of Business Ties to the NRA and Similar Organizations (Apr. 19, 2018), 
https://tinyurl.com/55dtr57e [https://perma.cc/NB5C-ECZP]; Mocsary, supra note 
10, at 596–97, 595 nn.84–89 (citing sources).

128.	 Cuomo, supra note 127.
129.	 Vullo Insurance Memo, supra note 121.
130.	 Vullo Bank Memo, supra note 121.
131.	 Mocsary, supra note 10, at 596 (quoting Andersen Hill, supra note 29, at 

555); Vullo Insurance Memo, supra note 121; Vullo Bank Memo, supra note 121.
132.	 Vullo Insurance Memo, supra note 121; Vullo Bank Memo, supra note 121.
133.	 Vullo Insurance Memo, supra note 121; Vullo Bank Memo, supra note 121.
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apparent that this statement served as a tacit warning to regulated 
banks and insurers that continued relationships with the NRA would 
invite heightened DFS scrutiny or enforcement actions.134

Lockton and Chubb are large international insurance compa-
nies, both of whom were providing insurance for an optional affinity 
program for NRA members: NRA’s Carry Guard self-defense 
insurance.135 Carry Guard covered, inter alia, legal expenses in cases 
where criminal charges arose from colorable self-defense scenarios, 
property damage liability, and psychological counseling for insureds 
that resulted from firearm use.136 The new NRA program com-
peted with a host of similar insurance programs offered by other  
organizations.137

Shortly after Governor Cuomo initiated his plan to eliminate 
the NRA, his Department of Financial Services announced that both 
Lockton and Chubb had entered into consent orders admitting viola-
tions of New York’s insurance laws.138 These orders, and others that 

134.	 See Mocsary, supra note 10, at 600, 600 n.116; Brief of Financial and Busi-
ness Law Scholars, supra note 27, at 14; supra Section I.A.

135.	 An affinity program is an arrangement under which an organization, 
typically a nonprofit, receives royalties for licensing its intellectual property, like its 
name, logo, or member list, to a commercial service provider. The nonprofit’s mem-
bers usually receive free or discounted services of the provider.

136.	 Chubb, NRA Carry Guard Declarations and Policy (2017); see also 
Mocsary, supra note 10, at 597–98, 602–04.

137.	 See George A. Mocsary, Insuring Against Guns?, 46 Conn. L. Rev. 1209, 
1223–27 (2014); Understanding the USCCA’s Self-Defense Liability Insurance 
Policy, Delta Def., https://tinyurl.com/393rpudz [https://perma.cc/NT2L-PMEC] 
(last visited Feb. 27, 2025); Self-Defense Liability Policy, Delta Def., https://tinyurl.
com/587zrxxn [https://perma.cc/RYT2-EDXE]  (last visited Feb. 27, 2025); Plan 
Comparison, CCW Safe, https://tinyurl.com/4fjb7ctk [https://perma.cc/C9X6-UPP7] 
(last visited Feb. 27, 2025); Do You Need Self-Defense Coverage?, U.S. LawShield 
(July 27, 2023), https://tinyurl.com/24fyp76w [https://perma.cc/Q7J6-VCTJ]; Right 
To Bear, https://tinyurl.com/25ckmmrm [https://perma.cc/4JA3-SFP2] (last vis-
ited Feb. 27, 2025) (this is not an insurance program per se, but it provides similar 
benefits); Second Call Def., https://tinyurl.com/2a54e473 [https://perma.cc/KS7G-
C2FG] (last visited Feb. 27, 2025); Membership Areas of Coverage, Self Def. Fund, 
https://tinyurl.com/3arzf8ud [https://perma.cc/9UAB-E7NK] (last visited Feb. 27, 
2025).

138.	 N.Y. State Dep’t of Fin. Servs., Consent Order Under Sections 1102 
and 3420 of the Insurance Law, In re Chubb Grp. Holdings Inc. & Ill. Union 
Ins. Co. 1 (May 7, 2018) [hereinafter Chubb Consent Order]; N.Y. State Dep’t of 
Fin. Servs., Consent Order Under Articles 21, 23, and 34 of the Insurance Law, 
In re Lockton Affinity, LLC & Lockton Cos., LLC 1 (May 2, 2018), [hereinaf-
ter Lockton Consent Order]; Press Release, N.Y. State Dep’t Fin. Servs., DFS Fines 
Chubb Subsidiary Illinois Union Insurance Company $1.3 Million for Underwriting 
NRA-Branded “Carry Guard” Insurance Program in Violation of New York Insur-
ance Law (May 7, 2018), https://tinyurl.com/mpb82sm5 [https://perma.cc/2AGS-
YMLN]; Press Release, N.Y. State Dep’t Fin. Servs., DFS Fines Lockton Companies 
$7 Million for Underwriting NRA-Branded “Carry Guard” Insurance Program in 
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followed, imposed disproportionate fines on Lockton, Chubb, various 
Lloyd of London’s syndicates that underwrote some of the Lockton-
offered products, and the NRA itself. The Lockton and Chubb fines 
were orders of magnitude higher than those in other jurisdictions for 
similar alleged infractions.139 Moreover, the orders prohibited their 
targets from entering into entirely legal business relationships involv-
ing “similar program[s]” endorsed by any organization, any program 
endorsed by the NRA, or any NRA-endorsed affinity program with 
a New York resident even if the coverage would apply only outside 
of New York State.140 For example, the targeted insurance companies 
could not underwrite the self-defense insurance programs offered by 
other organizations, like U.S. LawShield, even though there was no 
allegation that these programs violated any New York law. Likewise, 
if the NRA wanted to offer a new insurance program that was per-
fectly compliant with New York law, the targeted insurance compa-
nies could not underwrite it. In fact, for many years, the NRA had 
offered insurance against theft of a member’s firearms and insur-
ance for accidental death or dismemberment but, now, the targeted 
insurance companies could no longer sell such policies if they were 
branded as NRA benefits.

The threats in the memoranda, backed up by the examples made 
of the NRA and its business partners, worked. Several financial insti-
tutions quickly dropped the NRA as a client.141 The obvious goal of 
DFS’s campaign was to isolate the NRA from the financial sector 
using methods that overstepped legitimate oversight and evinced a 
conspicuously political dimension. Governor Cuomo and Commis-
sioner Vullo had demanded the NRA’s debanking.

To make matters worse, the alleged insurance-law violations 
Cuomo attributed to the NRA and its financial partners were weakly 
supported in many cases, as described in the following Section.

Violation of New York Insurance Law (May 2, 2018), https://tinyurl.com/ycyymcw5 
[https://perma.cc/LWY7-CEKD].

139.	 Mocsary, supra note 10, at 599.
140.	 Chubb Consent Order, supra note 138, at 6–7; Lockton Consent Order, 

supra note 138, at 12–13; N.Y. State Dep’t of Fin. Servs., Consent Order Under 
Sections 1102 and 3420 of the Insurance Law, In re Certain Underwriters at 
Lloyd’s, London Subscribing to Ins. Pol’ys Issued to The NRA. 7–8 (Dec. 20, 
2018); Consent Order at 9–10, In re NRA, No. 2020-0033-C (Nov. 13, 2020).

141.	 Mocsary, supra note 10, at 600. Fortunately for the NRA, Wells Fargo 
declared that it would not cut off NRA as a customer, but two years later, the bank’s 
CEO said that the relationship was “declining.” Imani Moise, Wells Fargo’s Relation-
ship with NRA Is ‘Declining’ – CEO, Reuters (Apr. 28, 2020, 10:44 PM), https://
tinyurl.com/yr54hpu6 [https://perma.cc/F2NS-P3D8].



Big Business as Gun Control 8792025]

2.	 Using Questionable Grounds for Acting and Accusations of 
Wrongdoing

The consent orders between DFS and Lockton and Chubb listed 
several violations of New York’s insurance laws in connection with 
the NRA’s Carry Guard program:

(1)	 Lockton compensated the NRA on the basis of premiums 
collected, and the NRA was acting as an unlicensed insurance 
broker in the state.

(2)	 Lockton sold, and Chubb wrote, (a) coverage for the costs of 
criminal defense, (b) liability coverage for injury or property 
damage expected or intended from the insured’s standpoint 
in a policy limited to firearms use and “that was beyond the 
use of reasonable force to protect persons or property,” and 
(c) coverage for psychological counseling expenses.142

(3)	 Lockton included a 1-year NRA membership worth more 
than $25, with the purchase of Carry Guard insurance without 
mentioning the membership in the policy.

(4)	 Lockton offered free damage and theft insurance for firearms 
and firearm accessories to NRA members.

(5)	 In advertisements for Carry Guard, Lockton called attention 
to Chubb, an excess line insurer, and mentioned Chubb’s AM 
Best rating.143

(6)	 Lockton did not secure declinations from three admitted in-
surers before placing Carry Guard insureds with Chubb’s Il-
linois subsidiary.

(7)	 Chubb issued liability policies to New York residents that did 
not include certain statutory notices.144

These violations were selectively enforced,145 overstated and, in 
some cases, legally and economically questionable.

142.	 Chubb Consent Order, supra note 138, at 6.
143.	 An excess line insurer is one that is not licensed to write insurance in the 

state in question. Brokers may place policies with excess line insurers if the cover-
age is not available from admitted insurers licensed to do business in the state. AM 
Best is “the largest credit rating agency in the world specializing in the insurance 
industry.” About Us, Am Best, https://tinyurl.com/3dfbkscc [https://perma.cc/JWY5-
9LFP] (last visited Feb. 27, 2025).

144.	 Chubb Consent Order, supra note 138, at 6; Lockton Consent Order, supra 
note 138, at 11–12. This list was taken verbatim from Mocsary, supra note 10, at 598.

145.	 Mocsary, supra note 10, at 600–01, 601 n.121 (citing examples), 604, 604 
n.145.
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DFS claimed that the policies improperly covered intentional 
acts and criminal defense, yet the terms of the insurance explicitly 
limited coverage to acts of lawful self-defense using legally possessed 
firearms, with coverage ceasing upon a guilty plea or conviction.146 The 
policy explicitly excluded coverage for harms “intentionally caused 
by or at the direction of the insured” and “criminal act[s]” unless 
they were legally defensible as lawful self-defense.147 This design min-
imized the moral hazard associated with covering intentional acts148 
while ensuring that insured individuals would receive protection in 
cases of legitimate self-defense. By prohibiting even this narrowly 
circumscribed coverage, DFS forced individuals to assume the often 
severe financial burden of criminal defense, even when their conduct 
was lawful.149

And, of course, such coverage can save a victim who lawfully 
defended herself from life-destroying financial and criminal conse-
quences when she is prosecuted for political, racist, or other reasons. 
Defense costs can be exceedingly high and can force defendants 
without means to accept plea offers, lead defendants to financial ruin, 
or both.150

Moreover, New York law is clear that the reasonable but mis-
taken use of force, including deadly force, does not have penal con-
sequences.151 More still, New York’s Court of Appeals, the state’s 
highest court, has made clear that insurance coverage for fortuitous 
acts resulting in unintended injuries, even if the act has penal conse-
quences, is permissible and not contrary to the state’s public policy.152

Nevertheless, DFS, through its superintendent, maintains an 
administrative regulation that prohibits any criminal defense cov-
erage, regardless of guilt or innocence.153 By maintaining and selec-
tively enforcing154 this regulation against political enemies, Governor 

146.	 Mocsary, supra note 10, at 602–03, 614; see supra text accompanying note 
144, 2(a)–(b).

147.	 Mocsary, supra note 10, at 602.
148.	 “Moral hazard is the tendency for insurance both to reduce an insured’s 

incentive to minimize losses and to increase the insured’s incentive to engage in 
risky behavior.” Mocsary, supra note 10, at 584 (citing Tom Baker, On the Genealogy 
of Moral Hazard, 75 Tex. L. Rev. 237, 239 (1996)).

149.	 See infra notes 150, 154−56 and accompanying text.
150.	 See Josh Bowers, Punishing the Innocent, 156 U. Pa. L. Rev. 1117, 1132 

(2008).
151.	 N.Y. Penal Law § 35.15 (2024); People v. Walker, 42 N.E.3d 688, 690–93 

(N.Y. 2015); People v. Wesley, 563 N.E.2d 21, 23–25 (N.Y. 1990); People v. Goetz, 497 
N.E.2d 41, 52–53 (N.Y. 1986).

152.	 Pub. Serv. Mut. Ins. v. Goldfarb, 425 N.E.2d 810, 814 (N.Y. 1981); see Moc-
sary, supra note 10, at 603.

153.	 N.Y. Comp Codes R. & Regs. tit 11, §§ 2.1, 262.5 (2024).
154.	 See supra note 137 and accompanying text; infra note 162−63 and accom-

panying text.
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Cuomo, Commissioner Vullo, and DFS undermined the presumption 
of innocence by removing from Carry Guard purchasers the ability to 
afford legal representation when defending against potentially life-
altering and incorrect criminal charges.155 This is ironic, considering 
Governor Cuomo has stated that “[the] presumption of innocence is 
one of the cornerstones of the criminal justice system.”156

Additionally, Governor Cuomo’s reference to Carry Guard as 
“murder insurance” underscores his callousness towards persons 
of limited means and highlights his desire to punish lawful firearm 
owners.157 Many personal liability and homeowners policies sold in 
New York and approved by DFS as a matter of course, cover liability 
resulting from the reasonable use of force in self-defense situations.158 
In New York, those wealthy enough to afford a home or a personal 
liability policy can get at least partial protection for noncriminal inju-
ries, while Carry Guard purchasers (all of whom were presumably 
firearm owners) risk ruin.

DFS also alleged that free firearm damage and theft insurance 
offered to all NRA members (not just Carry Guard purchasers) vio-
lated the state’s insurance laws because the insurance was suppos-
edly a rebate.159 For the damage and theft coverage to be deemed a 
rebate, it must have been purchased as a part of an NRA member-
ship, with the entire premium paid for the damage and theft deemed 
to be fully refunded to the member. In contrast, those who purchased 

155.	 They also undermined other values fundamental to the American consti-
tutional order. See infra text accompanying notes 214−24.

156.	 Andrew Cuomo, Andrew Cuomo: Why I Will Not Sign a Budget Without 
Criminal Justice Reform, N.Y. Daily News, https://tinyurl.com/467w23vd [https://
perma.cc/3LDY-7GQG] (Mar. 12, 2019, 10:07 PM).

157.	 Press Release, Governor Andrew M. Cuomo, Transcript: Governor Cuomo 
Addresses NRA Lawsuit and Condemns the Organization’s Illegal Business Prac-
tices While Guest on CNN (Aug. 6, 2018), https://tinyurl.com/mrxddzn5 [https://
perma.cc/AL4N-CMP7].

158.	 E.g., Liberty Mut. Ins., Homeowner Amendatory Endorsement: Special 
Provisions – New York (FMHO 6100NY 11 17) 8 (2017) (amending Liberty Mut. 
Ins., LibertyGuard Deluxe Homeowners Policy (HO 00 03 Edition 04 91) 11 (1991)); 
SERFF Filing Access, Nat’l Ass’n Ins. Comm’rs, https://tinyurl.com/3y4rnprm 
[https://perma.cc/LU48-R6SS] (last visited Feb. 27, 2025) (scroll down and click 
“DL9801OP[1] Compare HICNY.pdf”); see Christopher J. Monge, The Gun Own-
er’s Guide to Insurance for Concealed Carry and Self-Defense 41–44 (2d ed. 
2014); Peter Kochenburger, Liability Insurance and Gun Violence, 46 Conn. L. Rev. 
1265, 1278–84 (2014).

159.	 Lockton Consent Order, supra note 138, at 12; N.Y. Ins. Law § 2324(a) 
(2024)); see supra text accompanying note 144. In insurance law, an unlawful 
“rebate” is giving the person buying the insurance any form of consideration that is 
not stated in the insurance policy. Examples include the insurance agent giving some 
of his commission back to the customer, or every customer being given a gift card 
(if not stated in the policy). See Anti-Rebating Laws, Mayer Brown,  https://tinyurl.
com/3du3kske [https://perma.cc/JK2V-4QE6] (last visited Feb. 27, 2025).



Dickinson Law Review882 [Vol. 129:851

Carry Guard, which included an NRA membership that included 
the damage and theft insurance, were deemed to have paid for the 
damage and theft insurance without having received a rebate of its 
price.160 This is a strained interpretation of “rebate”: Carry Guard 
purchasers are more sensibly seen as receiving the damage and theft 
insurance for free with their self-defense coverage via their receipt of 
a free NRA membership.161 Indeed, the damage and theft coverage 
was similar to other insurance frequently provided for free by affinity 
programs, including programs marketed by Lockton in the violative 
forms alleged by DFS.162 These programs were marketed simultane-
ously with Carry Guard during DFS’s “investigation” and for years 
to follow. None of these were acted on by DFS, despite being offered 
by the same brokerage (Lockton) that DFS was fining for offering 
insurance products affiliated with the NRA.163

Relatedly, the inclusion of free NRA memberships in Carry 
Guard policies was flagged as a violation simply because the mem-
berships were not disclosed in the policies. Although this was a 
technical violation of the insurance laws, one purpose of which is to 
ensure equitable treatment in insurance, providing the memberships 
was an attempt to treat NRA members and Carry Guard purchasers 
equally vis-à-vis the damage and theft coverage.164 That hardly justi-
fies the severe penalties imposed.165

The enforcement measures initiated by DFS against insurers 
offering the NRA’s Carry Guard program imposed inefficiencies and 
produced adverse outcomes within both the insurance market and 
broader society. Rather than facilitating regulatory compliance, these 
actions disrupted market equilibrium and constrained access to law-
ful insurance products.

Further, DFS’s guidance memoranda regarding reputational 
risk were economically unsound and counterproductive.166 They dis-
regarded the insurers’ inherent expertise in risk assessment. As spe-
cialized risk managers, insurers are better positioned than regulators 
to evaluate the reputational implications of their own underwrit-
ing decisions. Unlike regulated firms, which maintain continuous 
interactions with diverse constituencies in their business ecosystem, 

160.	 Mocsary, supra note 10, at 604.
161.	 Id.
162.	 Id.
163.	 Id. at 17, at 601, 601 n.121 (citing examples), 604, 604 n.145.
164.	 Justin L. Brady et al., The Regulation of Insurance 49 (1995); Mocsary, 

supra note 10, at 604.
165.	 See supra note 139 and accompanying text.
166.	 See supra notes 44−47 and accompanying text (explaining reputation risk); 

supra notes 128−34 and accompanying text (discussing the guidance memoranda).
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regulators often lack direct engagement with stakeholders, poten-
tially skewing their understanding of market opinion.167

DFS’s standard for reputation risk is nonempirical and subjec-
tive, thus allowing regulators to cite reputation risk as a rationale 
for actions against institutions when there is no concrete evidence of 
financial instability.168 Instead, regulators simply cite reputation risk 
when they find something distasteful.169 DFS’s threats of punitive 
measures predicated on non-falsifiable assessments of reputational 
harm introduced uncertainty, dampened innovation, and dissuaded 
insurers from serving clients who were political enemies of New 
York’s gubernatorial administration—even when those clients com-
plied fully with the law.

Furthermore, the guidance memoranda proceeded from an 
erroneous assumption that public backlash against gun-rights orga-
nizations would render self-defense insurance products unprofitable. 
Empirical trends indicate that firearm sales often jump following 
high-profile incidents, like the Parkland tragedy, driven predomi-
nantly by heightened concerns over personal safety.170 An increase 
in firearm ownership logically expands the pool of potential insureds 
for coverage like Carry Guard and consequently should improve 
insurers’ profitability and financial stability.171 By ignoring fundamen-
tal market dynamics, DFS’s enforcement actions prevented insurers 
from responding to consumer demand, thereby limiting both eco-
nomic opportunity and consumer access to lawful insurance prod-
ucts.172 Such an approach contravenes DFS’s statutory mission to 
safeguard market stability and consumer interests.

One of the few matters on which DFS was on solid legal ground 
was the New York statute against advertising insurers’ financial rat-
ings, as Lockton had done for Chubb.173 But the prohibition deprives 
consumers of crucial information necessary for informed purchas-
ing decisions.174 Disclosure rating-agency evaluations allow consum-
ers to gauge insurance carriers’ financial soundness.175 By precluding 
transparency, the statute increases consumer search costs and stifles 

167.	 Andersen Hill, supra note 10, at 590–92.
168.	 See supra notes 45−47 and accompanying text.
169.	 See Brief of Financial and Business Law Scholars, supra note 27, at 9–11; 

Mocsary, supra note 10, at 610–12; Andersen Hill, supra note 10, at 559, 587–91.
170.	 Mocsary, supra note 10, at 611.
171.	 Id.
172.	 Id. at 611–12.
173.	 N.Y. Ins. Law § 1313(a)(1) (2024); see supra text accompanying note 145.
174.	 Daniel Schwarcz, Transparently Opaque: Understanding the Lack of Trans-

parency in Insurance Consumer Protection, 61 UCLA L. Rev. 394, 436–43 (2014).
175.	 Mocsary, supra note 10, at 613.
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the free flow of information that is essential to efficient market 
functioning.176

As for the violation of the “diligent search” requirement, diligent 
search generally requires that insurance brokers receive written dec-
linations from three insurers admitted in the insured’s state before 
the broker places the insurance coverage into a surplus line from a 
non-admitted insurer.177 The purpose of the diligent search rule is to 
maximize the quantity of insurance in a given state that is directly 
overseen by that state’s insurance regulator.178 As DFS pointed out, 
Carry Guard had not obtained the three requisite written declina-
tions.179 But asking for insurance for the sole purpose of receiving 
written declinations would have been pointless, because it was undis-
puted that no admitted carrier provided comparable coverage.180 As 
applied to Carry Guard, the diligent search requirement served no 
productive purpose and merely increased transaction costs within 
the insurance industry.181 Had DFS genuinely sought to enhance, 
rather than obstruct, market efficiency, it could have placed self-
defense insurance on the state’s export list, allowing brokers to use 
out-of-state carriers without first obtaining in-state declinations.182 
Instead, unnecessary regulatory hurdles discouraged the deployment 
of nuanced, market-responsive insurance solutions aligned with con-
sumer needs.

In addition to creating inefficiencies, DFS’s enforcement actions 
obstructed lawful and socially advantageous activities, like firearm 
safety education programs. Carry Guard policy-holders were offered 
complimentary firearm safety training, and these trainings were 
made available to the public.183 By targeting the NRA through the 
Carry Guard program, DFS eliminated the incentives for providers 
to maintain free safety offerings, predictably resulting in their discon-
tinuation (save for one fee-based option).184 The positive externali-
ties generated by training programs were thus eliminated by DFS’s 
regulatory intervention.

“Although the ‘social palatability [of self-defense] generally 
ranges from worried acceptance to affirmative encouragement,’” it 

176.	 Id.
177.	 N.Y. Ins. Law § 2118(b)(4) (2024); see also Zachary N. Lerner, A Deep 

Dive Into the Diligent Effort (Search) Requirement, Ins. J. (Jan. 22, 2024), https://
tinyurl.com/4nxz369n [https://perma.cc/K4YU-K9DR].

178.	 Mocsary, supra note 10, at 613.
179.	 See supra text accompanying note 145.
180.	 Mocsary, supra note 10, at 613.
181.	 Id.
182.	 Id.
183.	 Id. at 615.
184.	 Id.
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is legal and broadly insured in New York.185 Nevertheless, state offi-
cials mischaracterized the prevalence of self-defense coverage and 
exaggerated its associated risks, substituting political objectives for 
economically sound regulatory principles. DFS’s overreach thus 
inflicted harm not only upon the NRA and its business affiliates but 
also upon lawful consumers, the integrity of the insurance market, 
and the broader cause of public safety.

3.	 The Attorney General’s Dissolution Attempt

Future New York Attorney General Letitia James, who was 
endorsed by Governor Cuomo,186 announced during her election 
campaign that she would investigate the NRA’s compliance with 
the state’s not-for-profit corporation laws.187 She stated that she  
“[w]ill target the NRA” and that “[t]he NRA is an organ of deadly 
propaganda masquerading as a charity for public good.”188 At a cam-
paign rally, she said that she would use her “constitutional power as 
an attorney general to regulate charities, that includes the NRA, to 
investigate their legitimacy.”189 In another statement starkly at odds 
with any notion of impartiality or the presumption of innocence—
ordinarily, a prosecutor should first conduct an investigation and 
then assert criminality—she added that the NRA was a “criminal 
enterprise” and “terrorist organization.”190 She also bragged that she 

185.	 Mocsary, supra note 10, at 613–14 (alteration in original); see supra notes 
146−59 and accompanying text.

186.	 Kirstan Conley, Cuomo Endorses Letitia James for Attorney General, N.Y. 
Post (May 22, 2018), https://tinyurl.com/yw8u6tzj [https://perma.cc/6PA6-3P28].

187.	 Jillian Jorgensen, Letitia James Says She’d Investigate NRA’s Not-For-Profit 
Status if Elected Attorney General, Daily News, https://tinyurl.com/fbmedjdt [https://
perma.cc/T8P5-5KL5] (Dec. 13, 2018, 3:12 AM).

188.	 Tish James Announces Attorney General Platform to Protect New York-
ers from Gun Violence, Tish James for Att’y Gen. (July 12, 2018), https://tinyurl.
com/max269ye [https://perma.cc/3R84-BN3P] (referring to the NRA’s “poisonous 
agenda”); see also Jon Campbell, NY AG Letitia James Called the NRA a ‘Terror-
ist Organization.’ Will It Hurt Her Case?, USA Today, https://tinyurl.com/4pbm8c3c 
[https://perma.cc/DFA8-N789] (Aug. 19, 2020, 12:44 PM) (“The National Rifle Asso-
ciation, the nation’s preeminent guns-rights group, had a ‘poisonous agenda’ that was 
‘directly antithetical’ to New York’s tough gun-control laws, James said [as part of a 
campaign promise].”).

189.	 Storm Gifford, N.Y. Attorney General Launches Probe of NRA Finances, 
Daily News (Apr. 28, 2019, 3:08 AM), https://tinyurl.com/2v2y8ky7 [https://perma.
cc/5XVU-MR3X].

190.	 Campbell, supra note 188; accord #TeamEBONY, Letitia ‘Tish’ James on 
Becoming New York’s Next Attorney General, Ebony (Oct. 31, 2018), https://tinyurl.
com/2sxmszkf [https://perma.cc/K4JW-X6M3] (“The NRA holds [itself] out as a 
charitable organization, but in fact, [it] really [is] a terrorist organization.” (altera-
tions in original)); Attorney General Candidate, Public Advocate Letitia James, 
Our Time Press (Sept. 6, 2018), https://tinyurl.com/5bxtmsk8 [https://perma.cc/
FVP5-QD9B].
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is “waiting to take on all of the banks that finance them, [and] their 
investors.”191

Taken together, it seems obvious that she was planning a coordi-
nated attack to drain the NRA’s resources based on ideology rather 
than proof of wrongdoing.192

After she was elected, James brought suit to dissolve the NRA 
on the ground that some of its leadership engaged in misconduct 
prohibited by the New York Non-For-Profit Corporation Law. This 
misconduct included fraud against the NRA and its members.193 She 
was not wrong that the NRA’s leadership was engaged in such fraud. 
In January 2024, a jury found that NRA Executive Vice-President 
Wayne LaPierre and Treasurer Wilson Philips illegally appropriated 
$5.4 million and $2 million, respectively, of the members’ money.194 
The jury further found that the NRA, “through its designated agents 
and employees,” had failed properly to administer the organization 
and its assets and follow other statutory requirements for nonprof-
its.195 The court ordered full restitution to the NRA by LaPierre 
and Philips, a prohibition on their future employment by the NRA in 
any capacity (Wilson had retired several years before, and LaPierre 

191.	 Attorney General Candidate, Public Advocate Letitia James, supra note 190 
(stating that as Public Advocate she “challenged the NRA and have put pressure 
upon the banks that finance the NRA and have notified the SEC with regard to 
investors who invest in these banks that these products of death are causing destruc-
tion and carnage in communities of color”).

192.	 See supra notes 125−26 and accompanying text.
193.	 See generally People v. NRA, 165 N.Y.S.3d 234 (Sup. Ct. 2022); Campbell, 

supra note 188; A Brief History of the NRA, NRA, https://tinyurl.com/3yhcu4kh 
[https://perma.cc/S2P8-4HRF] (last visited Feb. 27, 2025) (noting that the NRA had 
been incorporated in New York since 1871). When the NRA filed for bankruptcy 
five months later, Letitia James tweeted, “The @NRA’s claimed financial status has 
finally met its moral status: bankrupt.” Letitia James (@NewYorkStateAG), Twitter 
(Jan. 15, 2021, 4:52 PM), https://tinyurl.com/3urdyakh [https://perma.cc/FJ9Z-AN4S]. 
The bankruptcy court dismissed the NRA’s petition on the ground that it was not 
filed in good faith—bankruptcy cannot be used to avoid a state-forced dissolution. 
In re NRA, 628 B.R. 262, 283 (Bankr. N.D. Tex. 2021).

It is a longstanding corporate law principle that executive misappropriation is 
a violation of the fiduciary duties owed by executives to “the corporation and its 
stockholders.” E.g., Guth v. Loft, Inc., 5 A.2d 503, 509 (Del. 1939). In a nonprofit 
corporation, the equivalent of the stockholders are the corporation’s members. 
See Robin Dimieri & Stephen Weiner, The Public Interest and Governing Boards 
of Nonprofit Health Care Institutions, 34 Vand. L. Rev. 1029, 1045 (1981); Robert 
H. Brownlee, Membership Rights in Nonprofit Corporations: A Need for Increased 
Legal Recognition and Protection, 29 Vand. L. Rev. 747, 747 (1976).

194.	 Verdict Sheet at 4, People v. National Rifle Ass’n of Am., 165 N.Y.S.3d 234 
(Sup. Ct. 2022).

195.	  Interim Decision after Non-Jury Trial at 6, National Rifle Ass’n of Am.,  
165 N.Y.S.3d at 234.
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announced his retirement on the eve of trial), and a variety of reforms 
in internal NRA procedures.196

But General James was not looking to protect the members of 
the NRA, as demonstrated by the remedy she suggested—dissolv-
ing the Association. Practically all the wrongdoing alleged in the 
Attorney General’s complaint was related to internal matters, such 
as improper self-dealing and misuse of NRA assets.197 The few allega-
tions that alleged organizational wrongdoing, like the improper filing 
of tax and other regulatory documents, alleged no financial or other 
benefit to the NRA at public expense.198

But despite New York law mandating that “[i]n an action brought 
by the attorney-general, the interest of the public is of paramount 
importance”199 and that a member-brought suit dissolution should 
only lie if it “will be beneficial to the members,”200 General James 
asked the court to dissolve the NRA.201 She went as far as to say that 
“the interest of the public and the members of the NRA supports a 
decision to dissolve the NRA” while also asking for restitution and 
other relief on behalf of the organization and its members.202

It is no surprise that the New York Supreme Court203 dismissed 
the dissolution claim, noting that the “Attorney General’s allegations 
fail to delineate between the NRA, on the one hand, and its leaders on 
the other, who acted ‘without regard to the NRA’s best interests.’”204 
It added that “[c]onflating the Individual Defendants with the NRA 
writ large for purposes of dissolution is inappropriate” because the 
“main victim of the NRA’s alleged dysfunction has been, according 
to the Complaint, the NRA and its members” and the “Complaint 
does not allege that the misconduct ascribed to the Individual Defen-
dants benefited the NRA, or that the NRA exists primarily to carry 
out such illegal activity, or that the NRA is incapable of continuing 

196.	 See generally Final Judgment, National Rifle Ass’n of Am., 165 N.Y.S.3d  
at 234.

197.	 See Amended and Supplemental Verified Complaint pt. 5, §§ I, II, III.A–C, 
People v. NRA, 74 Misc. 3d 998 (N.Y. Sup. Ct. 2022) (No. 451625/2020). This is true 
even of most of the misdeeds framed as NRA organizational action. See, e.g., id.  
§§ IV, V, VI, VIII.

198.	 Id. §§ III.D, VII.
199.	 N.Y. Not-For-Profit Corp. Law § 1109(b)(1) (2024) (emphasis added).
200.	 Id. § 1102(a)(1)(B).
201.	 Amended and Supplemental Verified Complaint, supra note 197, at 6, 

10–11, 162–65, 184–85.
202.	 Id. passsim.
203.	 The Supreme Court is New York’s trial court.
204.	 People v. NRA, 74 Misc. 3d 998, 1022–23 (N.Y. Sup. Ct. 2022) (quoting 

Amended and Supplemental Verified Complaint, supra note 197 at 143).
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its core charitable mission if the Individual Defendants are removed 
from their positions.”205

It is basic law of business associations that where “allegations 
concern primarily private harm to [in this case] the NRA and its mem-
bers and donors,” the proper avenue of relief is a derivative suit to 
remedy that harm rather than to compound it by imposing the “‘cor-
porate death penalty’” to destroy the harmed entity entirely.206 Fur-
ther, the New York Rules of Professional Conduct prohibit an attorney 
from “engag[ing] in conduct that is prejudicial to the administration 
of justice.”207 Prejudicial conduct includes that which is “[b]iased as 
a result of preconceived opinions, esp[ecially] unreasonable ones.”208 
Not only did General James publicly state how she would act on her 
anti-NRA biases before bringing her dissolution claim,209 but after a 
jury verdict and the final judgment,210 she issued press releases where 
the headlines painted the NRA as the primary villain.211 The releases 
minimized that the major remedies ordered by the Court were millions 
in restitution to the NRA,212 at times sounding as if the payments were 
fines payable to the state rather than restitution to the NRA. It seems 
that, to New York’s Attorney General, the NRA and its advocacy are 
the enemy, while the repayment of large-scale misappropriation is an 
unfortunate reality to which one’s political enemies are entitled.

E.	 Solutions

The abuses described herein cause broad social harm and reflect 
the goals of exclusion and marginalization.213 As should be self-evident, 
“[u]nequal treatment under law, political discrimination, and deploy-
ment of governmental power to abuse one group for another’s ben-
efit can have devastating effects on social stability.”214 The American  

205.	 Id. at 1023.
206.	 Id. at 1004; see N.Y. Not-For-Profit Corp. Law §§ 112(a)(7), 623 (2024).
207.	 New York Rules of Pro. Conduct § 8.4(d) (N.Y. State Unified Ct. Sys. 

2017).
208.	 Prejudicial, Black’s Law Dictionary (12th ed. 2024).
209.	 See supra notes 186–91 and accompanying text.
210.	 See supra note 193–95 and accompanying text.
211.	 Press Release, N.Y. State Att’y Gen., Attorney General James Secures 

Court Victory Against NRA (Dec. 11, 2024), https://tinyurl.com/3fm95wbm [https://
perma.cc/2994-Q7PD]; Press Release, N.Y. State Att’y Gen., Attorney General 
James Wins Trial Against NRA and Wayne LaPierre (Feb. 23, 2024), https://tinyurl.
com/4st7bfrh [https://perma.cc/4FYV-6KRW].

212.	 See supra note 196 and accompanying text.
213.	 See Mocsary, supra note 10, at 616–20.
214.	 Mocsary, supra note 10, at 616 (citing John P. Anderson, Law Beyond God 

and Kant: A Pragmatist Path, 32 J.L. & Religion 98, 101–03 (2017)); see also The 
Declaration of Independence para. 2 (U.S. 1776) (“We hold these truths to be self-
evident, that all men are created equal . . . .”).
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constitutional order implicitly recognizes these harms. It seeks to 
proscribe them through explicit constitutional provisions, and the 
abuses described implicate many of them.215

Perhaps most notable is the First Amendment right to free 
speech. The NRA sued DFS, its Commissioner, and New York’s Gov-
ernor in a New York federal district court, claiming that they tar-
geted the NRA and its business partners for the NRA’s advocacy.216  
Given that judges can be inclined to agree with administrators 
from their home states,217 it is not surprising that the district court 
and Second Circuit dismissed each of the NRA’s claims on various 
grounds.218 Also not surprisingly,219 the NRA fared much better on 
its First Amendment suit at the Supreme Court, which ruled nine to 
zero that the NRA plausibly alleged that Commissioner Vullo vio-
lated the NRA’s First Amendment rights by engaging in the coercion 
described herein.220

Other potential constitutional infirmities relate to equal protec-
tion, contractual impairment, the Second Amendment, and due pro-
cess.221 In the case of state insurance, for example, the U.S. Supreme 

215.	 See Mocsary, supra note 10, at 626–28.
216.	 First Amended Complaint & Jury Demand at 17–18, NRA v. Cuomo, 350 

F. Supp. 3d 94 (N.D.N.Y. 2018) (No. 18-CV-00566).
217.	 See infra text following note 230 and text accompanying note 231.
218.	 See NRA v. Vullo, 49 F.4th 700, 721 (2d Cir. 2022); NRA v. Cuomo, 525 F. 

Supp. 3d 382, 393–400, 404–11 (N.D.N.Y. 2021); NRA v. Cuomo, No. 18-CV-00566, 
2019 WL 2075879, at 6 (N.D.N.Y. May 10, 2019); Cuomo, 350 F. Supp. 3d at 143; Moc-
sary, supra note 10, at 600–01, 622–23 and accompanying text.

219.	 See infra text accompanying note 259.
220.	 See NRA v. Vullo, 602 U.S. 175 (2024). Claims against defendants DFS and 

Cuomo were not before the Court. Id. at 185.
221.	 Technically, First and Second Amendment claims against states are via the 

Fourteenth Amendment’s Due Process Clause. The Obligation of Contracts Clause 
forbids any “State” to “pass any . . . Law impairing the Obligation of Contracts.” U.S. 
Const., art. I, § 10; see also Allied Structural Steel Co. v. Spannaus, 438 U.S. 234 (1978) 
(striking retroactive changes on private employer pension plans). In the modern era, 
the Obligation of Contracts clause is mainly used against state governments that 
violate their own contracts, whereas state revision of private contracts is typically 
upheld whenever a state government claims to be acting under the police power. 
See Richard A. Epstein, Obligation of Contract, The Heritage Guide to the Con-
stitution, https://tinyurl.com/2nydn7z4 [https://perma.cc/U35G-XFDY] (last visited 
Feb. 27, 2025). Because the Obligation of Contracts Clause textually only limits state 
governments, and because enforcement against impairment of private contracts is 
weak, contractual impairment has often morphed into a Fourteenth Amendment 
due process claim. Enforcement via the Due Process Clause can be consistent with 
Carolene Products’s famous footnote four providing elevated review for state action 
that “interferes with individual rights, or a law that restricts the ability of the political 
process to repeal undesirable legislation, or a law that discriminates against a ‘dis-
crete and insular minority.’” United States v. Carolene Prods., 304 U.S. 144, 152 n.4 
(1938); Erwin Chemerinsky, Constitutional Law: Principles and Policies § 8.2.3, 
at 641 (4th ed. 2011); see also id. at  §§ 8.3.1, 8.3.2; Mocsary, supra note 10, at 627–28, 
627 nn.329–30.
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Court held that the Equal Protection Clause barred financial dis-
crimination, in the form of disparate gross premium taxes, by states 
against insurers.222 Here, the connection to an individual’s  First 
and Second Amendment rights predominate. Finally, there are seri-
ous due process concerns with administrative bodies making policy, 
enforcing it, and adjudicating disputes about those policies.223

Any legal approach to reforming the abuses described above 
should take a minimalist approach. After all, a government actor in 
charge of policing administrative browbeating224 and other financial 
abuses would be well positioned to engage in those same abuses. The 
point cannot be overstated. Effective solutions should include checks 
and balances, remedies for rights violations, large-scale public expo-
sure, and the opportunity for remedies at a national scale by bodies 
that include representatives who are not knee-jerk loyal to or sympa-
thetic to the oppressor in question.

Reform also depends on marshalling the will to remedy regula-
tory abuses from a community—whether geography or viewpoint-
based—that extends beyond that in which the scurrilous regulator 
operates. These constraints narrow the range of potential solutions, 
as detailed next.

1.	 Suboptimal Avenues for Reform

Regulatory discrimination disenfranchises disfavored groups, 
within commercial spheres and in the broader arenas of public dis-
course and social inclusion.225 Although government agencies, judicial 
bodies, legislatures, and nongovernmental organizations are charged 
with mitigating the inequities, their collective interventions fre-
quently fall short. This Section assesses the inefficiencies and biases 
embedded within these institutional frameworks, underscoring the 
systemic impediments they present to ensuring equitable regulatory 
practices in financial markets.

State-level authorities, including regulatory agencies and leg-
islative bodies, routinely fail to prevent administrative abuses of 
power.226 Regulatory officials often prioritize political agendas, mak-
ing meaningful self-correction improbable.227 Legislative responses 
demonstrate how states can enact laws that are ostensibly compliant 

222.	 See Metro. Life Ins. Co. v. Ward, 470 U.S. 869 (1985).
223.	 See generally Seila Law LLC v. Consumer Fin. Prot. Bureau, 591 U.S. 197 

(2020); Crowell v. Benson, 285 U.S. 22 (1932). See supra note 259.
224.	 See Mocsary, supra note 10 and accompanying text.
225.	 See Mocsary, supra note 10, at 616–21.
226.	 See id. at 622–24.
227.	 See Andersen Hill, supra note 10, at 598–99; Brief of Financial and Busi-

ness Law Scholars, supra note 27 (citing examples in many contexts).
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with judicial precedent but that make compliance so complex as to 
constitute de facto prohibitions on the activities disfavored by state 
policy.228  

Judicial review, both at the state and federal levels, commonly 
reinforces rather than rectifies discriminatory practices. Judges 
have demonstrated significant deference to regulators acting under 
sweeping policy mandates, even when such regulatory behavior is 
manifestly coercive.229 The deference could be explained, in part, by 
the fact that most judges sit in the state they are from. The NRA’s 
litigation against DFS for the actions described above illustrates this 
entrenched judicial proclivity to favor state defendants.230 Even if 
judicial impartiality could be assured, the courts would offer limited 
redress, as financial institutions are understandably reluctant to chal-
lenge their regulators for fear of repercussions.231 Nongovernmental 
organizations and individual plaintiffs fare even worse. They are 
confronted by the state’s formidable legal and financial resources as 
well as doctrines of sovereign and absolute immunity.232

Given the systemic shortcomings outlined above, alternative 
reform measures warrant consideration. National standard-setting 
bodies, such as the National Association of Insurance Commission-
ers (NAIC) and the Conference of State Bank Supervisors (CSBS), 
could assume a more active role in cultivating equitable regulatory 
norms that preserve the rights of financial institutions and their cli-
entele. Tailored federal interventions could also introduce rights-ori-
ented safeguards that enhance both accountability and consistency 
within the regulatory environment.

2.	 Promising Reform Options

The following Section discusses options for a market-based solu-
tion at the state level. The two Sections after that examine potential 

228.	 See Mocsary, supra note 10, at 623–24, 624 nn.309–10. But see discussion 
infra Section I.E.2.d (discussing how state legislatures friendly to a disfavored group 
may nonetheless influence national policy by enacting anti-discrimination laws).

229.	 See Mocsary, supra note 10, at 623–24.
230.	 Id. at 623, 623 nn.306–07.
231.	 Brief of Financial and Business Law Scholars, supra note 27, at 14–16.
232.	 See Mocsary, supra note 10, at 622–23 (citing NRA v. Cuomo, 525 F. 

Supp. 3d 382, 393–400, 404–11 (N.D.N.Y. 2021) (dismissing selective enforcement 
claims under absolute immunity and all claims against NYDFS under sovereign 
immunity)); Salib & Krishnamurthi, supra note 18; Stephen Gutowski, Podcast: Gun 
Law Professor on Why Firearms Restrictions Are Still Hard to Fight, Reload (Jan. 7, 
2024, 5:02 AM), https://tinyurl.com/5n7r4tx9 [https://perma.cc/CP8G-854A]; Robert 
Leider, Should State Officials Receive Qualified Immunity for Creatively Resisting 
Bruen?, Standing His Ground Blog (Jan. 17, 2023), https://tinyurl.com/39r86aev 
[https://perma.cc/AAU5-5ELX].
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federal solutions. Although a single remedy may not fully solve the 
problem of regulatory abuse, a combination of remedies could pro-
vide the checks and balances needed to curb abuses against banking 
and insurance consumers with disfavored political views.

a.	 Standard-Setting Organizations

The NAIC and CSBS play vital roles in fostering sound, fair, 
and innovative insurance and banking markets. The NAIC and CSBS 
consist, respectively, of the states’ and territories’ insurance commis-
sioners and banking regulators.233 Their toolkits include promulgating 
model laws and accrediting state regulators.234 Although CSBS model 
laws are for nonbanking financial institutions, CSBS also develops 
banking industry standards through cooperative agreements.235

The NAIC’s and CSBS’s model law and cooperative agree-
ment development procedures involve achieving consensus among 
national regulatory leaders about issues that require uniformity and 
national attention.236 The abuses described in Part I easily qualify. 
By adopting model laws and cooperative agreements, the NAIC and 
CSBS can create oversight systems that constrain malicious adminis-
trative actions. However, states need not adopt model laws nor join 
cooperative agreements, and the legislatures and regulators of states 
like New York are unlikely to do so.

For states that refuse to stop their regulatory misconduct, 
accreditation functions as a safeguard. The NAIC and CSBS each 
administer rigorous accreditation programs designed to garner 
consensus among member jurisdictions and ensure alignment with 
national insurance and banking standards.237 As a crucial indicator of 
a state’s regulatory vitality, accreditation obligates compliance with 

233.	   See Our Story, Nat’l Ass’n Ins. Comm’rs, https://tinyurl.com/yv49u39t 
[https://perma.cc/RHH5-6UGR] (last visited Jan. 21, 2025); About CSBS, Conf. 
of State Bank Supervisors, https://tinyurl.com/2uvkztvc [https://perma.cc/6PDL-
YL9Y] (last visited Feb. 27, 2025).

234.	 See Model Laws, Nat’l Ass’n Ins. Comm’rs, https://tinyurl.com/2fvw9dbe 
[https://perma.cc/YH7V-NYVT] (last visited Feb. 27, 2025); Nat’l Ass’n Ins. 
Comm’rs, Financial Regulation Standards and Accreditation Program 1 (Apr. 
2022), https://tinyurl.com/56pzme8j [https://perma.cc/6DQP-GJMN]; CSBS Model 
Laws, Conf. of State Bank Supervisors, https://tinyurl.com/yakacykr [https://
perma.cc/6MZQ-GP9D] (last visited Feb. 27, 2025); Department Accreditation, Conf. 
of State Bank Supervisors, https://tinyurl.com/kse6tz28 [https://perma.cc/8P5P-
WG8T] (last visited Jan. 27, 2025).

235.	 See Cooperative Agreements, Conf. of State Bank Supervisors (Oct. 18, 
2023), https://tinyurl.com/4bywdamj [https://perma.cc/TEN5-R9SA].

236.	 See id.; Nat’l Ass’n Ins. Comm’rs, Procedures for Model Law Develop-
ment (2007, amended 2008, rev. 2013).

237.	 See Our Story, supra note 233; CSBS Model Laws, supra note 234.
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specified legal, financial, and organizational criteria.238 By integrating 
anti-abuse safeguards into the accreditation requirements, the NAIC 
and CSBS could further incent adherence among regulators and 
deter practices that introduce unnecessary market distortions or 
harm consumers.239 States opting not to conform risk forfeiting their 
accredited status, signaling a deficient regulatory environment, and 
diminishing their prospects of attracting or retaining insurance and 
banking business.

More broadly, the NAIC and CSBS serve as collaborative forums 
where member regulators strive to prevent abusive practices in one 
jurisdiction from destabilizing the broader national insurance and 
banking markets. Their collective interest in upholding a robust regu-
latory framework justifies proactively addressing potential abuses. In 
ensuring that standards remain equitable and uniform across states, 
these organizations insulate their industries from federal interven-
tion and preserve the near-plenary authority granted to the states 
under the McCarran-Ferguson Act.240

Stricter accreditation standards for state banking and insurance 
regulators could, theoretically, prevent future misconduct such as 
that perpetrated by the New York State government. However, there 
are two limitations. Because the NAIC and CSBS operate by con-
sensus, they might not be willing to act against rogue governments 
such as New York’s. Second, many of the abuses described in Part I 
were perpetrated by federal, not state, agencies. Accordingly, market-
enabling federal solutions that apply at all levels of government are 
needed, as discussed next.

b.	 Executive Branch Action

Scholar Brian Knight offers several executive branch measures 
that may effectively address debanking.241 First, restore the Fair 
Access Rule from the Office of the Comptroller of the Currency 

238.	 See Our Story, supra note 233; CSBS Model Laws, supra note 234.
239.	 See Mocsary, supra note 10, at 625. See generally id.
240.	 See id. at 587–90, 625–26. See generally Christine E. Blair & Rose M. Kush-

meider, Challenges to the Dual Banking System: The Funding of Bank Supervision, 
18 FDIC Banking Rev. 1 (2006). See supra note 122 and accompanying text.

241.	 See Brian Knight, Some Ways the Trump Administration Can Fight 
Debanking Without Congress (Probably), FinRegRag (Nov. 14, 2024), https://tinyurl.
com/3bp8hj3y [https://perma.cc/J2KE-7MNS]. Knight was writing in his capacity 
as a senior fellow and program director at the Mercatus Center at George Mason 
University. He is now a senior counsel at the Alliance Defending Freedom. Brian 
Knight, All. Defending Freedom, https://tinyurl.com/3zja3548 [https://perma.cc/
GR2L-RBN9] (last visited Feb. 27, 2025).
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(OCC), which was cancelled by the Biden administration.242 Under 
that rule, a “covered bank”—defined to be most but not all banks 
with assets over $100 billion—would be required to:

(1)	 Make each financial service it offers available to all persons in 
the geographic market served by the covered bank on propor-
tionally equal terms;

(2)	 Not deny any person a financial service the covered bank of-
fers unless the denial is justified by such person’s quantified 
and documented failure to meet quantitative, impartial risk-
based standards established in advance by the covered bank; 
and

(3)	 Not deny, in coordination with others, any person a financial 
service the covered bank offers.243

Second, a similar rule could be applied to deny federal deposit 
insurance to state-chartered banks that engage in discrimination. The 
rule would be predicated on the Federal Deposit Insurance Corpo-
ration (FDIC) organic statute that requires FDIC-insured banks to 
serve the needs and convenience of their communities.244 “It is hard 
to say that political debanking serves the convenience and needs 
of a community. While it would be an aggressive position and no 
doubt subject to legal challenge, the FDIC could argue that political 
debanking runs contrary to the justification of deposit insurance and 
prohibits insured banks from engaging in it.”245

Third, bank regulators should stop using “reputation risk” to 
assess when debanking is to be encouraged. “The use of reputation 
risk is generally not required by law,” but instead was fabricated by 
regulators to expand their powers.246 Reputation risk adds little, if 
anything, to the analysis of a bank’s viability and is inferior to the 
assessment of viability using objective factors.247

Fourth, all banking or insurance regulatory agencies should 
adopt neutral appeals processes so that banks, insurance compa-
nies, or customers can challenge abusive actions by particular regu-
lators. During the first Trump administration, the FDIC did adopt 
such a rule, creating an independent Office of Supervisory Appeals 

242.	 Press Release, Off. of Comptroller of Currency, OCC Puts Hold on 
Fair Access Rule (Jan. 28, 2021), https://tinyurl.com/26pjsbsh [https://perma.cc/
Z4F6-N7JZ].

243.	 Fair Access to Financial Services, 85 Fed. Reg. 75261, 75266 (Nov. 25, 2020) 
(to be codified as 12 C.F.R. pt. 55).

244.	 12 U.S.C. § 1816(6).
245.	 Knight, supra note 241.
246.	 Id.
247.	 See Andersen Hill, supra note 10.
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to review Material Supervisory Determinations from FDIC staff.248 
However, it was gutted by the Biden administration.249

Fifth, the Financial Crimes Enforcement Network (FinCEN) 
should adopt internal policies prohibiting it from “sharing stigmatiz-
ing information” about peaceful organizations based on their politi-
cal beliefs. FinCEN’s powers come from the Bank Secrecy Act, which 
charges FinCEN with preventing crime, not preventing peaceful 
speech.

Sixth, banks should be informed that they need not file Suspi-
cious Activity Reports (SARs) based on constitutionally protected 
activity. As a general matter, SARs appear to be nearly useless since 
law enforcement agencies explain that they lack the resources to 
keep up with the deluge of SARs.250 After all, over four million SARs 
are filed annually. In 2021, Congress ordered the executive branch to 
provide annual reports on the use and effectiveness of SARs.251 Yet, 
the Biden administration did not do so.252

Finally, the Consumer Financial Protection Bureau (CFPB) has 
been granted the power to stop bank practices that constitute “Unfair, 
Deceptive, or Abusive acts and practices” (UDAAP) against con-
sumers.253 “An argument can be made that debanking due to political 
concerns, general dislike of the customer, aversion to the customer’s 

248.	 FDIC, Financial Institution Letter 77-2021 (Dec. 6, 2021), https://tinyurl.
com/268z3zur [https://perma.cc/22K8-NMVM].

249.	 FDIC, Financial Institutions Letter 22-2022 (May 17, 2022), https://tinyurl.
com/2475d6p6 [https://perma.cc/HLQ4-TXZV] (restoring the Supervision Appeals 
Review Committee (SARC) as the final level of review for FDIC supervisory 
appeals). While enforcement action against a bank can be appealed to federal court, 
Material Supervisory Determinations are considered discretionary, and hence not 
appealable under the Administrative Procedure Act. See FDIC, Guidelines for 
Appeals of Material Supervisory Determinations, 86 Fed. Reg. 6880 (Jan. 25, 2021); 
12 U.S.C. § 1818(a)(5) (judicial review for enforcement action); id. § 4806 (order-
ing FDIC to establish an independent intra-agency appellate process for Material 
Supervisory Determinations, but not to provide for judicial review); 5 U.S.C. § 702 
(APA, no judicial review for most discretionary supervisory actions); id. § 706 (judi-
cial review for discretionary agency actions only if arbitrary, capricious, abuse of 
discretion, or otherwise illegal); see also Julie Andersen Hill, When Bank Examiners 
Get It Wrong: Financial Institution Appeals of Material Supervisory Determinations, 
92 Wash. U. L. Rev. 1101, 1114 n.65 (2015).

250.	 Government Accountability Office, Bank Secrecy Act: Action Needed 
to Improve DOJ Statistics on Use of Reports on Suspicious Financial Transactions  
(Aug. 25, 2022).

251.	 See William M. (MAC) Thornberry National Defense Authorization Act, 
Pub. L. No. 116-283, § 6201, 134 Stat. 4565 (2021).

252.	 See Brian Knight, Avoiding Misuse of Americans’ Financial Records, Fin-
RegRag (Mar. 8, 2024), (testimony before the U.S. House Judiciary Committee, 
Select Subcommittee on the Weaponization of the Federal Government), https://
tinyurl.com/375xp82n [https://perma.cc/4JZ9-PV9P].

253.	 12 U.S.C. § 5331.
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otherwise legal activity, etc., could be an unfair or abusive practice, 
especially if the financial firm’s terms of service are vague and pro-
vide the firm with significant discretion, as opposed to laying out con-
crete and specific criteria that bind the firm’s decision making.”254

Although these rules and policies would likely be effective, it is 
doubtful that unfriendly administrations would implement them. It 
is also unclear whether entrenched career regulators could be relied 
on to refrain from deploying regulatory authority against groups 
they disfavor. After all, the primary federal banking regulators—the 
FDIC, OCC, and Federal Reserve—have all engaged in some of the 
abuses discussed herein.255 Congressional action may, therefore, be 
necessary.

c.	 Congressional Action

Congress can pursue a two-pronged strategy to check regulatory 
overreach. The more direct approach would be to prohibit the tools 
that federal and state regulators have most frequently employed for 
pervasive abuses. Regulation based on reputation risk, which oper-
ates with minimal accountability, is the prime example. Other candi-
dates include the economically inefficient insurance rules that DFS 
selectively enforced against the NRA but not other affinity organiza-
tions.256 Selective enforcement is a good sign that a rule is more likely 
useful for abuse than protecting financial markets.

Yet legislative prohibitions will likely be ignored unless the 
victims of regulatory abuse have practical avenues for redress. Con-
gress should, therefore, complement its direct prohibitions with fee-
shifting, whistleblower, and anti-retaliation statutes. Although the 
judiciary is a less-than-ideal forum for remediation,257 these provi-
sions would improve prospects for aggrieved parties to pursue cases 
through higher-level appeals, where the bench is less likely to share 
the same geography or sympathies as the offending regulators.258 
Moreover, even though proving retaliation is difficult, strengthening 
anti-retaliation safeguards could reduce the risks of seeking judicial 
accountability.

In addition, Congress should leverage existing federal agen-
cies as intermediaries to address federal and state regulatory abuse. 

254.	 Knight, supra note 252.
255.	 See Brief of Financial and Business Law Scholars, supra note 27, at 16–25; 

supra Sections I.A–B.
256.	 See Mocsary, supra note 10, at 600–01, 601 n.121 (citing examples), 604, 

604 n.145; see also supra text accompanying notes 162–63.
257.	 See supra text accompanying notes 226−33.
258.	 See supra text following note 230; text accompanying note 231.
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Rather than acting directly or impulsively, Congress could use a tiered 
system involving entities such as the Federal Insurance Office (FIO), 
the CFPB, and FinCEN. Such an architecture would enable Congress 
to respond to specific episodes of abuse or discrimination—using the 
targeted measures just described—without overextending its legisla-
tive reach, thereby maintaining the balance of federalism that under-
girds the insurance and banking sectors.

On the insurance side, the FIO—created for monitoring every 
aspect of the insurance business—is well positioned to serve as this 
intermediary. Under explicit congressional instruction, if necessary, 
the FIO could track instances of state discrimination or favoritism, 
using mechanisms such as a complaint portal available to insurers 
and consumers. Upon identifying potential abuse, the FIO could 
exercise its existing statutory authority to confer with the pertinent 
state, alert Congress for potential remedial action, or notify the Sec-
retary of the Treasury and the Treasury Department’s Financial Sta-
bility Oversight Council (FSOC) to include abuses in its ongoing 
public reporting, thus enabling each actor to respond appropriately 
even if the others do not.

In parallel, the CFPB, with its consumer protection mandate, 
could monitor the consequences of federal—or state-level—admin-
istrative intimidation of disfavored groups. Although the CFPB has 
authority over unfair banking practices, its jurisdiction does not 
encompass insurance. Granting the CFPB oversight in the insurance 
realm could risk exacerbating partisanship and unaccountability—
concerns that remain salient given the bureau’s history. One poten-
tial compromise is to extend CFPB authority to include insurance 
but limit both that new authority and the bureau’s existing author-
ity to monitoring and reporting to Congress, rather than granting it 
broad regulatory power.

FinCEN likewise stands as a potential resource for bringing 
regulatory abuses to light. FinCEN’s expertise in broad-based finan-
cial information and monitoring makes it well-positioned to detect 
manipulations within the broader regulatory framework. While Fin-
CEN’s mission centers on combating conventional financial crimes, 
the selective infringement of constitutional rights for disfavored 
groups is no less detrimental to a functioning free society. Empower-
ing FinCEN with a reporting mandate akin to what has been pro-
posed for the FIO could significantly enhance transparency and 
mitigate covert (or overt) instances of administrative strong-arming.

As recognized by Founder James Madison, President John F. 
Kennedy, and Representative Barney Frank, persistent vigilance 
by Congress is vital to preventing agencies from exceeding their 
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statutory mandates and ensuring that regulations remain effective, 
equitable, and transparent.259 This oversight may include regular 
reviews, hearings, or audits to scrutinize agency performance and 
decision-making and to confirm that regulatory actions align with 
congressional directives. By focusing on reporting and transparency, 
the approach outlined here facilitates meaningful oversight without 
centralizing regulatory authority in federal bodies that, like their 
state counterparts, have the potential to abuse outgroups.

d.	 Legislative Action by States Sympathetic to the Activity in 
Question

The Wyoming legislature in 2021 was the first to enact a Finan-
cial Industry Nondiscrimination Act (FIND) forbidding financial 
institutions from discriminating against firearms-related businesses, 
such as gun stores and ranges. The statute creates a civil cause of 
action, with treble and punitive damages available.260 Subsequently, 

259.	 Madison wrote, “The accumulation of all powers, legislative, executive, and 
judiciary, in the same hands, whether of one, a few, or many, and whether hereditary, 
self-appointed, or elective, may justly be pronounced the very definition of tyranny.” 
The Federalist No. 47, 249 (James Madison) (George W. Carey & James McClellan 
eds., 2001) The accumulation of such powers in an unforeseen Fourth Branch is an 
example of such tyranny. Or in the words of President John F. Kennedy:

Both the Congress and the President have a continuing duty to be watch-
ful with respect to the activities of the regulatory agencies. The Congress 
must see that the statutes under which the agencies are organized . . . [do 
not] couch their objectives in such indecisive terms as to leave vast areas 
open for the free play of agency discretion. The Congress also has the final 
responsibility to determine . . . the extent of the influence that these agen-
cies should exert, whether their authority should be withdrawn from or 
curtailed in one field or extended to and expanded in another. In addition, 
the Congress has a rightful concern with both the organization of the regu-
latory agencies and the fairness and efficiency with which they dispatch 
their business. Finally, inasmuch as the funds for their operations must be 
appropriated by the Congress, an intimate knowledge of their operations 
must be acquired if this function is to be discharged intelligently. [] Invalu-
able hearings and investigations have been carried on by the Congress . . . 
illuminating weaknesses in administration and the intrusion of practices 
that have undercut those standards of fairness and impartiality that the 
nation rightly expects its government to maintain. Congressional oversight 
is thus a spur to the formulation and enactment of necessary remedial 
measures.

President John F. Kennedy, Special Message to the Congress on the Regulatory 
Agencies (Apr. 13, 1961) (transcript available at The American Presidency Project); 
see also Dennis Shaul, What Went Wrong With the CFPB: I Was an Aide to Barney 
Frank. I’ve Learned It’s a Mistake to Create an Unaccountable Agency, Wall St. J. 
(Nov. 19, 2017), https://tinyurl.com/3cfwa5st [https://perma.cc/8EBC-G3GD] (“Con-
gress must be disciplined in keeping regulatory agencies within its sights and holding 
them accountable.”) (statement of Rep. Barney Frank).

260.	 Wyo. Stat. Ann. §§ 13‑10‑301–03 (2024). For a well-informed overview of 
current controversies involving bank actions against firearms businesses, see Dru 
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eight more states enacted similar laws: Alabama, Florida, Georgia, 
Idaho, Louisiana, Montana, Texas, and Utah.261 FIND laws may cover 
a variety of types of discrimination, not just firearms-related, and 
they come in three broad categories. The first type directly regulates 
state-chartered banks.262 The second type requires private entities, 
such as nationally chartered banks, that wish to contract with the 
state government to certify that they do not discriminate.263 The third 
mandates that state finances, such as bank deposits or bond issuance, 
not use discriminatory banks.264 In August 2024, the Louisiana State 
Treasurer, pursuant to Louisiana’s FIND Act, recommended the 
rejection of Bank of America’s application to become an authorized 
fiscal agent for the state government due to discrimination against 
“religious organizations, gun manufacturers, fossil fuel producers and 
others.”265

Stevenson, Guns and Banks: New Laws & Policies, Duke Ctr. for Firearms L.  
(Apr. 7, 2022), https://tinyurl.com/ymynzjm2 [https://perma.cc/7VGV-RPKW].

During the American Revolution, prominent Quaker businessman William 
Rotch “was summoned before a revolutionary tribunal because he sank a boatload 
of desperately needed bayonets at sea to prevent their use in the war; and he faced 
treason charges over his attempt to declare his home island of Nantucket neutral or 
independent during the war.” Dru Stevenson, William Rotch and Second Amend-
ment History, 100 Univ. Det. Mercy L. Rev. 405, 405 (2023). Professor Stevenson 
uses Rotch’s plight and the conscientious objectors clause in James Madison’s first 
draft of the future Second Amendment (which was removed by the Senate) to argue 
that state anti-boycott laws should not infringe the conscience rights of businesses 
that refuse to have any dealings with the firearms industry, such as banks that refuse 
to accept firearms businesses as customers. Professor Stevenson’s argument is most 
persuasive in the context of a small-town bank owned by a pacifist family. If mega-
banks such as Citibank or Bank of America can be said to have a conscience, that 
conscience would be revealed by resolutions adopted by their shareholder owners. 
See also George A. Mocsary, Freedom of Corporate Purpose, 2016 BYU L. Rev. 1319.

261.	 S. 261, 2023 Leg., Reg. Sess. (Ala. 2023); H.R. 3, 2023 Leg., Reg. Sess. (Fla. 
2023); Ga. Code. Ann. § 10-1-439.2 (2024); S. 1291, 67th Leg., 2nd Reg. Sess. (Idaho 
2024); S. 234, 2024 Leg., Reg. Sess. (La. 2024); H.R. 356, 2023 Leg., Reg. Sess. (Mont. 
2023); S. 19, 87th Leg., Reg. Sess. (Tex. 2021); H.R. 449, 2023 Gen. Sess. (Utah 2023).

For similar proposed federal legislation, see S.137, 119th Cong. (2025–26) (no 
federal contracts with entities that discriminate against firearms or ammunition 
industries); H.R.45, 119th Cong. (2025–26).

Idaho recently expanded the nondiscrimination to include knife businesses.  
S. 1201, 68th Leg., 1st Reg. Sess. (Idaho 2024).

262.	 Ga. Code. Ann. § 10-1-439.2 (2024); Wyo. Stat. Ann. §§ 13‑10‑301–03 
(2021).

263.	 S. 261, 2023 Leg., Reg. Sess. (Ala. 2023); H.R. 3, 2023 Leg., Reg. Sess. (Fla. 
2023); H.R. 356, 2023 Leg., Reg. Sess. (Mont. 2023); S. 19, 87th Leg., Reg. Sess. (Tex. 
2021).

264.	 S. 261, 2023 Leg., Reg. Sess. (Ala. 2023); H.R. 3, 2023 Leg., Reg. Sess. (Fla. 
2023); S. 1291, 2024 Leg., Reg. Sess. (Ida. 2024); S. 234, 2024 Leg., Reg. Sess. (La. 2024); 
H.R. 449, 2023 Gen. Sess. (Utah 2023).

265.	 Press Release, Dr. Fleming’s Statement on Bank of America, Louisiana 
Dep’t of Treasury (Aug. 12, 2024).
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II.	 Disclosure of Private Banking Information

A.	 Warrantless Searches

Another form of gun control via the banking system involves 
using banks to surveil customers. While banks are private corpora-
tions, they are closely regulated and typically cooperate with war-
rantless government requests for customer information. For example, 
after the January 6, 2021, attack on the U.S. Capitol, Bank of Amer-
ica reviewed its customer transaction records and provided federal 
investigators with 211 customer names without receiving a single 
warrant. These transactions concerned:

1. Customers confirmed as transacting, either through bank ac-
count debit card or credit card purchases in Washington, D.C. be-
tween 1/5 and 1/6. 2. Purchases made for Hotel/Airbnb RSVPs in 
DC, VA, and MD after 1/6. 3. Any purchase of weapons or at a 
weapons-related merchant between 1/7 and their upcoming sus-
pected stay in D.C. area around Inauguration Day. 4. Airline re-
lated purchases since 1/6.266

Of the 211 customers identified by Bank of America, at least 
1 individual was interviewed and cleared.267 After the January 6, 
2021, riot, FinCEN distributed “a PowerPoint slideshow explaining 
how financial institutions could search through Americans’ transac-
tions using MCC [Merchant Credit Card] codes and other keywords 
like ‘Bass Pro Shop’ and ‘Dick’s Sporting Goods’ to scrutinize their 
purchases.”268 The FBI asked Bank of America for “ANY historical 
purchase” in the previous six months of weapons or from weapons-
related vendors.269

On January 18, 2021, the FBI’s Office of the Private Sector sent 
financial institutions a report warning that “domestic violent extrem-
ists” were motivated by their “opposition to ‘firearm legislation, the 
easing of immigration restrictions, and new limits on the use of public 
land.’”270 More broadly, FinCEN requested information from banks 

266.	   Fox News, Tucker: Bank of America Handed Over Customer Data to 
Feds Following Capitol Riot, Facebook (Feb. 4, 2021), https://tinyurl.com/2778ew6d 
[https://perma.cc/9TMG-L86E].

267.	 See id.
268.	 Staff of H.R. Comm. On the Judiciary, 118th Cong., Financial Surveil-

lance in the United States: How the Federal Government Weaponized the 
Bank Secrecy Act to Spy on Americans 35–36 (Comm. Print 2024) [hereinafter 
Financial Surveillance in the United States] https://tinyurl.com/5f4c9dyf [https://
perma.cc/9PSD-24P3].

269.	 Id. at 26.
270.	 Staff of H.R. Comm. On the Judiciary, 118th Cong., Financial Surveil-

lance in the United States: How Federal Law Enforcement Commandeered 
Financial Institutions to Spy on Americans 16 (Comm. Print 2024) [hereinafter 
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about customers’ purchases of firearms, Bibles, or MAGA products 
during the Trump administration and continuing thereafter.271

In December 2024, The House Judiciary Select Subcommittee 
on the Weaponization of the Federal Government continued the 
investigation and produced an interim report, Financial Surveillance 
in the United States: How the Federal Government Weaponized the 
Bank Secrecy Act to Spy on Americans.272 According to the report, 
FinCEN users conducted warrantless searches of 3,362,735 private 
banking records in 2023—an average of 9,212 daily searches.273

B.	 Merchant Category Codes

A merchant category code (MCC) is used by payment networks 
such as Visa, MasterCard, Discover, or American Express to identify 
some types of merchants.274 At present, firearms merchants and pay-
ment networks use the “general merchandise” code for their stores’ 
transactions. Some MCCs are used for businesses that are at high risk 
of fraudulent transactions—either by an unscrupulous business or a 
customer using a stolen credit card. Examples include Gambling Ser-
vices, Dating and Escort Services, Bicycle Shops, and “Non-Financial 
Institutions.” The latter is the Bank Secrecy Act’s term of art for busi-
nesses whose primary purpose is not financial activity but that are still 
subject to certain record keeping, reporting, and anti-money launder-
ing requirements. These include casinos, precious metal dealers, and 

How Federal Law Enforcement Commandeered Financial Institutions] (sum-
marizing report “Domestic Violent Extremists Likely Emboldened in Aftermath of 
Capitol Breach”).

271.	 See U.S. House, Financial Services Comm., hearing on Oversight of the 
Financial Crimes Enforcement Network (FinCEN) and the Office of Terrorism and 
Financial Intelligence (TFI) (Feb. 14, 2024) (questions of Rep. Bill Huizenga & Rep. 
Ann Wagner), https://tinyurl.com/5n8e65f6 [https://perma.cc/UV28-YD8S].

272.	 See generally Financial Surveillance in the United States, supra 
note 268.

273.	 Id. at 17.
274.	 A credit card transaction involves five parties: the cardholder, who is buy-

ing something; the merchant, who is selling something; the issuing bank, which gave 
a credit card to the cardholder; the merchant bank, which services the retailer’s sales; 
and the “network.” See Samuel J. Merchant, Comment, Merchant Restraints: Credit-
Card-Transaction Surcharging and Interchange-Fee Regulation in the Wake of Land-
mark Industry Changes, 68 Olka. L. Rev. 327, 331 (2016). When a sale takes place, the 
merchant bank provides information about the sale to the network, which notifies 
the bank that issued the buyer’s credit card. Id. at 331–32. The issuing bank then 
approves or declines the sales transaction, uses the network to notify the merchant 
bank of the decision, and the merchant bank notifies the seller. Id. at 332. The four 
major American networks are Visa, MasterCard, Discover, and American Express. 
Id. at 331–32. Visa and Mastercard are “open” networks, whereas American Express 
and Discover are “closed-loop” networks, in which the issuing bank (to the pur-
chaser) and the merchant bank (for the retailer) are the same. Id. at 335.
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Money Services Businesses (MSBs), such as check cashers, money 
transmitters, and issuers of travelers checks or money orders.275

In 2022, in direct response to requests from pro-gun control law-
makers, the major American credit card companies announced plans 
to create a new merchant category code for stores that sell firearms.276 
The code was created on September 9, 2022, by the International 
Organization for Standardization (ISO), an international nongov-
ernment standard-setting organization.277 The petition came from 
Amalgamated Bank, the hub of national Democratic party finance.278 

275.	 See Common High-Risk MCC Codes, Host Merch. Serv., https://tinyurl.
com/bdfwurhm [https://perma.cc/B9N9-3MUH] (last visited Feb. 27, 2025). For Casi-
nos: see 31 U.S.C. § 5312(a)(2)(X) (casinos are financial institutions under the BSA); 
31 C.F.R. § 1021.320 (casinos must file Currency Transaction Reports for transactions 
over $10,000). For Dealers in Precious Metals, Stones, or Jewels: 26 U.S.C. § 6050I 
(mandated reporting of cash payments over $10,000); 31 C.F.R. § 1010.100 (defining 
dealers subject to BSA); id. § 1010.330 (dealers must maintain records and report 
cash transactions). For Money Services Businesses (MSBs): 31 U.S.C. § 5330 (MSBs 
must register with FinCEN); 31 C.F.R. § 1010.100(ff) (defining MSB); id. Chapter X, 
Parts 1022 & and 1029 (BSA/AM duties obligations of MSBs). For Pawn Brokers: 
31 U.S.C. § 5312(a)(2)(K) (defining pawnbrokers as BSA financial institutions); 31 
C.F.R. § 1029.320 (mandating filing of SARs by pawnbrokers).

276.	 See Liza Goldenberg, Going Cashless: Privacy Implications for Gun Con-
trol in a Digital Economy, 17 J. Bus., Entrepreneurship & the L. 124, 126 (2024).

277.	 See generally ISO, ISO: Global Standards for Trusted Goods and Services, 
http://tinyurl.com/55ekt2vn [https://perma.cc/VA97-JMZS] (last visited Feb. 27, 
2025).

278.	 Id.; Robyn Mitchell, Firearms Merchant Category Code Legislative Update, 
Gov’t Rels. Newsl. (Ass’n Payment Pros., Portland, Or.) (Apr. 25, 2024); Amal-
gamated Bank Petition for New Code for Gun and Ammunition Stores Has Been 
Approved by International Standards Organization, Amalgamated Bank (Sept. 9, 
2022), https://tinyurl.com/yx8wmu3k [https://perma.cc/S6SW-3VDZ].

Owned by the hard left Service Employees International Union (SEIA), Amal-
gamated Bank is the bank of the Democratic National Committee. See Democratic 
National Committee Moves Its Money to Amalgamated Bank, PR Newswire (Aug. 10,  
2012, 5:22 AM), https://tinyurl.com/yc2ejy54 [https://perma.cc/3H75-GQ2V]. It is 
also the bank of the Democratic Senatorial Campaign Committee and the Demo-
cratic Governors Association. See Amalgamated Bank of New York (Amalgamated 
Bank), Influence Watch, https://tinyurl.com/4v5aenv8 [https://perma.cc/W7GV-
QATB] (last visited Feb. 27, 2025). Further, it is the hub of the Democratic party’s 
“money-go-round.” Sarah Bedford, Labor-Dem Money-Go-Round, Wash. Exam’r 
(Oct. 18, 2015, 4:01 AM), https://tinyurl.com/37cmz6vr [https://perma.cc/37M5-
U5T9] (discussing the Bank’s “extensive ties to the Democratic establishment” and 
explaining that the Bank is “an innovator in the new niche of political investment 
banking, offering cash on short notice to political action committees and campaigns, 
while providing round-the-clock service to political groups that operate outside tra-
ditional banking hours” as well as how after the 2012 DNC move, “more than 100 
new Democrat-linked groups reportedly started banking at Amalgamated,” includ-
ing Hillary Clinton’s Super-PAC); see also Robert Stilson & Hayden Ludwig, Amal-
gamated Bank: How Did We Get Here?, Cap. Rsch. Ctr. (May 25, 2022), https://
tinyurl.com/37nwrwpn [https://perma.cc/RJQ4-F8RY] (part one of a four-part inves-
tigative report); Brent Scher, Dem Campaigns Paid SEIU-Owned Bank $2.2 Million  
in Fees, Interest This Cycle, Wash. Free Beacon (Nov. 29, 2018), https://tinyurl.
com/4xyp72ku [https://perma.cc/5349-X9QL] (noting that the bank’s president sits 
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The greatest pushback came from Visa, which publicly rejected the 
idea that “private companies should serve as moral arbiters” and 
instead stated that Visa looks to protect all legal commerce through-
out [their] network and . . . [uphold]the privacy of cardholders who 
choose to use Visa.”279 However, despite the strong statements, Visa 
still submitted to pressure to adopt the new code. The new MCC 
meant that a cardholder’s purchases from a firearms dealer would be 
put in a category different from purchases from department stores.280 
This change was said to be a means of finding out about large pur-
chases by incipient mass shooters.281 While the leading merchant 
banks initially fell in line with the ISO’s new code, legislative back-
lash resulted in all of them halting implementation.282

Eighteen states have enacted legislation forbidding a separate 
MCC for stores that sell firearms.283 Conversely, laws to mandate sep-
arate MCCs from stores that sell firearms have been enacted in three 
states.284

One difficulty with MCC mandates is that the reported informa-
tion is very nonspecific because stores that sell firearms and ammuni-
tion always sell many other products, and some firearms stores sell a 
wide variety of sporting goods. According to California Assemblyman 

on the board of directors of the Democracy Alliance, a group of billionaires and mil-
lionaire donors who are heavy funders of leftwing causes and candidates).

279.	 Protecting Legal Commerce, Visa (Sept. 14, 2023), https://tinyurl.
com/5dyzmckh [https://perma.cc/6Y8U-RGSH].

280.	 See Mitchell, supra note 278.
281.	 See id.
282.	 Id.; Caitlin Mullen, Amex Follows Rivals in Ditching Gun Code, Payments-

Dive (Mar. 9, 2023), https://tinyurl.com/4v4kwxbs [https://perma.cc/LA2W-QSJV] 
(quoting a Discover spokesperson as saying, “[t]o continue alignment and interop-
erability with the industry, Discover is removing the new merchant category code” 
and an American Express spokesperson as saying, “[d]ue to proposed legislation in 
several U.S. states related to ISO’s newly issued merchant category code for gun and 
ammunition shops, we are pausing the process of working with third-party partners 
to implement this code, consistent with the industry”); Protecting Legal Commerce, 
supra note 279.

283.	 See S. 281, 2024 Leg., Reg. Sess. (Ala. 2024); S. 214, 2023 Leg., Reg. Sess. 
(Fla. 2023); H.R. 1018, 2023–2024 Leg., Reg. Sess. (Ga. 2024); H.R. 295, 67th Leg., 
1st Reg. Sess. (Idaho 2023); H.R. 1084, 123d Gen. Assemb., 2d Reg. Sess. (Ind. 2024); 
H.R. 2464, 90th Gen. Assemb., Reg. Sess. (Iowa 2024); H.R. 357, 2024 Gen. Assemb., 
Reg. Sess. (Ky. 2024); S. 301, 2024 Leg., Reg. Sess. (La. 2024); H.R. 1110, 2023 Leg., 
Reg. Sess. (Miss. 2023); S. 359, 68th Leg., Reg. Sess. (Mont. 2023); H.R. 1186, 2024 
Leg., Gen. Assembl., (N.H. 2024); H.R. 1487, 68th Leg. Assemb., Reg. Sess. (N.D. 
2023); S.B. 81, 100th Sess. (S.D. 2025); S. 2223, 113th Gen. Assemb., Reg. Sess. (Tenn. 
2024); H.R. 2837, 88th Leg., Reg. Sess. (Tex. 2023); H.R. 406, 2024 Gen. Sess. (Utah 
2024); H.R. 2004, 86th Leg., Reg. Sess. (W. Va. 2023); S. 105, 67th Leg., Budget Sess. 
(Wyo. 2024).

284.	 See Assemb. B. 1587, 2023–2024 Leg., Reg. Sess. (Cal. 2023); S. 8479A, 2023–
2024 Sess. (N.Y.); S. 24-066, 74th Gen. Assemb., Reg. Sess. (Colo. 2024). California’s 
Assemb. B. 1587, enacted Sept. 26, 2023, goes into effect May 1, 2025.
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Phil Ting, sponsor of the California law, “[I]f there was someone sus-
piciously purchasing a large number of firearms, right now it would 
be very difficult to tell. . . . You couldn’t tell if they were soccer balls 
or golf balls or basketballs.”285 That issue could perhaps be resolved 
in the future by requiring stores that sell firearms and ammunition 
to set up separate checkout registers for firearms and ammunition; 
those checkout stations should then be registered with credit card 
companies as a store separate from the rest of the store.

A predictable effect of MCC mandates is that some customers 
will pay by cash or check rather than by credit card. To the extent state 
financial regulators require banks to report sales to law enforcement, 
the MCC reporting will create a partial registry of gun owners. That is, 
when a law enforcement agency receives data about individuals based 
on MCC reports, the agency can choose to retain the data and, over 
time, compile a list of people in its jurisdiction whose credit card trans-
actions indicate that the people are relatively likely to be gun owners.

1.	 Proponent Arguments

Spurred by an article in the New York Times, gun prohibition 
advocates point out that some of the firearms used in mass shootings 
over the past two decades were purchased using credit cards.286 Pro-
ponents say that an MCC specific to firearms dealers will help track 
suspicious purchases so that authorities can intervene.287 A firearm 
MCC would allow the government to identify exactly who is buying 
firearms and how frequently. Proponents stated in a letter to the U.S. 
Treasury Department and Department of Justice:

We believe that implementation of the new MCC code for gun 
stores could enable financial institutions to identify and report po-
tentially illegal gun sales to law enforcement — helping reduce 
gun trafficking, straw purchases, and transactions structured to 
evade the mandatory multiple sale reports required by firearm 
retailers.288

285.	 David A. Lieb, Should Gun Store Sales Get Special Credit Card Tracking? 
States Split on Mandating or Prohibiting It, AP News (June 30, 2024, 12:37 AM), 
https://tinyurl.com/42refhss [https://perma.cc/8X4G-JSB6].

286.	 Andrew Ross Sorkin, How Banks Unwittingly Finance Mass Shooting, N.Y. 
Times (Dec. 24, 2018), https://tinyurl.com/56et8pjz [https://perma.cc/D4LU-575H].

287.	 See Guns Down Am., The Gun Store Exception: How Payment Proces-
sors Could Impact Gun Crime, Scribd, at 6–7, https://tinyurl.com/ykd5axc2 [https://
perma.cc/FJD8-4KPM] (last visited Feb. 27, 2025). As of late February, Guns Down 
had changed the web status of its report to “private.” The report is, however, avail-
able for download on the subscription-based digital library Scribd.

288.	 Letter from Sens. Robert Menendez et al. to Dep’t of Treas. & Dep’t of 
Just. On MCC Code for Gun and Ammunition Stores (Mar. 15, 2023), https://tinyurl.
com/y3nfrjfs [https://perma.cc/X5DE-XAGM].
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Proponents point out that the high-risk MCCs in other busi-
nesses are used to identify potential criminal offenders.289 They claim 
that the same method could be applied to combat mass shootings, 
violent crime, and arms trafficking.290

The theory is that banks already have legal obligations to report 
to the government possible criminal activity by their customers.291 If 
there were a separate MCC for firearms stores, then banks would 
have additional information—that the customer bought something 
from a store whose inventory includes firearms. Would every such 
transaction trigger a mandatory report to the federal government? 
This seems to be the position of the gun control organization Guns 
Down America.

The organization lists eight mass shootings that it claims could 
have been prevented by MCCs under the assumption that any pur-
chase of firearms or ammunition would be reported to law enforce-
ment. 292 Among the examples listed are: the purchase of 1 handgun 
(Casa Adobes, Ariz., 2011); the purchase of 3 guns and 5,000 rounds 
of ammunition in a 6-week period (Aurora, Colo., 2012); the pur-
chase of 100 rounds of ammunition (Sante Fe, Tex., 2018); a man 
who took out a $28,500 online loan, used some of the money to 
purchase 2 handguns and gave the money to a friend to purchase 2 
rifles (San Bernadino, Cal., 2015); the purchase of the lower receiver 
of a rifle (Dayton, Ohio, 2019); the purchase of an upper receiver, 
body armor, and a 100-round magazine (friend of Dayton perpetra-
tor); the purchase of a firearm by a man whose son later used the 
gun in a crime (Farmington, N.M., 2023);293 and an Orlando, Flor-
ida criminal who bought 2 guns in a 6-week period, “several large 
magazines” and “thousands of rounds of ammunition,” that probably 
amounted to $10,000 or more.294 Previously, the Orlando criminal’s 
average monthly credit card spending was $1,500.295 Notably, none 

289.	 See id. at 2; Sorkin, supra note 286, at 2; Press Release, Ting, infra note 290.
290.	 Press Release, Phil Ting, CA District 19 Assemblymember, Gover-

nor Signs Ting Bill That Helps Flag Suspicious Gun & Ammunition Sales in CA  
(Sept. 26, 2023), https://tinyurl.com/kxrbd2mf [https://perma.cc/633Z-RZT3].

291.	 See BPI, Account Closures, supra note 83.
292.	 Guns Down Am., supra note 287, at 10–11.
293.	 See id. at 11.
294.	 Id. at 10–11.
295.	 Id. at 11. Guns Down claims that “Omar Mateen used credit cards from 

Mastercard, American Express, and Visa to purchase almost $20,000 worth of guns 
and ammunition.” Id. at 10. This seems exaggerated. Guns Down lists two firearms. 
The first is a “Sig Sauer MCX .223-caliber rifle.” Id. at 10. The most expensive Sig 
Sauer MCX on the Cabela’s website is $4,199.99. See Sig Sauer, Cabela’s, https://
tinyurl.com/2j6mumhx [https://perma.cc/BP6B-37AT] (last visited Feb. 27, 2025). 
The second gun was “a Glock 17 9-millimeter semiautomatic pistol.” Guns Down 
Am., supra note 287, at 10. The most expensive Glock 17 on the Cabela’s website 
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of the above transactions involved a purchase amount that is greater 
than a typical firearm store transaction. Guns Down America’s list 
includes only 1 contrary situation: the perpetrator of the 2017 Las 
Vegas shooting who purchased $95,000 of firearms and ammunition 
over a 6-month period from 8 different stores.296

2.	 Analysis

Lawful retail firearms transactions have little to do with violent 
gun crime. A study of federal prisoners who used a firearm in the 
crime for which they are incarcerated found that only seven percent 
had obtained their crime gun by purchasing it from a retailer.297 Pre-
sumably, the purchasers at the time had no disqualifying criminal 
record because retail firearms sales generally include a request to 
law enforcement for a background check on the buyer.298

Still, Guns Down believes that MCCs will prevent mass shoot-
ings. Yet most of the examples cited by Guns Down involve small pur-
chases, such as 1 handgun or 100 rounds of ammunition. Purchases 

is $709. See Glock 17, Cabela’s, https://tinyurl.com/4nbwxt3m [https://perma.cc/
GWM6-D7SG] (last visited Feb. 27, 2025). Additionally, the perpetrator purchased 
“several large magazines.” Guns Down Am., supra note 287, at 10. The most expen-
sive magazine for the Glock 17 is $34.99. See Glock 17 Magazines, Cabela’s, https://
tinyurl.com/298xphr5 [https://perma.cc/V47L-CWBU] (last visited Feb. 27, 2025). 
The most expensive magazine for the Sig Sauer MCX rifle is $39.99. See Rifle Maga-
zines, Sig Sauer, https://tinyurl.com/52k3vj33 [https://perma.cc/85UL-JUZ9] (last 
visited Feb. 27, 2025). Thus, the total spending described above would be at most 
about $5,000. Additionally, the perpetrator purchased “several thousand” rounds 
of ammunition. At Cabela’s, the most expensive .223 rifle ammunition costs $2.25 
per round. See 223 Ammo, Cabela’s, https://tinyurl.com/yjxvxhfe [https://perma.cc/
HGL7-JEXR] (last visited Feb. 27, 2025) [hereinafter 223 Ammo]. The most expen-
sive 9mm handgun ammunition is $2.50 per round. See 9mm Ammo, Cabela’s, 
https://tinyurl.com/3tyuh6vk [https://perma.cc/865Z-2EKA] (last visited Feb. 27, 
2025) [hereinafter 9mm Ammo]. In both calibers, there are plenty of choices for 
under a dollar per round. See 223 Ammo, supra note 295; 9mm Ammo, supra note 
295. Even assuming that the criminal purchased 4,000 rounds of ammunition at the 
most expensive price possible, his total spending on firearms and ammunition would 
have been under $15,000. And hypothesizing the purchase of ordinary rather the 
ultra-premium ammunition, spending would be closer to $10,000. And less still if 
the purchases were for multibox cases, rather than single boxes, because, as with 
other consumer products, the cost per unit is sometimes lower when buying large 
quantities.

296.	 See Guns Down Am., supra note 287, at 11.
297.	 Mariel Alper & Lauren Glaze, U.S. Dep’t of Just., Source and Use of Fire-

arms Involved in Crimes: Survey of Prison Inmates, 2016, Bureau of Just. Stats., 1 
(Jan. 2019), https://tinyurl.com/2284862p [https://perma.cc/WK8M-X8ZP] (“Seven 
percent had purchased it under their own name from a licensed firearm dealer.”).

298.	 18 U.S.C. § 922(t) (sales may proceed after three business days if the law 
enforcement agency fails to answer; redundant checks not required in some states if 
the buyer presents a document, such as a carry permit, indicating that a background 
check has already been conducted). Guns Down does not claim that any of the fire-
arms purchases it lists did not include a completed background check.
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of large quantities of ammunition—like more than 1,000 rounds at 
once—are of little relevance to most mass shootings. Such shootings 
typically last a few minutes, with the expenditure of at most several 
hundred rounds.299  A notable exception was the Las Vegas perpetra-
tor who shot at a crowd at a music festival from a hotel room win-
dow. That shooting lasted a long time because the police delayed  
81 minutes from the start of the shooting before breaching the door to 
the shooter’s room, by which time the criminal had killed himself.300

More commonly, large quantities of ammunition are purchased 
by citizens who are taking advantage of quantity discounts and pro-
tecting themselves against future price increases or shortages.301 
Competitive shooters may fire 25,0000 to 30,000 rounds annually in 
practice sessions and competitions.302

In the United States, the purchase of one, two, or three firearms 
is common.303 The singular mass shooting in which the perpetrator 

299.	 The number of rounds fired in some of the most notorious and high fatality 
mass shootings include:

(1)	� Las Vegas, 1,057. Force Investigation Team, Las Vegas Metro. Police 
Dep’t, LVMPD Criminal Investigative Report of the 1 October Mass 
Casualty Shooting, LVMPD Event Number 171001-3519, at 106–07 
(2018), https://tinyurl.com/6xdbwp99 [https://perma.cc/6WM7-AQVV].

(2)	� Uvalde, Texas, 142. Ryan Osborne, By the Numbers: How Many 
Rounds the Uvalde Shooter Fired, and How Much Police Fired at Him, 
WFAA, https://tinyurl.com/387utua8 [https://perma.cc/VX3G-FU87] 
(May 27, 2022, 2:03 PM).

(3)	� Sandy Hook Elementary School, Connecticut, 154. Michael Isikoff  
et al., Inside Newtown Gunman Adam Lanza’s 155-Bullet Shooting 
Spree, MSNBC (Mar. 28, 2013, 10:40 AM), https://tinyurl.com/m584u8dk 
[https://perma.cc/YR33-5WRJ] (154 shots at victims, plus one for suicide).

(4)	� Sutherland, Texas, 450. Kate Winkle, 15 Empty Magazines Found at 
Sutherland Springs Church Massacre, KXAN, https://tinyurl.com/
yck33v5k [https://perma.cc/FK9J-ATDX] (Nov. 6, 2017, 7:13 AM) 
(based on 15 empty 30-round magazines).

(5)	� Nashville, Covenant School, 152. Mariah Timms, Nashville School 
Shooting Suspect Fired 152 Rounds, Plotted Attack for Months, Police 
Say, Wall St. J. (Apr. 3, 2023, 5:23 PM), https://tinyurl.com/463jxp7j 
[https://perma.cc/S6QP-B6PE].

300.	 See Tim Reid & Alex Dobuzinskis, New Timeline in Vegas Shooting Raises 
Questions on Police Response, Reuters (Oct. 10, 2017, 12:23 AM), https://tinyurl.
com/3x5mr2jk [https://perma.cc/NZ4Q-742S].

301.	 See, e.g., Is Buying Bulk Ammo Worth It For You?, Ammunition Depot, 
https://tinyurl.com/5cr2kk2u [https://perma.cc/23Y8-XLK6] (last visited Feb. 27, 
2025); Brian Miller, Are Guns & Ammo The New Gold? Why More Americans 
Are Arming Themselves, Ammo.com, https://tinyurl.com/4t4n8zue [https://perma.
cc/59V9-F3VR] (last visited Feb. 27, 2025).

302.	 See Ammo Count for Competition Shooters, Am. Gunsmith (Oct. 12, 2014), 
https://tinyurl.com/z7ps2sks [https://perma.cc/U9S9-FBGT].

303.	 By federal law, firearms retailers must report to ATF the purchase of two 
or more handguns by the same individual within five business days. During 2016–20, 
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acquired a very large number of firearms was, again, Las Vegas. 
There, the criminal had numerous firearms staged in his hotel room 
so that as the barrel of one rifle overheated, he could transition to 
another gun. This was different from most mass shootings, in which the 
criminal puts himself or herself in close proximity with the intended 
victims, and is, therefore, limited to carrying only a few guns.304

Nor is the acquisition of a large number of firearms an indica-
tor of incipient mass shooters. To the contrary, a study by Harvard 
and Northeastern Universities reported that the top 14 percent of 
gun owners, comprising 7.7 million people, own at least 8 guns.305 The 
average in this group was 17 guns, and some owned up to 140.306

Consider the problem of banking Suspicious Activity Reports 
(SARs), detailed in Section I.C.2. The filing of over four million 
SARs annually inundates law enforcement with so many reports that 
sorting them for investigative follow-up is very difficult.307 Likewise, 
the enormous quantity of multiple handgun sales reports that must 
be filed with ATF rarely result in investigations, because purchases of 
two or more handguns at a single time are so common.

Similar problems are sure to infect the MCC regime. Guns 
Down apparently wants the MCC equivalent of a banking SAR 
to be filed for the purchase of a single firearm or of 100 rounds of 

multiple sales reports were filed for 5.5 million handguns. See National Firearms 
Commerce and Trafficking Assessment: Firearms in Commerce, Bureau of Alcohol, 
Tobacco, Firearms & Explosives, 77–78 (May 5, 2022), https://tinyurl.com/564x5j8a 
[https://perma.cc/93DN-SSQN] (last visited Feb. 27, 2025). In the four states that bor-
der Mexico, retailers must file a similar report for the purchase of more than one 
semiautomatic rifle with a detachable magazine. From 2016–20, there were 40,000 
such reports filed, covering 95,000 rifles. Id at 78. See generally Reporting Multiple 
Firearms Sales or Other Dispositions, Bureau of Alcohol, Tobacco, Firearms & 
Explosives (Sept. 3, 2024), https://tinyurl.com/4pytzyyp [https://perma.cc/A2GB-
LAR9] (last visited Feb. 27, 2025).

304.	 See Violence Prevention Project, U.S. Mass Shootings and Shooters, 
https://tinyurl.com/mr432z44 [https://perma.cc/EH5N-3QAM] (last visited Feb. 27, 
2025). Click on “Download the full database here,” which links to an Excel spread-
sheet at https://tinyurl.com/4hpaykyk [https://perma.cc/H8YG-Z2VX] (last visited 
Feb. 27, 2025). Column HD is “Total_Firearms_Brought_to_the_Scene.” Out of 200 
reported mass shootings, the number of times a criminal brought more than 4 guns 
to the scenes were: 5 guns (6), 6 guns (1), 7 guns (2), 8 guns (1), 10 guns (2), 24 guns 
(1). Out of 200 mass shootings, 13 involved a criminal who brought more than four 
guns to the scene. All mass shooters are, by definition, extremely aberrant people, 
and mass shooters who bring five or more guns are aberrational even among mass 
shooters. The figure for “Brought to the Scene,” may sometimes be larger than the 
number of firearms fired in the crime, since a criminal may, for example, leave several 
guns in the car and not fire them before his demise.

305.	 Lois Beckett, Gun Inequality: US Study Charts Rise of Hardcore Super 
Owners, Guardian (Sept. 19, 2016), https://tinyurl.com/4wzxsxf3 [https://perma.cc/
EK94-8YNN] (last visited Feb. 27, 2025).

306.	 Id.
307.	 See text accompanying notes 118–19, 250–52.
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ammunition. In 2021, there were over 21 million firearms made 
available to the market, counting U.S. production plus imports, net 
of exports.308 Ammunition sales are even more voluminous because 
most gun owners do not buy a firearm every year but are likely to buy 
ammunition annually. These sales amount to billions of rounds sold 
to American consumers each year.

If law enforcement focused only on the purchase of very large quan-
tities of firearms or ammunition within a period of half a year, the result 
would be an extreme waste of law enforcement resources investigating 
law-abiding collectors and target competitors. Even if the Las Vegas per-
petrator had come to law enforcement’s attention, his background did 
not suggest incipient violence, according to the FBI’s investigation.309

Moreover, MCC data from firearms retailers do not even indi-
cate whether the consumer purchased firearms or ammunition. As 
stated, MCCs cannot determine what exactly is being bought in a 
transaction because the payment networks do not know the product-
level data of the transactions.310 Consider stores such as Cabela’s or 
Sportsman’s Warehouse, which sell a wide variety of expensive items, 
not just firearms. A Cabela’s customer could be flagged for buying a 
$15,000 boat or ATV, a $3,000 high-end hunting rifle, or $2,000 worth 
of clothing and camping gear.

Specific MCCs have been used for certain anti-crime purposes, 
but these purposes have nothing to do with gun stores. Before a fire-
arms sale takes place, a store must first examine a government-issued 
picture identification card, and the would-be buyer must fill out Fed-
eral Form 4473, which asks dozens of questions.311 This is one rea-
son why the use of stolen credit cards at gun stores has never been 

308.	 NSSF Releases Most Recent Firearm Production Figures, Nat’l Shooting 
Sports Found. (Jan. 11, 2024), https://tinyurl.com/4r4j2fv4 [https://perma.cc/B7AH-
CA3Y]. The figure included domestic manufacture of 12.5 million firearms. Id.

309.	 See FBI, Key Findings of the Behavioral Analysis Unit’s Las Vegas 
Review Panel (LVRP), https://tinyurl.com/2kx8c5km [https://perma.cc/5DP2-
5R5Y] (last visited Feb. 27, 2025). “Despite Paddock’s research, planning, and prepa-
ration, the LVRP found no evidence that he communicated his intent to commit an 
attack to others or that anyone was aware of his objective. This finding is consistent 
with Paddock’s personality and private nature.” Id. at 1–2.

He appeared to demonstrate authentic concern and responsibility for his 
girlfriend and certain family members while sustaining amicable relation-
ships with previous intimate partners. Paddock’s declining mental and 
physical condition, stressors, and concerning behaviors in the years lead-
ing up to the attack were observed by others although not interpreted as 
indicative of preparation for a mass casualty attack.

Id. at 2.
310.	 Protecting Legal Commerce, supra note 279.
311.	 See Form 4473, U.S. Dep’t of Just., https://tinyurl.com/nhaspsms [https://

perma.cc/TPG3-DRF2] (last visited Feb. 27, 2025).
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claimed to be a significant problem. Admittedly, some merchants may 
engage in crimes such as money laundering or receipt of stolen prop-
erty. However, no one has claimed that there is such a widespread 
problem of gun stores doing so.

Although not plausibly valuable for crime prevention, MCCs 
would be a handy tool for the ultimate objectives of the gun confisca-
tion lobbies.312 In their dream world of gun confiscation,313 the cus-
tomer lists from sporting goods stores would identify the first persons 
to target.

The 1986 federal Firearms Owners’ Protection Act outlaws fed-
eral gun registration.314 But MCCs amount to the same thing, with the 
registry dispersed among the oligopoly of merchant banks. Should 
full or partial gun confiscation ever be implemented, the confiscating 
governments could obtain extensive lists of likely gun owners simply 
by ordering the banks to turn over their lists of who has used a credit 
card at a store that sells firearms or ammunition.

Of course, such confiscation would not be possible under cur-
rent legal doctrine, but the political allies of the confiscation lobbies 
are also strong advocates of packing the Supreme Court to nullify 
the right to arms.315 With the right election results, the Court-packing 
could be accomplished in a future session of Congress.

Using financial institutions to track spending habits and peer 
into the financial privacy of U.S. citizens sets a dangerous precedent. 
If the financial industry can be weaponized to track citizens, espe-
cially those who may be deemed a threat based on what they are 
buying and where they are spending, other industries may be pushed 
to assume similar surveillance roles on the population as well. For 
example, abortion rights activists are concerned about credit card 
records being turned against women who have abortions.316

A common conceit of legislators is imagining that the gov-
ernment will always be under the control of people who think like 
them. Yet, as shown by the history of every State in the Union, par-
tisan control that seems impregnable at a given time never persists. 

312.	 Elliott, supra note 21 (quoting the founder of the Giffords organization, 
“No More Guns. Gone”).

313.	 Supra notes 20–21.
314.	 18 U.S.C. § 926(a)(3).
315.	 See Larry Keane, Packing the Supreme Court: What It Could Mean for Gun 

Owners, Truth About Guns (Sept. 4, 2024), https://tinyurl.com/4fcmestv [https://
perma.cc/BPU4-XMXN].

316.	 See Becky Sullivan, A New Credit Card Code Is a First Step Toward Pre-
venting Gun Violence, Advocates Say, NPR (Sept. 25, 2022, 11:34 AM), https://tinyurl.
com/mrby5kpw [https://perma.cc/62SL-BKBX] (“With abortion bans enacted in 
more than a dozen states, some have worried that credit card histories could become 
evidence in abortion-related prosecutions.”).
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Eventually, the shoe always ends up on the other foot. Once estab-
lished, the weaponization of credit card laws against persons who 
exercise Second Amendment rights will one day be weaponized 
against other groups—including those on the left and even gun con-
trol donors themselves.317 As a well-known firearms law scholar who 
is mostly opposed to gun rights said to one of the Authors at a con-
ference hosted jointly by a law review and a gun control organiza-
tion, “What someone does to the NRA today someone else will do to 
Planned Parenthood tomorrow.”318

C.	 Solutions

As with financial blacklisting, a lasting legal solution should 
involve checks and balances enabled by geographical, viewpoint, and 
federalism-based diversity. In some situations, federal remedies will 
be necessary to stop state violations of rights.

Over 300 federal laws grant agencies the power to issue admin-
istrative subpoenas, bypassing the Fourth Amendment’s warrant 
requirement and probable cause standard.319 Administrative subpoe-
nas about the purchases of firearms or Bibles are small parts of a 
much larger problem. Many of the administrative subpoena statutes 
should be repealed. Simply put, these statutes have been allowed to 
metastasize as purported exceptions of the Fourth Amendment’s 
requirement of warrants and probable cause. The Constitution aims 
to prevent abuses of power by providing checks and balances on the 
exercise of that power. Among the checks is the Fourth Amendment’s 
requirement that the executive branch cannot conduct searches just 
because it wants to; the executive must convince the judicial branch 
that probable cause exists, and a warrant should be issued. Adminis-
trative subpoenas regress the law of search and seizure to the days of 

317.	 See Mocsary, supra note 10, at 621.
318.	 Conversation between George A. Mocsary, Associate Professor of Law, 

Southern Illinois University School of Law, and Anonymous, in San Francisco, CA, 
at the Hastings Constitutional Law Quarterly and Giffords Law Center Sympo-
sium: Heller at 10, A “Second-Class Right”? (Jan. 18, 2019). The name of Professor 
Mocsary’s conversation partner has been replaced with “Anonymous” to maintain 
confidentiality.

319.	 See U.S. Dep’t of Just., Off. of Legal. Pol’y, Report to Congress on the 
Use of Administrative Subpoena Authorities by Executive Branch Agencies 
and Entities, Pursuant to P.L. 106-544, Section 7, at 5 (May 23, 2002) (“approxi-
mately 335 existing administrative subpoena authorities held by various executive 
branch entities under current law.”), https://tinyurl.com/3e7z7kad [https://perma.cc/
RRV4-ARA6]; David Kravets, We Don’t Need No Stinking Warrant: The Disturbing, 
Unchecked Rise of the Administrative Subpoena, Wired (Aug. 28, 2012, 6:00 AM), 
https://tinyurl.com/4phfsc5k [https://perma.cc/3F7B-A64A]; John Solomon & Carrie 
Johnson, FBI Broke Law for Years in Phone Record Searches, Wash. Post (Jan. 19, 
2010), https://tinyurl.com/mv3mj4tm https://perma.cc/N6EJ-Y7NG.
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British misdeeds from which the American people fought a revolu-
tion to free themselves.

Even if the Supreme Court remains unwilling to revisit its prec-
edents on administrative subpoenas, legislators motivated by their 
oaths to uphold the Fourth Amendment and the rest of the Consti-
tution can provide protections above the floor set by the courts. To 
the extent that particular law enforcement agencies can demonstrate 
that administrative subpoenas are essential to their work and have 
not been abused by the agencies, administrative subpoenas should 
be subjected to strict reporting requirements. The inspectors general 
of the various federal agencies should be authorized and mandated 
to conduct continuous reviews of administrative subpoenas for pos-
sible abuse.

While administrative subpoenas are widely entrenched and 
thus difficult to reform, fixing the misuse of MCCs is straightfor-
ward: ban the practice before it becomes well-established. The abuse 
of MCCs exists only in incipient form in three states and can eas-
ily be addressed by proposed federal legislation.320 Eighteen states 
have already enacted protective legislation, which can have positive 
impacts on citizens wishing to purchase firearms in states that have 
mandated the codes.321

Action by state legislatures friendly to firearms rights322 can 
delay or disrupt the ability of financial institutions to implement a 
discriminatory practice. After the International Standards Organiza-
tion approved the specific MCC for firearms dealers, several states 
enacted legislation prohibiting their use.323 The legislation influenced 
credit card companies’ decisions not to implement such codes nation-
wide.324 In doing so, the companies cited inconsistency in how the 
MCC could be applied, significant legal confusion in the payments 
ecosystem as a result of the MCC, the fact that individual state action 
disrupts the intent of global standards, and the new MCC’s impact on 
interoperability within the industry.325

320.	 See supra note 284. In the 118th Congress, S. 4075, the Protecting Privacy 
in Purchases Act, by Sen. Bill Hagerty, and in the House by H.R. 7450, with the same 
title, sponsored by Rep. Elise Stefanik.

321.	 Id.
322.	 Cf. supra Section I.E.2.d.
323.	 See Ross Kerber, US Republicans Aim to Stymie Gun Sale Codes at State 

Level, Reuters (Mar. 3, 2023, 2:21 PM), https://tinyurl.com/mvzfhekh [https://perma.
cc/9THW-Z2HP]. See supra note 284.

324.	 See Ross Kerber, Amex, Mastercard, Visa Pause Work on New Firearms 
Merchant Code, Reuters (Mar. 9, 2023, 2:44 PM), https://tinyurl.com/49dsynz5 
[https://perma.cc/AY48-9K9P].

325.	 Id.
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Although getting banking and insurance regulators to comply 
with statutes is sometimes difficult, compliance by credit card issuers 
with MCC privacy statutes would appear to be more likely because 
the statutes merely require the companies not to take a particular 
affirmative act under penalty of law.

III.	 Social Media

Private technology companies have a substantial influence on 
modern communications. In the past several years, they have greatly 
restricted communication by arms-related businesses. This Part describes 
the policies and practices of six major social media companies. Some 
readers, including those concerned about the abuses of banking regula-
tion described in Parts I and II, may not consider social media to be an 
issue. If the companies want to throttle firearms commerce or firearms 
discussion on their platforms, so what? The social media companies 
are private actors. If they refuse to allow communication about books, 
religious items, or other items necessary to exercise First Amendment 
rights, companies have the right to make that decision. This Part III  
will not attempt to dissuade readers from that viewpoint, for as will be 
detailed in the final Section of this Part, there do not appear to be any 
viable legal solutions. However, this Part aims to convince readers that 
there is a problem, for some of the social media platforms engage in 
abusive conduct and do not follow their own written rules.

A.	 eBay

The popular auction website eBay.com does not permit the sale 
of firearms of any kind.326 Parts and accessories may be sold, subject 
to prohibitions listed here:

•	 Parts and accessories for assault weapons, including blue-
prints and instructions

•	 Any part or accessory not following local law
•	 Firearm receivers, even if incomplete
•	 Ammunition for firearms, including bullets, cartridges, cas-

ings, shells, and hulls
The following firearm accessories are not allowed:
•	 Frames, kits used to create a firearm, polymer 80 frame kits, 

flash suppressors, silencers, sears, high capacity magazines 
that accept more than 10 rounds (even if they have been 
modified to accept fewer), magazine extenders, bump fire 
stocks, grenade launchers, and pistol conversion kits

326.	 Firearms and Accessories Policy, eBay, https://tinyurl.com/ypfuk7uu 
[https://perma.cc/T6FQ-BCWY] (last visited Feb. 27, 2025).
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The following accessories for semiautomatic pistols are not 
allowed:

•	 Barrel shrouds, forward pistol grips, and threaded barrels
Listings for firearms parts and accessories that we allow must 

follow these guidelines:
•	 The listing must clearly identify the part or accessory being 

sold as well as the type of firearm it fits (“type” can mean 
general use and not necessarily brand or manufacturer), for 
example, “This part can be used with bolt-action rifles”

•	 The item must be listed on the US site (eBay.com) and offer 
domestic shipping only

•	 The item must comply with California state law327

The first term in the eBay list, “assault weapons,” is vague, 
because the term is an epithet that has been applied to nearly every 
type of firearm.328 Most of the rest of the definitions provide effective 
guidance about what is and is not allowed.

B.	 X/Twitter

For “monetization on X and X’s paid advertising products,” 
“X prohibits the promotion of weapons and weapon accessories 
globally.”329 The prohibition includes:

•	 nonfirearms guns, including airsoft, air guns, paintball, repli-
cas, antiques;

•	 rental of guns, except shooting ranges;
•	 stun guns, tasers, pepper spray “or other similar self defense 

weapons”
•	 knives, swords, and other “edged/bladed weapons”
•	 fireworks and pyrotechnics.330

Additionally, “X prohibits knowingly marketing or advertising” 
certain “products and services to minors: . . . Weapons, ammunition, 
or weapons training/certification[,] Projectile, BB, or pellet guns/
devices* Fireworks*.”331 The asterisks for BB guns and fireworks 

327.	 The eBay link for California leads to the California Attorney General’s 
landing page for the California DOJ Bureau of Firearms, which describes the new 
state statute on “firearms precursor parts” and other California prohibitions. See 
Cal. Dep’t of Just., Welcome to the California DOJ Bureau of Firearms, https://
tinyurl.com/44h9573m [https://perma.cc/6V2T-U945] (last visited Mar. 2, 2025).

328.	 See David B. Kopel, Defining “Assault Weapons,” Regulatory Rev (Nov. 14,  
2018), https://tinyurl.com/24avx3hc [https://perma.cc/2LU8-AC64].

329.	 Weapons and Weapons Accessories, X Business, https://tinyurl.
com/2p9pn6wp [https://perma.cc/6AU2-T8SZ] (last visited Feb. 27, 2025).

330.	 Id.
331.	 Prohibited Content for Minors, X Business, https://tinyurl.com/3xzrh3pk 

[https://perma.cc/PJ3X-BYY7] (last visited Feb. 27, 2025).
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indicate “items are prohibited from advertising on X overall.”332 
There is no “overall” prohibition for the category of “Weapons, 
ammunition, or weapons training/certification.”333

The Michigan manufacturer FeniX Ammunition has a Twitter 
account that sometimes touts its product, such as with short vid-
eos of an ammunition production line. Via a revenue-sharing pro-
gram, X allows content producers who consent to the insertion of 
ads in their X feeds to receive a portion of the advertising revenue. 
On November 30, 2023, X demonetized FeniX from revenue shar-
ing, alleging a “violation of the Deceptive & Illegal Activity sec-
tion of our standards.”334 This followed an interim suspension on  
November 26.335 Kopel reviewed the FeniX for the month of Novem-
ber 2024 and did not find “deceptive” content in the narrow sense 
(e.g., Fenix did not claim that its bullets fly twice as fast as other bul-
lets). There was plenty of harshly stated political hyperbole.336 One 
tweet asserted that gun confiscation would be forcibly resisted.337 
Three tweets endorsed violence against government officials, albeit 
in terms that would be recognized as hyperbole.338 While none of 
these three tweets literally amounted to crimes, it is easy to see why 
X would want to protect random advertisers from having their ads 
inserted adjacent to some of the Fenix content.

332.	 Id.
333.	 Id.
334.	 See @FenixAmmunition, X (Nov. 30, 2024, 9:11 AM), https://tinyurl.

com/29znwwtd [https://perma.cc/76B9-FR9X].
335.	 See @FenixAmmunition, X (Nov. 26, 2024, 1:26 PM), https://tinyurl.

com/24m7av9c [https://perma.cc/NR6V-G9X6].
336.	  For example, “[l]iberals will literally defend corporations putting poison-

ous chemicals in your food than support anything in the Trump presidency.” @Fenix-
Ammunition, X (Nov. 19, 2024, 11:34 AM), https://tinyurl.com/2h7scwu7 [https://
perma.cc/E6EL-AKMT].

337.	 See @FenixAmmunition, X (Nov. 19, 2024, 12:38  PM), https://tinyurl.
com/2m9bdwxe [https://perma.cc/QV7B-9BPL]. In response to a poll touted by a gun 
control group claiming without citation that 71% of American support stricter gun 
laws, Fenix retorted “It doesn’t matter, because the other 29% own most of the guns 
and we’ll shoot whoever tries to take them away.” @FenixAmmunition, X (Nov. 15,  
2024, 10:48 AM), https://tinyurl.com/a4bncda5 [https://perma.cc/HSB7-KJ75].

338.	 The mildest of these was “In case you forgot what we actually do here: 
We ensure civilians and taxpayers can always hold their government accountable.” 
@FenixAmmunition, X (Nov. 19, 2024, 10:38 PM), https://tinyurl.com/54mphpfh 
[https://perma.cc/LDK2-MKUF]. In response to Secretary of State Blinken announc-
ing additional aid to Ukraine, “Build the gallows.” @FenixAmmunition, X (Nov. 14, 
2024, 9:54 AM), https://tinyurl.com/2arh6dpd [https://perma.cc/H4WD-J769]. And 
the following presumably sincere but despicable and false tweet: “Politicians bring 
bodyguards with them because if they didn’t, they’d likely be killed by the constitu-
ents they’ve been ignoring for decades. Ban bodyguards for politicians and most of 
our problems get worked out within a year.” @FenixAmmunition, X (Nov. 14, 2024, 
11:54 AM), https://tinyurl.com/3xkxdwth [https://perma.cc/64X6-DNKZ].
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C.	 Meta, Facebook, and Instagram

The policies of Meta, the parent company of Facebook and Ins-
tagram, are inherently confusing. On the one hand, there is a blanket 
ban on all firearms-related commerce. On the other hand, a specific 
policy allows commerce in most firearms and related items while put-
ting a smaller number of specified items off-limits. As will be detailed, 
Facebook’s true policy is that there is no policy, and censors operate 
randomly and arbitrarily.

According to Facebook, “Commerce content may not pro-
mote the buying, selling, or trading of weapons, ammunition and 
explosives.”339 The list of “allowed” content is one item: “Educational 
material promoting weapon safety, training, and licensing.” The list of 
“not allowed” content is long:

•	 “Weapons and weapon parts 
•	 Weapon accessories such as grips, sights, scopes, magazines, 

lasers, and lights 
•	 Ammunition, including ammunition components 
•	 Bows, crossbows, and their parts and projectiles such as 

arrows and crossbow bolts 
•	 Paintball, airsoft, BB guns, and their parts and projectiles 
•	 Explosives and fireworks, including their components and 

ingredients 
•	 Pepper spray, tasers, and other products designed to stun or 

incapacitate 
•	 Edged weapons, including swords and utility, hunting, com-

bat, and self-defense knives 
•	 Historical, antique, and collectible weapons
•	 Gun ranges and gun shows”340

The above are from Meta’s page titled “Prohibited Conduct.” 341

A separate Meta Page, “Restricted Goods and Services,” states 
the rule very differently in a “Policy Rationale.” It expressly allows 
gun stores to commercially promote themselves: “Brick-and-mortar 
and online retailers may promote firearms, alcohol, and tobacco items 
available for sale off of our services; however, we restrict visibility of 
this content for minors. We allow discussions about the sale of these 
goods in stores or by online retailers . . . .”342

339.	 Weapons, Ammunition, and Explosives, Meta, https://tinyurl.com/5d32 
wd3a [https://perma.cc/9AY6-RSH6] (last visited Feb. 27, 2025).

340.	  Id.
341.	 Id.
342.	 Restricted Goods and Services, Policy Details, Meta, https://tinyurl.com/

cb6uuude [https://perma.cc/TA9V-4T46] (last visited Feb. 27, 2025).
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Below on the “Restricted Goods and Services” page, Meta for-
bids content that “[a]ttempts to buy, sell, or trade, firearms, firearm 
parts, ammunition, explosives, or lethal enhancements.” However, 
such commercial content is allowed for “a Page, Group or Instagram 
profile representing legitimate brick-and-mortar entities, including 
retail businesses, websites, brands or . . . a private individual sharing 
content on behalf of legitimate brick-and-mortar entities.”

In other words, gun stores and firearms manufacturers may 
promote their businesses on Meta, but the content will be restricted 
from visibility to minors. The  stores and manufacturers can also auc-
tion or raffle firearms, and Meta allows nonprofits to do the same. 
While organizations may run raffles, individuals may not solicit dona-
tions or gifts of firearms, parts, and ammunition—e.g., “I have a spare 
match grade barrel for my Ruger Precision Rifle in .243 caliber that I 
don’t think I will ever install; would anyone like to have it?”

Facebook’s policy, quoted above, allowing firearms sales by 
brick and mortar retails is reinforced by a page answering the ques-
tion, “Are firearm sales allowed on Facebook?” The answer is no if 
that transaction is “between private individuals.” As for the firearms 
business, such content is expressly allowed:

Firearm shops and online retailers are allowed to engage in com-
mercial activity involving firearms and ammunition on Facebook 
(example: offering a gun for sale) as long as all applicable laws and 
regulations are followed.

Keep in mind that posts about firearms in general are allowed on 
Facebook. This includes discussions about sales in stores or by on-
line retailers, posts advocating for changes to firearm regulation or 
anything else that follows our Community Standards and Terms.343

As for 3D printing: Meta bans any sharing of information and 
also bans speaking “positively about” such printing.

Content that: . . . Sells, gifts, exchanges, transfers, coordinates, pro-
motes (by which we mean speaks positively about, encourages the 
use of) or provides access to 3D printing or computer-aided manu-
facturing instructions for firearms or firearms parts regardless of 
context or poster.344

343.	 Are Firearm Sales Allowed on Facebook?, Facebook Help Ctr., https://
tinyurl.com/r3w9f5mp [https://perma.cc/RU4T-DBRZ] (last visited Feb. 27, 2025). 
Persons under 18 are blocked from seeing “[c]ontent that attempts to buy, sell, 
trade, coordinate, donate, gift or asks for: bladed items and any other weapons (e.g., 
pepper spray or knuckle rings).” Restricted Goods and Services, Policy Details, supra 
note 342.

344.	 Id.
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Some of Meta’s rules are very clear, albeit ridiculous. A Meta 
user, even one who has no involvement in commerce involving 3D 
printing, may not post the following statement of opinion on any 
Meta platform:

Prudent citizens should consider acquiring 3D printers capable of 
manufacturing firearms. While the printer should never be used 
to violate any gun control laws as long as the U.S. remains a free 
republic, if the U.S. were ever taken over by a genocidal tyrant 
who used registration lists of confiscate guns, homemade firearms 
would facilitate Americans protecting fellow Americans.

Simply put, the expression of positive opinions or policy arguments 
for 3D firearms manufacture are forbidden on Meta, at least accord-
ing to the published rules.

The Meta and Facebook rules about arms-related content are 
detailed. As a result, it might be expected that the Meta rules would 
be straightforward for users to follow. However, in practice, this is 
not the case.

For example, Paralympic shooter McKenna Geer, who suffers 
from congenital amyoplasia arthrogryposis, was restricted by Meta 
for posting an Instagram picture of the air rifle with which she quali-
fied for the Paralympics, and, now, her content does not appear in 
Instagram’s “Search” or “Explore.”345 Geer says that the mechanism 
for appeal to Instagram was nonfunctional when she tried to over-
turn this restriction.346

U.S. Olympic Skeet Shooter Vincent Hancock has suffered the 
same censorship fate as Ms. Geer 347  Mr. Hancock is one of very few 
Olympians to win four gold medals in the same sport.348

Another instance of Meta censorship contrary to Meta’s pub-
lished rules is the small business PDX Armory, which provides a 
service that Meta expressly claims to be allowed: “Educational mate-
rial promoting weapon safety, training, and licensing.” PDX Armory 
offers firearms safety training for persons who wish to apply for a 
license to carry a concealed firearm. Although Facebook and Insta-
gram have not notified PDX owner Bryan Mumford of any viola-
tion of their terms of service, they have shadow-banned his business, 

345.	 See Tim Rupli, Meta Censors a Paralympic Shooter, Wall St. J. (July 24, 
2024, 5:40 PM); see Joe Bartozzi, Big Tech Anti-2A Censorship Strikes Again, NSSF 
Firearm Indus. Trade Ass’n (July 30, 2024), https://tinyurl.com/3vwhbtxc [https://
perma.cc/TLQ4-HPRG].

346.	 See Rupli, supra note 345.
347.	 See Meta Restricts Vincent Hancock’s Social Media after Fourth Olympic 

Gold Win, Buckeye Reporter (Aug. 15, 2024), https://tinyurl.com/yv98vz8m [https://
perma.cc/7UY7-CX4T].

348.	 See id.



Big Business as Gun Control 9192025]

driving the number of “likes” on his posts from hundreds down to 
single digits.349

Similarly, North Idaho Arms is a retail firearms store owned by 
Bryan Zielinski. By Meta’s guidelines, he is explicitly allowed to pro-
mote firearms commerce at his store. But he reports, “[y]ou can’t post 
anything that would be construed as an offer of sale,” even a picture 
of a firearm, or the words “in stock” or “available now.”350

Merely writing about firearms can also result in a Meta ban, 
contrary to Meta’s published rules. Firearms News is a monthly print 
magazine and website that used Facebook to promote its content. 
Without explanation, Firearms News was deplatformed by Facebook 
for unspecified community guidelines violations. One of the maga-
zine’s writers described the Kafkaesque difficulty of attempting to 
seek redress:

Firearms News does not deal in any firearms or related equipment. 
As a news organization, we sell subscriptions and ad space. Not 
a single condition listed has ever been violated on our Facebook 
page. What happens next would seem bizarre if we didn’t under-
stand the true motivation behind Facebook’s actions. The platform 
deploys a maze of endless loops designed to avoid any account-
ability. First, it unpublishes your page and restricts accounts be-
longing to admins. When one of these admins contacts Facebook 
to resolve the issue, they are directed to use functions of the plat-
form that their restricted account now prohibits them from using. 
Facebook then suggests another admin take point, knowing they 
have restricted all the admin accounts. When reminded, Facebook 
says to create a new admin account, then restricts that one. When 
you point out you have never violated any community standards, 
Facebook employees tell you to go over them once again. When 
you ask which standard you violated, they tell you they can’t say. 
When you ask who can tell you, they tell you they can’t give you 
that information either. Sometimes they blame it on faulty AI, 
seemingly an admission of error on Facebook’s part, but when you 
respond, “Great, so we can fix it?” they tell you they are unable to. 
And when you ask who might be able to, they tell you they can’t 
say.351

349.	 See Hannah Ray Lambert, Gun Safety Instructor Says Facebook, Insta-
gram Are Unfairly Shadow-Banning Him. He’s Not Alone: Meta Banned Gun Sales 
on Its Platforms in 2016. Concealed Carry Instructors, Legitimate Stores and Athletes 
Say They’ve Been Caught in the Crosshairs, Fox News, (Nov. 18, 2024, 6:00 AM), 
https://tinyurl.com/yb28rdhs [https://perma.cc/92MS-CQTX].

350.	 See id.
351.	 Darwin Nercesian, Social Media Censorship Is Bringing Print Back, 

Firearms News (Mar. 10, 2024), https://tinyurl.com/yeywkzcp [https://perma.cc/
DW48-JREJ].
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The venerable American handgun and rifle manufacturer  
Smith & Wesson (S&W) sells firearms, but never directly to con-
sumers. Instead, S&W sells firearms directly to large retailers and to 
smaller retailers via wholesalers. Thus, S&W’s Facebook site touts 
the company’s products but does not offer any means for a Face-
book user to purchase a S&W firearm. Yet in November 2024, the 
S&W Facebook page was permanently suspended after operating for  
15 years.352 S&W protested by posting on Twitter, which led to Face-
book stating that it made an “error” and reinstituting the account.353

While Meta can be fierce about firearms-related speech or com-
merce that complies with Meta policies, the company often overlooks 
firearm advertising that does violate its stated policies, according to 
a joint report from the gun control lobby Everytown and the Tech 
Transparency Project.354 Even the sale of illegal machine gun conver-
sion “switches” was promoted on Meta platforms; to effectuate the 
sales, customers were directed to Telegram or WhatsApp. All of this 
was done in flagrant violation of Meta policy.355

D.	 YouTube

YouTube is the most popular video hosting site, and is owned 
by Alphabet, which is also the parent company of Google. YouTube’s 
“Firearms Policy” begins:

Content intended to sell firearms, instruct viewers on how to make 
firearms, ammunition, and certain accessories, or instruct viewers 
on how to install those accessories is not allowed on YouTube. 
YouTube shouldn’t be used as a platform to sell firearms or acces-
sories noted below. YouTube also doesn’t allow live streams that 
show someone holding, handling, or transporting a firearm.356

The “Firearms Policy” page then explains “What this means for 
you.” Namely, the page tells users not to post content to sell firearms 
“or certain firearms accessories” through “private sales by individu-
als” or “links to sites that sell these items.”357

352.	 @Smith_WessonInc, X (Nov. 27, 2024, 2:35 PM), https://tinyurl.com/mvkt-
v7mw [https://perma.cc/86PH-6ESE].

353.	 @andymstone, X (Nov. 27, 2024, 4:49 PM), https://tinyurl.com/ytfbmr4k 
[https://perma.cc/3TNS-QV8T].

354.	 See From Glocks to Ghost Guns: Meta Approves Hundreds of Ads Selling 
Firearms, Tech Transparency Project (Oct. 7, 2024), https://tinyurl.com/4etnwwb9 
[https://perma.cc/AD9T-4GRU].

355.	 See id.
356.	 Firearms Policy, Youtube Help, https://tinyurl.com/4uzek42y [https://

perma.cc/TW7A-NQNT] (last visited Feb. 27, 2025).
357.	 Id.
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Separate from sales, YouTube forbids posting instructions on 
manufacturing firearms, ammunition, “high capacity magazines,” 
“homemade silencers/suppressors,” or accessories for conversion of 
a firearm to actual or simulated automatic fire.358 Nor may users post 
“instructions on how to remove certain firearm safety devices, such 
as a device that limits the release of a magazine. This does not include 
removal of a device used to temporarily disable a weapon like a gun 
lock.”359

The most important rule comes next. The full scope of forbid-
den content list is unknown or undisclosed: “Please note this is not a 
complete list.” 360

YouTube has a separate set of rules limiting content for users 
under 18 years of age. This is content showing the use of a home-
made firearm, automatic firearms, items for which sales and instruc-
tion are forbidden (homemade suppressors, accessories for real or 
simulated automatic fire, and “high capacity magazines”).361 The age 
restrictions only apply to real items and not to video games.362 The 
guidelines “may not apply, for example, to use of firearms in artistic 
content such as a film. [YouTube] may also make exceptions for pub-
lic interest content such as military or police footage, news footage, 
or footage from warzones.”363

A list of “Examples” reiterates some of the above and adds a 
restriction only applicable to live streams, as opposed to recorded 
content: someone handling or transporting a firearm.364 This live 
stream restriction does not apply to video games.365 The “Examples” 
text warns: “Please remember these are just some examples, and 
don’t post content if you think it might violate this policy.”366

YouTube provides a detailed procedure for violations.367 The 
first violation carries no penalty, but the YouTube channel owner 
must take remedial training from YouTube. If there is a further viola-
tion within 90 days, the channel will be given a “strike.” Three strikes 
within 90 days, and the channel is terminated. A channel may also be 
terminated for “a single case of severe abuse, or when the channel is 
dedicated to a policy violation.”368

358.	 Id.
359.	 Id.
360.	 Id.
361.	 Id.
362.	 Id.
363.	 Id.
364.	 Id.
365.	 Id.
366.	 Firearms Policy, supra note 356.
367.	 Id.
368.	 Id.
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Some of the content forbidden by YouTube involves items that 
are illegal under most circumstances. Most notably, since the 1986 
congressional enactment of a “machine gun freeze,” the creation of 
new devices for citizens not employed by the government to convert 
a firearm to real automatic fire has been illegal.369 Likewise, home 
manufacture of a new machine gun is illegal.

However, the YouTube rules go further and outlaw content 
related to entirely legal items. Ownership of machine guns registered 
before May 19, 1986, is lawful in 40 states, and thus, so is home repair 
or improvement of these firearms.370 Thirty-six states place no limits 
on magazine capacity.371 Additionally, making one’s own ammuni-
tion at home for personal use is legal everywhere and is common 
for competitive shooters who use hundreds or thousands of rounds 
of ammunition per month. It is also common for hunters or other 
hobbyists who make ammunition precisely tuned for their particular 
firearms.372

For suppressors, YouTube only restricts content on homemade 
suppressors, which closely aligns with current law. Suppressors are 
legal in 42 states.373 Purchasing one from a store requires the same 
process as purchasing a firearm from a store, pursuant to the Gun 
Control Act of 1968.374 Additionally, a suppressor buyer must go 

369.	 18 U.S.C. § 922(o).
370.	 States with bans are: Cal. Penal Code § 32625; Del. Code tit. 11, § 1444; 

Haw. Rev. Stat. § 134-8; 720 Ill. Comp. Stats. § 5/24-1(a)(7); Iowa Code § 724.1; 
Mass. Gen. Laws ch. 140, § 131 (rarely issued license); N.J. Stat. Ann. § 2C:39-5(a); 
N.Y. Penal Law § 265.02(2); R.I. Gen. Law § 11-47-8; Wisc. Stat. § 941.26 (exception 
for scientific purposes).

371.	 States with restrictions are: Cal. Penal Code § 32310 (10 rounds); Colo. 
Rev. Stat. § 18-12-302 (15 rounds); Conn. Gen. Stat. § 53-202w (10 rounds); Del. 
Code Ann. tit. 11, §§ 1465, 1466 (17 rounds); Haw. Rev. Stat. § 134-8(c) (10 rounds, 
handguns only); 720 ILCS 5/24-1.10 (10 for long guns and 15 rounds for handguns); 
Md. Code Ann. Crim. Law § 4-305(b) (10 rounds); Mass. Gen. Laws, ch. 140, 
§§ 121, 131M (10 rounds); N.J. Stat. Ann. § 2C:39-3(j), § 2C:39-1(y) (10 rounds); N.Y. 
Penal Law §§ 265.00(23), 265.36 (10 rounds); R.I. Gen. Laws §§ 11-47.1-2, 11-47.1-3 
(10 rounds); Vt. Stats. Ann. tit. 13, § 4021 (10 rounds for long guns and 15 for hand-
guns); Rev. Code Wash. § 9.41.370 (10 rounds). Additionally, Oregon has a 10 round 
limit that was subject to a trial court injunction, but which was upheld by the Court 
of Appeals. See State v. Arnold, No. A182369 (Or. App., Mar. 12, 2025).

372.	 Text at supra note 303. A license is needed to engage in the business of 
ammunition manufacturing, but not for personal use. See 18 U.S.C.§ 922(a)(1)(B).

373.	 See American Suppressor Association, Firearm Suppressor Fact Sheet 3 
(2020), https://tinyurl.com/2umcerv2 [https://perma.cc/N9S7-GATZ] (last visited 
Feb. 27, 2025); see also American Suppressor Association, untitled (2024) (illegal in 
California, Delaware, Hawaii, Illinois, Massachusetts, New Jersey, New York, Rhode 
Island), https://tinyurl.com/mpe5fusr [https://perma.cc/6CDH-NQAJ] (last visited 
Feb. 27, 2025).

374.	 See 18 U.S.C. § 921(a)(3) (calling suppressors “silencers” and defining 
them as firearms for purposes of the Gun Control Act, thereby subjecting them to 
all the Gun Control Act restrictions on firearms sales).
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through a separate process of pre-registering the suppressor with the 
ATF and pay a $200 excise tax.375 While making ammunition for per-
sonal use is lawful everywhere, and making a firearm for personal 
use is also lawful almost everywhere, manufacturing a suppressor 
for personal use would require first obtaining a manufacturing FFL 
from the ATF.376 Thus, while store-bought suppressors are common 
and lawful, homemade ones would generally not be without a manu-
facturing license. Accordingly, YouTube’s suppressor restrictions sen-
sibly apply only to homemade ones.

The current YouTube policy was published on June 18, 2024. As 
written, it seems to provide clear guidelines. So long as the content 
producer stays away from devices to convert ordinary firearms into 
machine guns, homemade suppressors, and a few other items, the 
producer should have no problems. But in practice, YouTube does 
not follow its published policy.

For example, the hickock45 channel had 7.9 million subscribers 
and had been publishing recorded content (not livestreams) on You-
Tube for over a decade.377 This content involved the use of ordinary 
firearms. According to the site’s owner, the channel was threatened 
with termination for allowing videos to be sponsored by ordinary 
firearms businesses.378 Remember, YouTube’s published guidelines 
do not forbid most firearms businesses—only those that sell machine 
guns, homemade suppressors, or a few other items. Based on discus-
sions with YouTube staff, hickock45’s owner announced that the 
threat of termination had been lifted, and he had been informed 
how to navigate the new guidelines.379 However, YouTube forbade 
him from divulging those instructions!380 The First Rule of YouTube’s 
firearms policy is to keep the real rules a closely guarded secret.

Theoretically, the social media video platform Rumble exists 
as a noncensorious alternative to YouTube, and some firearms con-
tent providers have moved there.381 However, its reach is trivial. The 

375.	 See 26 U.S.C. § 58451(a)(7) (defining suppressor as a “silencer” by ref-
erence to the definition in the Gun Control Act); id. § 5861(d) (no possession of 
silencer without prior tax and registration).

376.	 See id. § 5861(a) (no manufacturing of silencers without Federal Firearms 
License).

377.	 hickok45, YouTube, https://tinyurl.com/4r4szjrv [https://perma.cc/AJN4-
XVCZ] (last visited Feb. 27, 2025).

378.	 hickok45, Bad News, YouTube (July 16, 2024), https://tinyurl.com/3fa3rucm 
[https://perma.cc/WX74-6VYH].

379.	 hickok45, Some Good News, YouTube (July 18, 2024), https://tinyurl.
com/58z7sjet [https://perma.cc/JT82-SAFX].

380.	 Id.
381.	 See David Ingram, As YouTube Cracks Down on Machine Gun Videos, 

Some ‘GunTubers’ Are Panicking, NBC News (Oct. 20, 2024, 5:00 AM), https://
tinyurl.com/yc3azs5w [https://perma.cc/6HPY-6NRW].



Dickinson Law Review924 [Vol. 129:851

Rumble channel for hickock45 has 1/348th as many subscribers as 
the YouTube channel.382

Another example of YouTube censorship is Guns.com—a web-
site that sells firearms and accessories. In compliance with state and 
federal laws, some items are shipped directly to the consumer, whereas 
firearms are routed to a retail FFL for completion of the transac-
tion. The company’s YouTube channel had 397,000 subscribers and 
over 2,000 videos. Having accumulated two strikes from YouTube, 
the company decided to stop publishing new content on YouTube, 
lest one more strike lead to the removal of all previous content.383 
The Guns.com website does sell magazines of any size directly to 
consumers in states where such sales are lawful (most of them), but 
this was apparently not the cause of YouTube’s actions. According 
to Guns.com, compliance instructions were “ambiguous,” and one of 
the videos that the channel was ordered to remove involved guns 
over a century old. “You’ve heard the term, ‘moving the goalpost.’ At 
this point, we’re not even sure there are goalposts.”384

Another company that decided to stop publishing new con-
tent, for fear of termination, is Firearms Guide.385 Firearms Guide 
publishes books about gun values for collectors and, more impor-
tantly, books that reprint firearms manuals and display exploded 
parts drawings of firearms.386 These reference books foster safe gun 
maintenance and repair by gun owners and gunsmiths. The Firearms 
Guide YouTube channel, with 22,800 subscribers, featured product 
tests, news about new models, and firearms in museums.387

382.	 See id.
383.	 GUNS, Farewell to YouTube, YouTube (Sept. 16, 2024), https://tinyurl.

com/2s3kdn5a [https://perma.cc/54ZV-GXDG].
384.	 Id. Some of the recorded content shows machine guns in use, which 

according to YouTube’s published rules is perfectly fine, although such content will 
be blocked for minors. Id.

Per the YouTube published rules, machine guns are alright, but devices to con-
vert a firearm to a machine gun are not. Firearms use and handling is allowed in 
videos but may not be live streamed. Despite the stated rules, YouTube removed a 
recorded 35-minute video about the historic Grease Gun, a machine gun invented 
by the U.S. military during World War II. YouTube’s stated reason for removal 
was that the recording was supposedly a live stream. See Fudd Busters, X (Feb. 15, 
2025) (describing YouTube removal of the FuddBusters video “The M3 Grease 
Gun is design brilliance with a cool charging handle), https://tinyurl.com/yjkd456t 
[https://perma.cc/6STH-ZD88]. The video was posted on X. Id. at https://tinyurl.
com/33myvkxk [https://perma.cc/W2FJ-VY28] (last visited Mar. 27, 2025).

385.	 @FirearmsGuide, X (Sept. 16, 2024, 10:38 PM), https://tinyurl.com/4bkn6rc6 
[https://perma.cc/8A37-PTZY] (“YT has given us at http://FirearmsGuide.com 
strikes any time they want, always with some BS explanation . . . it is impossible to 
fight them. Only way is to leave them.”).

386.	 Firearms Guide, https://tinyurl.com/2jjwsnrv [https://perma.cc/6GPQ-
AK5P] (last visited Feb. 27, 2025).

387.	 Firearmsguide, YouTube, https://tinyurl.com/42se3apt [https://perma.
cc/5N9A-ADJD] (last visited Feb. 27, 2025).
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Likewise, GunGuyTV, with 223,000 subscribers, has stopped 
doing reviews of firearms or any content with sponsorship, which had 
previously accounted for over 70 percent of the channel’s content.388

In sum, YouTube’s firearms censorship staff sometimes seems 
to operate in direct contravention of YouTube’s published purported 
policies.

YouTube’s current policy, announced in June 2024, was seemingly 
influenced by a 2024 joint report from two organizations: Michael 
Bloomberg’s Everytown for Gun Safety, which is one of the largest 
gun prevention organizations in America,389 and Tech Transparency 
Project, an organization that works to hold tech companies account-
able. The report, Dangerous by Design, stated that the YouTube algo-
rithm suggests videos about guns and gun violence to accounts for 
minors who are interested in video games. Furthermore, some rec-
ommendations included instructions on conversion of regular guns 
into automatic ones. If the recommended videos were viewed, then 
content related to “gun violence” was recommended more often.390 
All of this was a violation of YouTube’s policy at the time, but the 
policy was not being enforced.

Manhattan District Attorney Alvin Bragg expressed senti-
ments in accordance with the report when he denounced YouTube’s 
“games to guns” pipeline.391 He followed up with a letter to YouTube 
addressing his concerns about 3D-printed guns.392 According to the 
letter, half of the defendants prosecuted for possessing unlicensed 
3D-printed firearms learned to manufacture through YouTube.393 As 
he pointed out, the availability of the manufacturing content was a 
violation of YouTube’s policy.

Once YouTube fell in line, which involved committing to enforc-
ing its longstanding rules, the director of the Tech Transparency Proj-
ect welcomed the news and vowed to monitor its enforcement.394 

388.	 Ingram, supra note 381.
389.	 We’re the Largest Gun Violence Prevention Organization in America—and 

We’re Winning, Everytown, https://tinyurl.com/56x9crch [https://perma.cc/XAH8-
ENE8] (last visited Feb. 27, 2025).

390.	 Dangerous by Design: YouTube Leads Young Gamers to Videos of Guns, 
School Shootings, Tech Transparency Project (May 16, 2023), https://tinyurl.com/
yc6umajm [https://perma.cc/8589-YFFG].

391.	 Max Parrott, DA Bragg Takes on YouTube’s Role in Hosting Ghost Gun 
Assembly Tutorials, amNY (Apr. 24, 2024), https://tinyurl.com/3nn3chvk [https://
perma.cc/LET6-YUHC].

392.	 Id.
393.	 Id.
394.	 YouTube Implementing Tougher Policy on Gun Videos to Protect Youth, 

CBS News (June 7, 2024, 11:37 AM), https://tinyurl.com/yc5n5d5z [https://perma.cc/
NGL5-VY4H]; see also YouTube Changes Policy to Age-Restrict Dangerous Firearms 
Content, Everytown for Gun Safety Responds, Everytown for Gun Safety Support 
Fund. (June 5, 2024), https://tinyurl.com/29vpbj6r [https://perma.cc/E4VS-LLSE].
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YouTube did not formally adopt all the Bloomberg agenda, such as 
banning firearms content for minors and banning links to retailers.395  
However, as described above, the actual behavior of YouTube’s cen-
sors bears little relation to whatever rules are posted by YouTube 
and is far more censorious than the posted rules would indicate.

E.	 Snapchat

Snapchat tersely prohibits “illegal activity,” “the illegal pro-
motion of regulated goods or industries, including unauthorized 
promotion of gambling, tobacco products, and alcohol,” and “the 
unauthorized sale or promotion of goods or activities that are regu-
lated by government authorities in ways that require special licensing 
or other administrative compliance to be legally purchased, sold, or 
used.”396 There is no specific mention of firearms.397

F.	 TikTok

Under a “Regulated Goods and Commercial Activities” page, 
TikTok states: “We do not allow the trade or marketing of firearms or 
explosive weapons, or content showing or promoting them if they are 
not used in a safe or appropriate setting.”398 The “trade or marketing” 
ban for “firearms” also includes ammunition and accessories.

Any firearms content must be “in a safe or appropriate set-
ting.” Such “settings include professional contexts (such as military 
and police), recreational environments (such as shooting ranges and 
hunting), educational contexts, and fictional settings.”

The TikTok rule does not specify whether an “appropriate set-
ting” includes lawful self-defense against violent criminals or com-
munity self-defense against a tyrant, such as the Tibetan resistance to 
invasion by communist China.

395.	 See YouTube and Gun Content: A Dangerous Combination for Kids and 
Teens, Everytown for Gun Safety Support Fund. (May 16, 2023), https://tinyurl.
com/2s38vk3w [https://perma.cc/9U4R-KG3N] (“YouTube should place age restric-
tions on firearms content on its platform and prevent minors from viewing gun con-
tent . . . . YouTube should stop allowing direct links to websites where individuals can 
purchase weapons.”).

396.	  Community Guidelines: Illegal or Regulated Activities, Snap Inc., https://
tinyurl.com/mr2yuwn9 [https://perma.cc/H29Z-B5W4] (Feb. 2025).

397.	 See id.
398.	  Regulated Goods and Commercial Activities, TikTok (Apr. 17, 2024), https://

tinyurl.com/5ba6sma8 [https://perma.cc/QWW7-3ELZ].  TikTok also included sev-
eral definitions for its guidelines. Id. (“Firearms include professionally manufactured 
firearms, improvised firearms (such as ghost guns or 3D printed guns), firearm acces-
sories, and ammunition. Safe or appropriate settings include professional contexts 
(such as military and police), recreational environments (such as shooting ranges 
and hunting), educational contexts, and fictional settings.”).
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G.	 Solutions?

It appears that tech giants Meta and Alphabet publish purported 
rules about firearms content, but the companies’ censors operate 
under different rules unknown to their principals. Nothing in their 
published content forbids Olympians or Paralympians from posting 
pictures about their sports. Nothing in their guidelines forbids testing 
an ordinary handgun and posting a favorable review. The de facto 
policies of Meta and Alphabet seem to be that their employees can 
eliminate or throttle firearms content at will. The following Sections 
pessimistically address the possibility of solutions from legislation or 
lawsuits.

1.	 Legislation

The social media censorship problem may be impossible to rem-
edy by statutes because the Supreme Court has ruled that the First 
Amendment generally protects the editorial decisions of the tech 
giants. Texas enacted a statute forbidding covered social platforms 
from removing, demoting, or labeling a “user’s expression” because 
of its “viewpoint.”399 Florida passed a similar law, with an additional 
proviso that platforms’ content moderation policies be applied “in a 
consistent manner.”400 At the preliminary injunction stage, the Elev-
enth Circuit upheld a district court’s injunction against the Florida 
statute,401 whereas the Fifth Circuit overturned an injunction against 
the Texas law.402 The Supreme Court reversed and remanded both 
decisions in Moody v. NetChoice LLC.403

The Court stated “Texas is not likely to succeed in enforcing its 
law against the platforms’ application of their content-moderation 
policies to the feeds that were the focus of the proceedings below,” 
namely, the Facebook News Feed or the YouTube homepage.404 “The 
government may not, in supposed pursuit of better expressive bal-
ance, alter a private speaker’s own editorial choices about the mix of 
speech it wants to convey.”405

The Texas law could not even pass intermediate scrutiny, which 
would require Texas to show a “substantial government interest” that 

399.	 Tex. Civ. Prac. & Rem. Code Ann. § 143A.002 (2023).
400.	 Fla. Stat. Ann. § 501.2041(2)(b) (West 2024).
401.	 NetChoice, LLC v. Att’y Gen. of Fla., 34 F.4th 1196, 1231–32 (11th Cir. 

2022), vacated, 603 U.S. 707 (2024).
402.	 NetChoice, LLC v. Paxton, 49 F.4th 439, 494 (5th Cir. 2022), vacated, 603 

U.S. 707 (2024).
403.	 See Moody v. NetChoice, LLC, 603 U.S. 707, 744–45 (2024) (remanding and 

treating challenged statutes skeptically).
404.	 Id. at 734.
405.	 Id.
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was “unrelated to the suppression of free expression.”406 Here, the 
Court stated that Texas’s interest “is very much related to the sup-
pression of free expression, and it is not valid, let alone substantial.”407

However, the Court did not issue a final decision on the merits 
in favor of the plaintiffs, because the plaintiffs framed their cases as 
facial challenges.  Although the parties and the lower courts “treated 
Facebook’s News Feed and YouTube’s homepage as the heartland 
applications of the Texas law,”408 a facial challenge requires:

inquiry into how a law works in all of its applications. So on re-
mand, each court must evaluate the full scope of the law’s cov-
erage. It must then decide which of the law’s applications are 
constitutionally permissible and which are not, and finally weigh 
the one against the other. The need for NetChoice to carry its bur-
den on those issues is the price of its decision to challenge the laws 
as a whole.409

In short, plaintiffs would have to show that the law was not 
merely unconstitutional as applied to the Facebook News Feed, and 
YouTube homepage; plaintiffs would have to prove that the law in its 
full scope “prohibits a substantial amount of protected speech rela-
tive to its plainly legitimate sweep.”410

All nine Justices agreed the cases should be remanded because 
plaintiff NetChoice, an association of big tech companies, had not car-
ried its burden for a facial challenge. Justice Alito, joined by Justices 
Thomas and Gorsuch, concurred in the judgment, dismissed every-
thing else in the Court’s opinion as dicta, and criticized the majority 
for what amounted to an as-applied opinion in favor of Facebook’s 
News Feed.411 Justice Jackson likewise concurred in part to criticize 
the as-applied aspect of the decision.412

The majority opinion, in its as-applied sense, solely discussed 
Facebook and YouTube’s choices (via algorithm) regarding what 
content they chose to promote when placing it into a news feed or 
homepage. The decision did not address other practices of those 
companies, such as their apparent punishment of content creators 
who adhere to the companies’ stated policies or the seemingly arbi-
trary and malicious demonetization or bans on compliant creators 

406.	 Id. at 740 (quoting United States v. O’Brien, 391 U.S. 367, 377 (1968)).
407.	 Id.
408.	 Id. at 744.
409.	 Id.
410.	 Id. at 743–44 (quoting United States v. Hansen, 599 U.S. 762, 770 (2023)).
411.	 See id. at 766 (Alito, J., concurring).
412.	 See id. at 748–49 (Jackson, J., concurring).
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of content.413 Accordingly, it is possible that some narrowly tailored 
statutes regarding big tech censorship may succeed, but as stated, the 
Court’s majority has made it clear that the editorial decisions of the 
tech giants are generally protected by the First Amendment.

2.	 Civil Rights Lawsuits

Lawsuits under federal civil rights statutes are not realistically 
possible. To the extent that the core federal civil rights statutes create 
remedies against private actors who infringe on the exercise of civil 
rights, those statutes are not solutions to the problems described in 
this Article.

For example, one federal statute, 18 U.S.C. § 241, provides crimi-
nal punishments for conspiracies to “threaten[] or intimidate any  
person . . . in the free exercise or enjoyment of any right or privilege 
secured to him by the Constitution or laws of the United States, or 
because of his having so exercised the same.”414 This criminal statute 
could, arguably, be applied to state actors like New York State’s Andrew 
Cuomo and Maria Vullo, as discussed in Section I.D, or the Obama 
administration’s perpetrators of Operation Chokepoint Enforce-
ment, as discussed in Section I.A. However, the statute depends on 
the Department of Justice (DOJ) bringing a criminal prosecution, an 
unlikely outcome when the persons conspiring against the exercise 
of the right are following the administration’s political line. As for a 
theoretical prosecution of executives at YouTube or Facebook, even 
if they could be proven to have acted because of animus against the 
exercise of Second Amendment rights, proving that de-platforming 
by a social media site constitutes a threat or intimidation against the 
exercise of those rights would be difficult. After all, if a retail store pro-
prietor posts a sign “No guns allowed inside. Violators will be ejected,” 
the sign is a “threat” against exercising Second Amendment rights, but 
no reasonable jury would convict the shop owner under § 241.

Another civil rights statute provides a civil cause of action against 
private conspiracies against civil rights.415 However, the statute only 
covers conspiracies against certain rights, such as voting rights, that 
are not directly implicated by the social media conduct described 
above; most conspiracies against First or Second Amendment rights 
are only covered by the statute if the perpetrators are masked.416

413.	 See supra text at notes 339–95.
414.	 18 U.S.C. § 241.
415.	 42 U.S.C. § 1985.
416.	 Id. (creating a private right of action against conspiracies in furtherance of: 

preventing an officer of the United States from carrying out his duties; obstructing 
justice through intimidation of parties, juries, or witnesses in federal courts; depriving 
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While First and Second Amendment civil rights lawsuits can 
be brought against government action, big tech companies are not 
formally acting on behalf of the government. However, realistically 
speaking, the tech giants are under frequent pressure regarding regu-
latory issues, and many powerful government officials have threat-
ened them with retribution if they do not censor content.417 The Biden 
administration made it very clear that the Everytown gun prevention 
lobby was a favored ally. At the behest of Everytown and similar orga-
nizations, the Biden administration created a White House Office of 
Gun Violence Prevention run by a former Everytown employee.418 
As a result, it was easy for tech executives to understand that harsh 
treatment of gun owners and businesses would be favored by the 
White House. Notably, Everytown spent eight million dollars in sup-
port of Biden’s candidacy in 2020.419

The problem with the state action doctrine as it presently exists 
is that it cannot cope with many forms of government coercion of 
private actors. The NRA was able to defeat a motion to dismiss in 
its lawsuit against Andrew Cuomo after appealing to the Supreme 
Court, but Cuomo was the rare politician foolish enough to pub-
licly state his intent to suppress political speech. In contrast, when 
the Biden administration coerced social media companies into cen-
soring truthful information about the origins of COVID-19 and the 
efficacy of vaccines, the administration was careful enough not to 
express confessions of guilt. As a result, in a lawsuit against the White 
House’s coercion, the majority of the Supreme Court ruled that the 
plaintiffs had not sufficiently proven a connection between adminis-
tration pressure and the resulting censorship.420

An unrealistically rigid application of the state action doctrine 
also appears in gun control cases. For example, in Turaani v. Wray,421 
an FBI agent visited a gun store and urged the owner not to complete 

persons of their voting rights and electoral advocacy; or a broader set of rights if the 
conspirators are masked).

417.	 See, e.g., Does Section 230’s Sweeping Immunity Enable Big Tech Bad 
Behavior?: Hearing Before the S. Comm. on Com., Sci. & Transp., 98th Cong. 42 
(2020) (statement of Sen. Edward Markey, Member, S. Comm. on Com., Sci. & 
Transp.) (“The issue is not that the companies before us today are taking too many 
posts down, the issue is that they are leaving too many dangerous posts up.”).

418.	 President Joe Biden to Establish First-Ever White House Office of Gun Vio-
lence Prevention, to Be Overseen by Vice President Kamala Harris, White House 
(Sept. 21, 2023), https://tinyurl.com/3nu7rcjb [https://perma.cc/2Q2E-2GNN].

419.	 Everytown for Gun Safety Action Fund and Victory Fund Announce $45M 
Program for 2024 Elections; Launches New Voter Outreach Program to Bolster Voter 
Contacts in Eight Key States, Everytown for Gun Safety (July 31, 2024), https://
tinyurl.com/26tyr6u6 [https://perma.cc/8AGW-HG8M].

420.	 See Murthy v. Missouri, 603 U.S. 43, 58–69 (2024).
421.	 Turaani v. Wray, 988 F.3d 313 (6th Cir. 2021).
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a firearm sale to a particular individual.422 When the individual sued 
the FBI, the Sixth Circuit ruled that he had no case; the gun store had 
prevented him from buying a gun, not the FBI—even though the FBI 
is part of the DOJ, and an allied bureau in the department, the ATF, 
has the power to take away the license of any firearms dealer.423

Similarly, in Starrett v. City of Portland,424 the City of Portland 
leased public property to a private entity for a New Year’s Eve cel-
ebration.425 The city also passed an ordinance allowing the private 
entity to promulgate rules that would prohibit persons licensed to 
carry firearms in the State of Oregon from attending the celebration 
on public property while armed.426 Had a local government entity 
imposed such a ban, it would have been a plain violation of Ore-
gon’s preemption statutes, which outlaw most local government gun 
controls.427 The Oregon Court of Appeals upheld the private entity’s 
regulation on the grounds that Oregon’s preemption statute did not 
reach private regulation on private property, even if the private prop-
erty rights are predicated on a short-term lease of public land.428

3.	 Antitrust’s Essential Facilities Doctrine

This Section explains why antitrust law cannot rescue the victims 
of social media censorship. The Section first describes relevant facts 
that might help an antitrust plaintiff. But next, this Section explains 
why the most plausible theory of an antitrust case, the essential facili-
ties doctrine, cannot be invoked by censored users of social media 
platforms.

YouTube and other social media giants could, arguably, be 
described as examples of open first closed later platforms (OFCL)—
platforms that in their early stages amasses more users by inviting 
third parties to create content and later constrict content once a dom-
inant user mass has been achieved.429 The restrictions these platforms 
implement at a later stage can be used to stifle ideological opponents 
because most users want to remain on a platform once it reaches a 

422.	 Id. at 315.
423.	 Id. at 316–18.
424.	 Starrett v. City of Portland ex rel. Oregon, 102 P.3d 728 (Or. Ct. App. 2004).
425.	 Id. at 730.
426.	 Id.
427.	 See Or. Rev. Stat. Ann. §§ 166.170, 166.173 (West 2025).
428.	 Starrett, 102 P.2d at 734.
429.	 See Joshua Nelson, Tech Platforms Are Essential Facilities, 22 Nev. L.J. 379, 

398 (2020); see also First Amended Complaint for Injunctive and Other Equitable 
Relief at 3, FTC v. Meta Platforms, Inc., No. 1:20-cv-03590-JEB (D.D.C. Aug. 19, 
2021), https://tinyurl.com/bdh4kvy4 [https://perma.cc/F3FY-HWFS] (alleging that 
Facebook’s OFCL scheme contributed to their anticompetitive monopoly).
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certain size. YouTube’s (arguable) monopoly position is maintained 
by network effects.430

The network effect is a business principle that illustrates that 
idea that when more people use a product or service, its value  
increases . . . . The network effect is especially prominent in online 
platforms that encourage users to add other users to the platform’s 
network. Social networks such as Facebook and Instagram are key 
examples of the network effect.431

Of course, YouTube does not have a 100 percent monopoly on 
Internet videos, including videos about firearms. There are many 
websites that host firearms video content, and any business is free to 
create its own website for its own videos. Thus, a claim that YouTube 
is a monopoly would have to be based in part on the numbers of 
viewers who watch videos there rather than elsewhere.432 In the Third 
Circuit, market share alone may be sufficient to determine the exis-
tence of a monopoly, whereas the Second Circuit holds that market 
share alone is insufficient.433

Hypothesizing that a monopoly was found to exist, an antitrust 
violation could only arise if a court determined that the monopolistic 
company was also behaving harmfully. For the past half-century, the 
North Star of antitrust doctrine has been consumer welfare; that is, 
monopolistic behavior is unlawful only if it harms consumers.434 A 
different approach is taken by the New Brandeis School. As former 
Federal Trade Commission Chair Lina Khan writes, New Brandei-
sians such as herself aim “to ensure that executives face the right 
incentives to provide the best service possible to everyone who relies 

430.	 See Subcomm. on Antitrust, Com. & Admin. L. of the Comm. on the Judi-
ciary, 116th Cong., Investigation of Competition in Digital Markets 41 (2020).

431.	 What Is the Network Effect?, Wharton Online (Jan. 17, 2023), https://
tinyurl.com/36vksatm [https://perma.cc/XNL3-MWHB].

432.	 Advertising on YouTube, Brazos Digit. Media (Sept. 10, 2024), https://
tinyurl.com/4zt2acc4 [https://perma.cc/R27K-XGHK] (“YouTube is the second 
most visited website in the world, and has over 1 billion hours of content watched 
daily.”). In 2023, globally, users watched 17 billion hours of videos weekly, or 2.43 bil-
lion hours daily (17 divided by 7). See Laura Ceci, Average Weekly Time Spent with 
Online Video Worldwide from 2018 to 2023, Statista (Dec. 18, 2024), https://tinyurl.
com/3ymkuayc [https://perma.cc/GDV6-3W4Y]. Thus, YouTube would comprise 
about 40 percent of the online video market.

433.	 Kaleb Byars, An “Essential” Solution: Reworking the Essential Facilities 
Doctrine to Address Big Tech’s Harm to the Marketplace of Ideas, 91 Miss. L.J. 263, 
297 (2023) (discussing, inter alia, the Third Circuit’s decision, Fineman v. Armstrong 
World Indus., Inc., 980 F.2d 171, 201 (3d Cir. 1992), and the Second Circuit’s decision, 
Tops Mkts., Inc. v. Quality Mkts., Inc., 142 F.3d 90, 99 (2d Cir. 1998)).

434.	 See, e.g., Joshua D. Wright et al., Requiem for a Paradox: The Dubious Rise 
and Inevitable Fall of Hipster Antitrust, 51 Ariz. St. L.J. 293, 293 (2019).
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on the monopoly to sell or to buy a particular product or service.”435 
Either way, plaintiffs could readily prove the relevant harm by You-
Tube and Meta. Under the New Brandeis approach, those companies 
are culpable of going out of their way not “to provide the best ser-
vice possible” to firearms businesses that rely on those monopolies to 
sell their products or services. For consumer welfare, the suppression 
of truthful information about lawful products or services, including 
prices, is necessarily harmful to consumers because it deprives them 
of information to make better-informed choices.436

An optimistic glass-half-full view is that monopolies in tech-
nology or other products or services are rarely durable, absent per-
petuation of the monopoly by government action.437 Other scholars 
disagree.438 Even if the optimistic view is true, the likelihood that the 
present monopolies will eventually lose their power is cold comfort 
to the lawful firearms business being crushed today. Regarding the 
issues discussed in this Section, the antitrust “essential facilities doc-
trine” might seem to offer a remedy.

The phrase “essential facility doctrine” first appeared in a 1977 
antitrust decision from the D.C. Circuit.439 In 2004, Justice Scalia 
wrote for the Court, “We have never recognized such a doctrine, and 
we find no need either to recognize it or to repudiate it here.”440 How-
ever, some Supreme Court antitrust decisions are consistent with that 
doctrine. The foundational case, from 1912, is Terminal Railroad,441 
in which a railroad conglomerate bought both bridges and the only 
ferry crossing the Mississippi River at St. Louis. The company refused 

435.	 Lina Khan, The New Brandeis Movement: America’s Antimonopoly 
Debate, 9 J. Eur. Competition L. & Prac. 131, 132 (2018).

436.	 For an application in the context of a tech giant, see United States v. 
Google LLC, No. 20-cv-3010, 2024 WL 3647498, at *134 (D.D.C. Aug. 4, 2024) (hold-
ing that Google violated Section 2 of the Sherman Act by maintaining a monopoly 
in general search services and general text advertising).

437.	 See generally David B. Kopel, Antitrust After Microsoft: The Obsoles-
cence of Antitrust in the Digital Era (2001).

438.	 See generally Jacques Crémer et al., Eur. Comm’n, Competition Policy 
for the Digital Era (2019), https://tinyurl.com/yfatbmbd [https://perma.cc/2W7V-
CJ5U]; Lina M. Khan, Amazon’s Antitrust Paradox, 126 Yale L.J. 710 (2017); Lina M. 
Khan, The Separation of Platforms and Commerce, 119 Colum. L. Rev. 973 (2019).

439.	 Hecht v. Pro-Football, Inc., 570 F.2d 982, 992 (D.C. Cir. 1977). The court 
held that the Washington Redskins football team could not bar other sports or enter-
tainment providers from renting Robert F. Kennedy stadium when the Redskins 
were not using it. Id. at 992–93. The restrictive covenant in the Redskins’ lease of the 
government-owned stadium was held to be “a contract in unreasonable restraint of 
trade, in violation of Sherman Act §§ 1 and 3.” Id. at 993.

440.	 Verizon Commc’ns, Inc. v. L. Offs. of Curtis V. Trinko, LLP, 540 U.S. 398, 411 
(2004) (citations omitted).

441.	 United States v. Terminal R.R. Ass’n of St. Louis, 224 U.S. 383, 391–94 
(1912).
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to allow competing railroads to use its facilities to cross the river.442 
The DOJ brought an antitrust case seeking to force divestiture of 
those facilities.443 The Supreme Court, however, granted a less drastic 
remedy, remanding the case to the district court for a reorganiza-
tion plan for the terminal facilities so that all users would be treated 
equally.444

The Supreme Court has applied the same principles to media. 
In 1945, the Associated Press (AP) was a cooperative organization 
of 1,200 newspapers.445 By the terms of their agreement, members 
were forbidden to sell their articles to nonmember newspapers, and 
members could block competitors from joining the AP.446 “The net 
effect is seriously to limit the opportunity of any new paper to enter 
these cities,” said the Court.447 As for the AP’s argument that the First 
Amendment freedom of the press prevented any government inter-
ference with the AP’s relations with various newspapers, the Court 
answered, “Freedom of the press from governmental interference 
under the First Amendment does not sanction repression of that 
freedom by private interests. The First Amendment affords not the 
slightest support for the contention that a combination to restrain 
trade in news and views has any constitutional immunity.”448 The 
Court affirmed the district court’s decree that new applications for 
AP membership, which was “the chief single source of news for the 
American Press,” could not be blocked by competitors in the same 
market.449

Likewise, in the 1951 case Lorrain Journal Co v. United States,450 a 
town’s only daily newspaper refused to sell advertising space to busi-
nesses that advertised on a local radio station. The Supreme Court 
ruled that the newspaper could be ordered to accept the advertise-
ments because the newspaper was an “indispensable medium” for 
business advertisers.451 As described above, YouTube today could 
be considered an “indispensable medium” for some firearms video 
producers.

442.	 Id. at 399–400.
443.	 Id. at 409.
444.	 Id. at 411 (“[U]pon such just and reasonable terms and regulations as will, 

in respect of use, character, and cost of service, place every such company upon as 
nearly an equal plane as may be with respect to expenses and charges as that occu-
pied by the proprietary companies.”).

445.	 Associated Press v. United States, 326 U.S. 1, 3–4 (1945).
446.	 Id. at 4.
447.	 Id. at 13.
448.	 Id. at 20.
449.	 Id. at 18 (quote), 21 (judgment).
450.	 Lorain J. Co. v. United States, 342 U.S. 143, 148 (1951).
451.	 Id. at 152.
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The generally accepted articulation of the essential facilities 
doctrine is

•	 The asset must be owned or controlled by a monopolist.
•	 It is not reasonably possible for competitors to the monopo-

list to duplicate the facility.
•	 A competitor to the monopolist was denied access to the 

facility.
•	 The monopolist can feasibly provide access and there is no 

legitimate business reason to prevent the monopolist from 
doing so.452

At least arguably, some big tech facilities qualify as essential facil-
ities.453 For example, as the Electronic Frontier Foundation points out, 
“Major social media platforms have proprietary control over users’ 
social graphs and other personal data.”454 Longtime users of Facebook 
or YouTube have, in effect, trained those platforms to push the sort of 
content that most interests the user. “Social graphs often reflect accu-
rate and detailed accounts of users’ personal and professional journeys 
through life, and those accounts cannot feasibly be replicated from 
scratch.”455 “In the current digital age, it is commonplace for users to 
have spent upwards of ten years curating their graph.”456 Thus, a You-
Tube user who switched to Rumble would face a major inconvenience, 
because YouTube knows from years of experience the types of content 
most interesting to a given user, and Rumble does not. In short:

The nature of a user’s social graph is such that it cannot reasonably 
be duplicated; a user’s transaction costs involved in attempting to 
reproduce their social graph are prohibitively high. These transac-
tion costs include not only the amount of time and effort that a 
user must reinvest, but also the cost of foregoing participation in 
social interactions that give rise to network effects.457

452.	 Robert Pitofsky et al., The Essential Facilities Doctrine Under United States 
Antitrust Law, 70 Antitrust L.J. 443, 448 (2002). “[V]irtually every court to consider 
an essential facilities claim” has used this test. Id. at 449. The four-part test comes 
from MCI Commc’ns Corp. v. Am. Tel. & Tel. Co., 708 F.2d 1081, 1132–33 (7th Cir. 
1983). As the Seventh Circuit later clarified, the monopolist can still refuse to provide 
access for any legitimate business reason, even if not involving feasibility. See Illinois 
ex rel. Burris v. Panhandle E. Pipe Line Co., 935 F.2d 1469, 1483 (7th Cir. 1991).

453.	 Nelson, supra note 429, at 393–95.
454.	 Elec. Frontier Found., Comment Letter on Federal Trade Commission 

Hearings on Competition and Consumer Protection in the 21st Century 9 (Nov. 15, 
2018), https://tinyurl.com/2dajbcfv [https://perma.cc/FUG6-TMCL]; see also Shahid 
Buttar & Mitch Stoltz, Antitrust Enforcement Needs to Evolve for the 21st Century, 
Elec. Frontier Found. (Feb. 27, 2019), https://tinyurl.com/msznuved [https://perma.
cc/29DT-XUX5].

455.	 Buttar & Stoltz, supra note 454, at 9–10.
456.	 Id. at 9.
457.	 Id.
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Accordingly, the Electronic Frontier Foundation urged the FTC 
to use the essential facilities doctrine to mandate that social media 
companies make user social graphs portable, so that a consumer who 
moves to a new platform can import his social graph into the new 
platform.458

If portability were mandated, then freedom of speech would be 
increased:

Filtering and moderation become censorship when used to ex-
clude a person or message from a platform with the result that the 
individual has no equivalent place to voice opinions or hear others. 
Thus, by increasing the opportunity for alternative platforms to 
flourish where individuals can meaningfully express their opinions, 
we can reduce the harm and danger of censorship by dominant 
Internet platforms.459

However, the essential facilities doctrine is not going to come 
to the rescue of YouTube content creators. The Biden administration 
was the most active and aggressive antitrust enforcer in half a cen-
tury.460 Even during the Biden years, the FTC did not take action to 
require social graph portability.

There is no possibility that businesses injured by YouTube, 
such as hickcock45, could win a civil antitrust suit. The plaintiffs 
could not prove a prima facie case, which, according to the Supreme 
Court, must include “the willful acquisition or maintenance of 
[monopoly] power.”461 To the contrary, when YouTube drives off 
firearms businesses, some of them migrate to YouTube’s leading 
competitor, Rumble. When Meta and YouTube exclude Olympic 
and Paralympic shooting athletes or lawful firearms businesses and 
services, those platforms help the competitors to those platforms. 
Thus, the persecution of firearms content by Meta and YouTube can-
not be characterized as an attempt to maintain monopoly power. Just 
the opposite.

458.	 Id. at 11–12.
459.	 Id. at 11.
460.	 See Vance Ginn, Biden’s Antitrust Overreach Threatens Capitalism, James 

Madison Inst. (2024), https://tinyurl.com/44csh9fc [https://perma.cc/4PWT-T62N] .
461.	 United States v. Grinnell Corp., 384 U.S. 563, 570–71 (1966). The majority 

stated:
The offense of monopoly under § 2 of the Sherman Act has two elements: 
(1) the possession of monopoly power in the relevant market and (2) the 
willful acquisition or maintenance of that power as distinguished from 
growth or development as a consequence of a superior product, business 
acumen, or historic accident.

Id.
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The unavailability of antitrust law as a consumer remedy was 
illustrated in a failed lawsuit against Google and other tech giants. 
The plaintiffs—conservative organization Freedom Watch and con-
servative commentator Laura Loomer—claimed that Google and 
other tech platforms conspired to stifle conservative speech on their 
platforms.462 The D.C. Circuit held that plaintiffs failed to state a claim 
under the Sherman Antitrust Act: “The only anticompetitive conduct 
that Freedom Watch alleges (without supporting factual allegations) 
is that the Platforms conspired against it to suppress conservative 
content, but not that the Platforms conspired to acquire or maintain 
monopoly power. A § 2 claim requires the latter allegation.”463 Big 
tech censorship does stifle the marketplace of ideas. But the censor-
ship does not stifle the market for social media platforms. Accord-
ingly, there does not appear to be an antitrust solution to the social 
media problem.

Conclusion

Firearms businesses are canaries in the coal mine. Persecutions 
that start with them rarely end with them, and the precedents set by 
the original persecutions are later used against others. For example, 
precedents set in gun control cases have later allowed governments 
to misuse their powers on other matters.464 The Supreme Court case 
allowing civil forfeiture of private property from a person who had 
been acquitted of a related criminal charge was a gun case.465 The 
infamous “Terry stop,” which  allows police to frisk almost anyone 
anywhere, was created in a gun case.466

Operation Choke Point intended to debank the firearms indus-
try. Although that particular effort was thwarted by public exposure 
and congressional hearings, none of the laws or regulations that 
allowed it have been reformed. To the contrary, debanking as a politi-
cal weapon of the executive branch has become pervasive, including 

462.	 Freedom Watch, Inc. v. Google Inc., 816 F. App’x 497, 499 (D.C. Cir. 
2020); see also Eric Goldman, Court Rejects Another Lawsuit Alleging that Internet 
Companies Suppress Conservative Views–Freedom Watch v. Google, Tech. & Mktg. 
L. Blog (June 1, 2020), https://tinyurl.com/vcs6sh82 [https://perma.cc/NH3S-YU5B].

463.	 Freedom Watch, 816 F. App’x at 500; see also Mr. Furniture Warehouse, Inc. 
v. Barclays Am./Com. Inc., 919 F.2d 1517, 1522 (11th Cir. 1990) (“[T]o constitute a vio-
lation the monopolist’s activities must tend to cause harm to competition; unrelated 
harm to an individual competitor or consumer is not sufficient.”).

464.	 See David B. Kopel & Trevor Burrus, Sex, Drugs, Alcohol, Gambling, and 
Guns: The Synergistic Constitutional Effects, 6 Alb. Gov’t L. Rev. 307, 308–09 (2013).

465.	 United States v. One Assortment of 89 Firearms, 465 U.S. 354, 364 (1983); 
Kopel & Burrus, supra note 464, at 325–26.

466.	 See generally Terry v. Ohio, 392 U.S. 1 (1968). See also Kopel & Burrus, 
supra note 464, at 328–30.
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by targeting individuals and businesses who have nothing to do with 
firearms.

Meanwhile, while theoretically under little government regula-
tion thanks to the First Amendment, social media companies have 
also engaged in pervasive and arbitrary censorship at the behest 
of government. Compared to other social media suppressions of 
speech—such as factual information indicating that the COVID-19 
virus originated in a Chinese government lab—social media censor-
ship of firearms businesses may seem relatively less important.

In the broader picture, all censorship and debanking are symp-
toms of a broader problem in the United States: the movement of 
the United States in the direction of the type of government favored 
by Italian dictator Benito Mussolini. Businesses nominally remain 
under private ownership, but they—and through them, the people—
operate under the thumb of arbitrary, unchecked executive power 
rather than by the rule of law. As in those days, some businesses are 
so eager to demonstrate their allegiance to their masters that they 
voluntarily outrun the government in escalating repression.  

Ultimately, our liberties thrive in the marketplace of ideas. They 
quietly die in the dark rooms of administrative power.
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