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: ! Y he Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) has been
digitizing firearm transaction records from out-of-business Federal Firearm
Licensees (FFLs) for several years, raising concerns about the creation of a federal

gun registry. While the ATF is required by law to trace firearms used in crimes, it is prohibited

from maintaining a searchable database of gun owners under the Firearm Owners’ Protection

Act of 1986.

Proponents of digitization argue that digitizing records ensures regulatory compliance,
improves efficiency and accuracy, enhances public safety, and modernizes record-keeping
without violating the statutory prohibition against a national firearms registry. They
maintain that digitization does not create a registry if records are kept decentralized and not
directly searchable.

Opponents contend that digitization and prolonged record retention violate 18 U.S.C. §
926(a)’s prohibition on a national firearms registry, infringe upon Fourth Amendment privacy
rights, constitute administrative overreach, and could chill the exercise of Second Amendment
rights. They argue that access to digitized records creates a de facto registry.

Key legal issues include the interpretation of relevant statutes such as 18 U.S.C. § 926(a),
the Brady Act, and appropriations riders;, Fourth Amendment protections against
unreasonable searches, the scope of Second Amendment rights; and the potential chilling effect

*J.D., 2026 (projected), University of Denver Sturm College of Law; Master of Public Policy, 2019,
American Military University; B.S., 2016, George Mason University, cum laude.

www firearmsresearchcenter.org | FRC@uwyo.edu
1000 East University Avenue | Laramie, WY 82071
Working Paper



College of Law

Firearms Research Center August 19, 2024 | 2

LW

on the exercise of constitutional rights. While case law does not directly address the
digitization of Form 4473, several cases provide relevant principles and frameworks for
evaluating the ATF’s actions.

Introduction

The Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) has been digitizing
firearm transaction records from out-of-business Federal Firearm Licensees (FFLs) for
several years, leading to concerns about the creation of a potential federal gun registry.! By
law, the ATF is required to trace firearms used in crimes but is prohibited from maintaining
a searchable database of gun owners by the Firearm Owners’ Protection Act of 1986.2

As of 2021, the ATF had digitized over 50 million out-of-business records in that year
alone, amassing nearly one billion total records according to a report from Gun Owners of
America.? If accurate, this number likely includes multiple records for each firearm generated
by repeated sales and transfers. According to the ATF, the agency’s National Tracing Center
in Martinsburg, West Virginia, houses millions of paper records and digital images of firearm
transactions, which are not easily searchable due to legal restrictions.4

Proponents of digitizing the ATF’s record-keeping system argue that the current process
is inefficient and hinders criminal investigations.? They claim that allowing the ATF to
maintain a digital, searchable database would expedite gun traces and help law enforcement

! Dan Friedman, The ATF’s Nonsensical Non-Searchable Gun Databases, Explained, THE TRACE (Aug.
24, 2016), https://www.thetrace.org/2016/08/atf-non-searchable-databases/; Michael Cloud, Press
Release, Congressman Cloud Reintroduces Bill to Dismantle Potential ATF Gun Registry (Mar. 1,
2023), https:/cloud.house.gov/posts/congressman-cloud-reintroduces-bill-to-dismantle-potential-atf-
gun-registry.

2 Jordan B. Cohen, CONG. RSCH. SERV., IF12057, Statutory Federal Gun Registry Prohibitions and ATF
Record Retention Requirements (Feb. 5, 2024), https://crsreports.congress.gov/product/pdf/IF/IF12057
#:~:text=URL%3A%20https%3A%2F %2F crsreports.congress.gov%2Fproduct%2Fpdf%2FIF%2FI0F1
2057%0AVisible%3A%200%25%20; Firearm Owners’ Protection Act, Pub. L. No. 99-308, 100 Stat. 449 (1986).
3 Houston Keene, Fox Exclusive: GOA Provides Documents Resulting in Bill to Repeal ATF Gun
Registry, GUN OWNERS OF AM. (Mar. 1, 2023), https://www.gunowners.org/fox-exclusive-goa-provides-
documents-resulting-in-bill-to-repeal-atf-gun-registry

4 Simone Weichselbaum et al., ‘It's Just Insanity’: ATF Now Needs 2 Weeks to Perform a Routine Gun
Trace, NBC NEWS (Aug. 19, 2022), https://www.nbcnews.com/news/amp/rcna39606.

5 Id.
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solve more crimes. Senators Patrick Leahy and Dianne Feinstein introduced the Crime Gun
Tracing Modernization Act in 2021 to address these issues.6

Opponents, including gun rights advocates and some Republican lawmakers, fear that
digitizing records could lead to the creation of a national gun registry, which they believe
could be used to confiscate legally obtained firearms from law-abiding citizens.” According to
them, the first step toward gun confiscation is registration. Additionally, they argue that the
ATF’s current record-keeping practices already violate statutory protections against the
creation of a gun registry.8

A 2016 Government Accountability Office (GAO) report found that the ATF did not
always comply with the Appropriations Act restriction prohibiting the consolidation or
centralization of FFL records.® The GAO selected four systems related to the firearms tracing
process for review: Out-of-Business Records Imaging System (OBRIS), Access 2000 (A2K),
Firearm Recovery Notification Program (FRNP), and Multiple Sales (MS). The report
revealed that while OBRIS complied with the Appropriations Act restriction prohibiting the
consolidation or centralization of FFL records, A2K and FRNP were not compliant.’® ATF
addressed these issues during GAO’s review by deleting the relevant records in March 2016.
Additionally, the report found that ATF did not consistently adhere to its policies regarding
the maintenance and deletion of firearms purchaser data in the MS system and restricting
access to certain purchaser information in FRNP.!

6 Bill Pascrell, Press Release, Pascrell and Feinstein Reintroduce Legislation to Allow ATF to Use

Computers for Gun Training,
https://pascrell.house.gov/news/documentsingle.aspx?DocumentID=5261; H.R. 730, Crime Gun
Tracing Modernization Act of 2023, 118th Cong. (2023),

https://pascrell.house.gov/uploadedfiles/pascre_006_xml.pdf.

7 Keene, supra note 3; James Lankford, Press Release, Lankford, Cruz, Colleagues Oppose Biden ATF
Expanding Firearm Definitions and Creating National Gun Registry, JAMES LANKFORD (Apr. 28, 2022),
https://www.lankford.senate.gov/news/press-releases/lankford-cruz-colleagues-oppose-biden-atf-
expanding-firearm-definitions-and-creating-national-gun-registry.

8 Michael Cloud, Press Release, supra note 1.

9 U.S. GOV'T ACCOUNTABILITY OFF., GAO-16-552, Firearms Data: ATF Did Not Always Comply With
The Appropriations Act Restrictions And Should Better Adhere To Its Policies (June 2016),
https://www.gao.gov/assets/gao-16-552.pdf.

10 Id.

11 ]d.
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In 2022, the ATF finalized a rule requiring FFLs to maintain firearm transaction records
indefinitely instead of destroying them after 20 years.l? This move, along with the ATF’s
“zero-tolerance” guidance for revoking FFL licenses, has further fueled concerns about the
potential for a federal gun registry.13

In August 2022, the ATF issued Ruling 2022-01, which authorizes an alternate method
for FFLs to retain Forms 4473 in an electronic format, as opposed to the traditional paper
format required by federal regulations. The ruling also allows FFLs to digitally scan and
electronically retain certain paper Forms 4473, provided they meet specific conditions, such
as notifying the ATF, maintaining unalterable records, and providing the ATF with access to
the electronic database.!*

Republican lawmakers have introduced legislation to prevent the ATF from maintaining
a searchable database of firearm records. Representative Michael Cloud reintroduced the No
REGISTRY Rights Act in 2023, which would require the ATF to delete existing firearm
transaction records and mandate that out-of-business FFLs destroy their records instead of
transferring them to the agency.!?

I. History of the ATF

The Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) traces its roots back to
the late 18th century when the U.S. government began collecting taxes on imported spirits
to help pay off debts from the Revolutionary War.1¢ In 1862, the Office of Internal Revenue
was created within the Treasury Department to collect taxes on alcohol and tobacco.!”

12 Summary of Final Rule 2021 R-05F: Definition of “Frame or Receiver” and Identification of Firearms,
BUREAU OF ALCOHOL, TOBACCO, FIREARMS & EXPLOSIVES (Apr. 11, 2022), https://www.atf.gov/rules-
and-regulations/definition-frame-or-receiver/summary.

13 Larry Keane, ATF ‘Zero-Tolerance’ Revocations Continue at Blistering Pace, NAT'L SHOOTING SPORTS
FounDp. (Feb. 14, 2024), https:/www.nssf.org/articles/atf-zero-tolerance-revocations-continue-at-
blistering-pace/?hilite=zero+tolerance.

14 ATF Rul. 2022-01, Electronic Storage of Forms 4473, BUREAU OF ALCOHOL, TOBACCO, FIREARMS &
EXPLOSIVES, (Aug. 17, 2022), https://www.atf.gov/firearms/docs/ruling/2022-01-electronic-storage-
forms-4473pdf/download.

15 H.R. 6945, No Retaining Every Gun in a System That Restricts Your Rights Act, 117th Cong. (2021-
2022), https://www.congress.gov/bill/117th-congress/house-bill/6945?7s=1&r=91.

16 Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), ALLGOV, http://www.allgov.com/depart
ments/department-of-justice/bureau-of-alcohol-tobacco-firearms-and-explosives-atf?agencyid=7192.

17 Id.
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In the early 20th century, during the Prohibition era, the Prohibition Unit was
established in 1920 to enforce the ban on alcohol.’® The unit was later elevated to bureau
status in 1927. After the repeal of Prohibition in 1933, the Alcohol Tax Unit (ATU) was
formed within the Bureau of Internal Revenue to collect taxes and regulate the alcohol
industry.1?

The ATU’s responsibilities expanded over time to include firearms and tobacco.20 In 1942,
the Miscellaneous Tax Unit began collecting fees under the National Firearms Act and the
Federal Firearms Act, with enforcement duties delegated to the ATU. The ATU was
eventually renamed the Alcohol and Tobacco Tax Division (ATTD).2!

In 1968, with the passage of the Gun Control Act, the ATTD’s laboratory was given
responsibility for explosives, and the division was renamed the Alcohol, Tobacco and
Firearms Division of the IRS.22 In 1972, ATF became a bureau within the Treasury
Department. Throughout the 1970s and 1980s, ATF’s responsibilities grew to include arson
investigations and enforcement of wagering laws.23

The Bureau was involved in high-profile incidents such as the sieges at Ruby Ridge (1992)
and Waco (1993), which generated controversy and criticism of ATF’s tactics.24 In 2003,
following the September 11 attacks, the Homeland Security Act moved ATF’s law
enforcement functions to the Department of Justice, while its tax and regulatory functions
remained within the Treasury Department under the newly created Alcohol and Tobacco Tax
and Trade Bureau (T'TB).25

18 Id.

19 Id.

20 Id.

21 Id.

22Gun  Control Act of 1968, Pub. L. No. 90-618, 82 Stat. 1213 (1968),
https://www.govinfo.gov/content/pkg/STATUTE-82/pdf/STATUTE-82-Pg1213-2.pdf.

23 Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), supra note 16.

241J.S. DEP’T OF JUST., Report of The Ruby Ridge Task Force To the Office of Professional Responsibility
of Investigation of Allegations of Improper Governmental Conduct In the Investigation, Apprehension
and Prosecution of Randall C. Weaver and Kevin L. Harris (1994), https://web.archive.org/web/20090
421072705/http:/www.justice.gov/opr/readingroom/rubyreportcover_39.pdf; 2 Agents Suspended in
Waco Raid Are Reinstated, N.Y. TIMES (Dec. 25, 1994), https://www.nytimes.com/1994/12/25/us/2-
agents-suspended-in-waco-raid-are-reinstated.html.

25 Linda Dailey Paulson, Bureau of Alcohol, Tobacco, Firearms, and Explosives, ENCYC. BRITANNICA
(July 3, 2024), https://www.britannica.com/topic/Bureau-of-Alcohol-Tobacco-Firearms-and-Explosives.
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Today, ATF’s mission focuses on preventing violent crime involving firearms and
explosives, investigating illegal trafficking of alcohol and tobacco products, and regulating
the firearms and explosives industries.26 The Bureau has faced ongoing challenges, including
the “Fast and Furious” gun-walking scandal and criticism from gun rights advocates over its
regulatory efforts.2?

II. The ATF’s Firearm Tracing Process

The Gun Control Act of 1968, as amended, requires the ATF to trace firearms used in
crimes to assist law enforcement agencies in identifying suspects.2® When a firearm is
recovered at a crime scene, local law enforcement agencies can submit a trace request to the
ATF’s National Tracing Center (NTC) to identify the firearm’s original purchaser.2® The NTC
receives trace requests through various means, including eTrace (an electronic tracing
system), fax, telephone, and mail.

The process undertaken by local law enforcement and the ATF to trace a firearm 1is
detailed in a 2016 Government Accountability Office (GAO) report. Below is a summary of
the process, which may have changed since 2016:

To initiate a trace, the NTC requires the recovered firearm’s description, including the
manufacturer, model, caliber, and serial number.30 As of 2016, the NTC utilized several
systems to process trace requests, including:

1. Out-of-Business Records Imaging System (OBRIS): A repository of scanned and
digitized records from out-of-business FFLs.

2. Access 2000 (A2K): A system that allows participating FFLs to upload their
electronic disposition records for the NTC to search during a trace.

3. Firearm Recovery Notification Program (FRNP): A system containing data on
firearms suspected of being involved in criminal activity and associated with an
ATF investigation.

26 About ATF, BUREAU OF ALCOHOL, TOBACCO, FIREARMS & EXPLOSIVES, https://www.atf.gov/about.

27 OFFICE OF THE INSPECTOR GEN., U.S. DEP’'TOF JUST., A Review Of ATF’s Operation Fast And Furious
And Related Matters (2012), https://oig.justice.gov/reports/2012/s1209.pdf.

28 18 U.S.C. § 923(g)(1)(B).

29 U.S. GOV'T ACCOUNTABILITY OFF., supra note 9 at 7.

30 Id. at 8.
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4. Multiple Sales (MS): A system that collects data on multiple sales of handguns
and certain rifles.

NTC personnel first conduct automated searches of these systems to find a matching
firearm description. If these searches do not yield a match, an NTC analyst contacts the
manufacturer or importer to determine the firearm’s original disposition.3!

The manufacturer or importer may have sold the firearm to a wholesaler, who in turn
sold it to a retailer. In such cases, the NTC analyst contacts each entity in the chain of
distribution until they identify the retail purchaser. This process often involves contacting
FFLs to obtain the necessary transfer and disposition information.32

If an FFL in the chain of distribution has gone out of business, the NTC analyst must
consult the FFL’s out-of-business records, which are maintained in OBRIS. As of 2016,
OBRIS contained over 285 million firearms records from out-of-business FFLs. These records
are scanned and digitized, but they are not searchable by purchaser name or other personally
identifiable information due to legal restrictions.33

To search the out-of-business records in OBRIS, NTC analysts use the FFL number, date
of sale, and firearm description to narrow down the search. They may need to manually
review thousands of records to find the one matching the trace request. Once the relevant
record is found, the analyst can identify the retail purchaser and provide this information to
the requesting law enforcement agency.34

The time required to complete a trace request varies depending on the complexity of the
case and the availability of records. In fiscal year 2015, the ATF received 373,349 trace
requests and completed 372,992 traces, with an average processing time of 4 to 7 business
days. However, the ATF prioritizes urgent trace requests related to homicides and mass
shootings, which can be completed within 24 hours.35

Throughout the tracing process, the NTC must navigate the complex legal landscape that
restricts the consolidation and centralization of FFL records while striving to provide timely
and accurate information to support law enforcement investigations.

31 1d.
32 Id.
33 Id. at 14.
34 Id.
35 Id.
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III. ATF Forms, Policy Guidance, and Recent Updates

The Gun Control Act of 1968 (GCA) requires Federal Firearms Licensees (FFLs) to
maintain firearms transaction records, including the ATF Form 4473 (Firearms Transaction
Record), at their business premises.3¢ These records are crucial for enabling the ATF to trace
firearms used in crimes. Over the years, the ATF has issued various forms, rulings, and
guidance documents to clarify the requirements for FFLs regarding the completion, storage,
and submission of these records.

A. ATF Form 4473

The ATF Form 4473 is the key document that FFLs must complete when transferring a
firearm to a non-licensee.3” This form captures information about the firearm being
transferred and the transferee’s background, including his or her name, address, date of
birth, race, and ethnicity.

ATF Ruling 2016-2 authorized FFLs to use an electronic Form 4473, provided that certain
conditions were met.3® This ruling, according to the ATF, was aimed at modernizing the
recordkeeping process while ensuring compliance with the GCA’s requirements.3?

B. 2024 Amendment to Defund ATF’s Digital Gun Registry

On July 9, 2024, during the Commerce, Justice, and Science Committee Full Committee
Markup of Fiscal Year 2025, Congressman Andrew S. Clyde (R-Ga.) offered an amendment
to defund the ATF’s ability to continue establishing a digital gun registry.40 After a vigorous
debate, where proponents argued the ATF’s practice violates the Firearm Owners’
Protection Act and opponents stressed the importance of these records for law enforcement,
the amendment passed with a vote of 29 to 25. This amendment’s passage means that it
will be included in the appropriations bill, pending approval by the House, Senate, and

36 Gun Control Act of 1968, Pub. L. No. 90-618, 82 Stat. 1213.

37 4473 Part 1—Firearms Transaction Record Over-The-Counter (ATF Form 5300.9), BUREAU OF
ALCOHOL, TOBACCO, FIREARMS & EXPLOSIVES, https://www.atf.gov/firearms/docs/4473-part-1-
firearms-transaction-record-over-counter-atf-form-53009/download.

38 ATF Ruling 2016-2, Electronic Version of Form 4473 (Apr. 29, 2016).

39 Id.

40 H. Comm. on Appropriations, Press Release, Full Committee Markup of Fiscal Year 2025 Commerce,
Justice, and Science, Interior and Environment, and Energy and Water Development Bills (July 9,
2024), https://appropriations.house.gov/events/markups/full-committee-markup-fiscal-year-2025-
commerce-justice-and-science-interior-and.
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President, potentially impacting how the ATF manages and traces firearm transaction
records.

C. ATF Ruling 2022-01, Electronic Storage of Forms 4473

In August 2022, the ATF issued Ruling 2022-01, which further expands the options
available to FFLs for electronic storage of Forms 4473.4t Under this ruling, FFLs can retain
electronically completed Forms 4473 in an electronic format, as well as digitally scan and
electronically retain paper Forms 4473, subject to specific conditions. These conditions
include:42

e Notifying the ATF before implementing an electronic storage system
e Ensuring that the electronic forms are unalterable and properly backed up

e Providing the ATF with uninterrupted access to the electronic forms during
inspections or traces

e Delivering the electronic forms to the ATF’s Out-of-Business Records Center upon
discontinuance of business

This ruling supersedes previous variances related to electronic storage of Form 4473 and
reflects the ATF’s efforts to accommodate technological advancements while maintaining the
integrity of firearms transaction records.*?

D. Expanded Retention Requirements

In April 2022, as part of a comprehensive gun control strategy, the Biden Administration
issued a final rule that, among other things, modified the record retention requirements for
federally licensed firearms dealers.44 Under this new rule, FFLs must retain key records until
they shut down their business or licensed activity, at which point they must transfer the

41 ATF Rul. 2022-01, supra note 14.

42 [d.

43 Id.

44 The White House, Press Release, Fact Sheet: The Biden Administration Cracks Down on Ghost Guns,
Ensures That ATF Has the Leadership It Needs to Enforce Our Gun Laws (Apr. 11, 2022),
https://www.whitehouse.gov/briefing-room/statements-releases/2022/04/11/fact-sheet-the-biden-
administration-cracks-down-on-ghost-guns-ensures-that-atf-has-the-leadership-it-needs-to-enforce-
our-gun-laws/#:~:text=Apr.%2011%2C%202022-, FACT%20SHEET%3A%20The%20Biden%20Admini
stration%20Cracks%20Down%200n%20Ghost%20Guns,t0%20Enforce%200ur%20Gun%20Laws&tex
t=Today%2C%20President%20Biden%20and%20Deputy,taking%20t0%20combat%20gun%20crime.
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records to the ATF. This is a change from the previous requirement, which allowed FFLs to
destroy most records after 20 years. According to the ATF, this change was made because the
destruction of records after 20 years was making it harder for law enforcement to trace
firearms found at crime scenes, with an average of more than 1,300 firearms per year being
untraceable due to the destruction of records.#®* Forms related to transactions that did not
result in a transfer must be kept separately in alphabetical or chronological order. Paper
forms over 20 years old may be stored at a separate warehouse, which is considered part of
the business premises and subject to ATF inspection.46

The ATF has also provided guidance on other aspects of Form 4473, such as acceptable
forms of identification for purchasers, the timing of signature, and the use of the form for
personal firearms dispositions by FFLs.47

E. New Rule on “Engaged in the Business”

The Biden administration has finalized a rule that expands the definition of who is
considered “engaged in the business” of selling firearms.4® This rule was signed by the
Attorney General on April 10, 2024, based on provisions of the Bipartisan Safer Communities
Act (BSCA).4? The rule clarifies that individuals who sell firearms predominantly to earn a
profit, whether online, at gun shows, or through brick-and-mortar stores, must obtain a
federal firearms license (FFL) and conduct background checks.

The new rule also provides definitions and guidelines to clarify the application of the law .50
For example, it defines terms such as “personal firearms collection” in an attempt to
differentiate between hobbyists and collectors and those engaged in business activities.

45 [d.

46 Id.

47 ATF Form 44783 - Firearms Transaction Record Revisions, BUREAU OF ALCOHOL, TOBACCO, FIREARMS
& EXPLOSIVES (Sep. 15, 2023), https://www.atf.gov/firearms/atf-form-4473-firearms-transaction-
record-revisions; ATF Form 4473 FAQs, BUREAU OF ALCOHOL, TOBACCO, FIREARMS & EXPLOSIVES
(Sep. 22, 2016), https://www.atf.gov/firearms/atf-form-4473-fags.

48 U.S. DEP'T OF JUST., Press Release, Justice Department Publishes New Rule to Update Definition of
“Engaged in the Business” as a Firearms Dealer (Apr. 10, 2024), https://www .justice.gov/opa/pr/justice-
department-publishes-new-rule-update-definition-engaged-business-firearms-dealer.

49 Bipartisan Safer Communities Act, Pub. L. No. 117-159, 136 Stat. 1313 (2022).

50 U.S. DEP’T OF JUST., supra note 48.
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Additionally, the rule describes procedures for FFLs who are going out of business and seeks
to clarify recordkeeping requirements.

On May 19, 2024, a federal district court in Texas granted a temporary restraining order
against the ATF’s new rule.’! Subsequently, on June 11, 2024, the court issued a preliminary
injunction, preventing the ATF from enforcing the rule against certain groups, including
residents of Texas, Louisiana, Mississippi, and Utah, as well as members of Gun Owners of
America, Tennessee Firearms Association, and Virginia Citizens Defense League.52

The court took issue with the ATF’s assertions that a single firearm transaction may
suffice to be considered “engaged in the business,” and that actual profit is not required. The
court held that the rule arbitrarily eviscerates the statutory safe harbor provision for
personal collections. The court also criticized the ATF for requiring firearm owners to prove
innocence rather than the government proving guilt.5? Congress is currently considering joint
resolutions to block the rule entirely and prevent the ATF from issuing similar rules in the
future.>*

IV. Federal Framework and Statutory Prohibitions

Several federal laws and regulations govern the ATF’s recordkeeping practices and
prohibit the establishment of a federal gun registry. This section will discuss each relevant
law in detail, focusing on the specific provisions that relate to the prohibition of a national
gun registry and the ATF’s records retention requirements.

51 Texas v. Bureau of Alcohol, Tobacco, Firearms & Explosives, No. 2:24-CV-89-Z, 2024 WL 2277848
(N.D. Tex. May 19, 2024).

52 Texas v. Bureau of Alcohol, Tobacco, Firearms & Explosives, No. 2:24-CV-089-Z, 2024 WL 2967340,
at 1 (N.D. Tex. June 11, 2024).

53 Id.

54 Aidan Johnston, Four Reasons a Federal Court Found ATF's “Engaged in the Business” Rule to Be
Illegal, GUN OWNERS OF AMERICA (July 8, 2024), https://www.gunowners.org/four-reasons-a-federal-
court-found-atfs-engaged-in-the-business-rule-to-be-illegal. In response to the ATF's rule, Rep.
Andrew Clyde and Sen. John Cornyn have introduced H. J. Res. 144 and S. J. Res. 83, respectively,
which are joint resolutions of disapproval aimed at blocking the ATF rule and preventing the agency
from issuing similar rules in the future. The House Judiciary Committee has already reported the
joint resolution favorably.
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A. Firearm Owners’ Protection Act (FOPA) of 1986

The Firearm Owners’ Protection Act of 1986 (FOPA) explicitly prohibits the
establishment of a national gun registry.?> This prohibition is codified in 18 U.S.C. § 926(a),
which states:

No such rule or regulation prescribed after the date of the enactment of the
Firearm Owners’ Protection Act may require that records required to be
maintained under this chapter or any portion of the contents of such records,
be recorded at or transferred to a facility owned, managed, or controlled by the
United States or any State or any political subdivision thereof, nor that any
system of registration of firearms, firearms owners, or firearms transactions
or dispositions be established.5¢

This provision clearly prohibits the ATF from issuing any rule or regulation that would
require the transfer of FFL records to a government-owned facility or the establishment of a
system for registering firearms, firearm owners, or firearm transactions.

Prior to the enactment of FOPA, the ATF had issued regulations in 1968 requiring FFLs
that went out of business to deliver their records to the federal government within 30 days.?7
FOPA codified this regulatory reporting requirement, affirming the ATF’s authority to collect
out-of-business records. However, the Senate-passed version of FOPA would have prohibited
the ATF from maintaining out-of-business records at a centralized location and from entering
them into a computer for storage or retrieval. This restrictive provision was ultimately
dropped from the final version of the bill passed by Congress.

Finally, in a 1996 report, the GAO concluded that the ATF’s Microfilm Retrieval System,
which was used to maintain out-of-business records at the time, did not violate the FOPA
prohibition on the establishment of a national gun registry.58 The GAO found that the system
did not contain a significant amount of firearm purchaser information and did not aggregate

information beyond what was necessary to implement the Gun Control Act of 1968, as
amended by FOPA.

5 Firearm Owners’ Protection Act, Pub. L. No. 99-308, 100 Stat. 449 (1986).

5 18 U.S.C. § 926.

57 U.S. GOV'T ACCOUNTABILITY OFF., supra note 9 at 6.

58 U.S. GEN. AccT. OFF., GAO/GGD-96-174, Federal Firearms Licensee Data: ATF's Compliance with
Statutory Restrictions (1996), https://www.gao.gov/assets/ggd-96-174.pdf.
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In summary, while FOPA explicitly prohibits the establishment of a national gun registry
and the transfer of FFL records to a government-owned facility, it does allow the ATF to
collect and maintain out-of-business records in a manner consistent with its statutory
responsibilities under the Gun Control Act of 1968.

B. Brady Handgun Violence Prevention Act of 1993

The Brady Handgun Violence Prevention Act of 1993, commonly known as the Brady Act,
does not directly establish a prohibition on a federal gun registry.?® However, it created the
National Instant Criminal Background Check System (NICS) and includes provisions to
ensure that the NICS does not operate as a registry of firearms, firearm owners, or firearm
transactions.

Specifically, 18 U.S.C. § 922(t), which was added by the Brady Act, requires the Attorney
General to ensure that any system performing the functions of the national instant criminal
background check system does not operate as a system for the registration of firearms,
firearm owners, or firearm transactions or dispositions. It further mandates that for firearm
transfers not prohibited by law, the system shall “destroy all records of the system with
respect to the call (other than the identifying number and the date the number was assigned)
and all records of the system relating to the person or the transfer.”60

This provision requires the Attorney General to maintain the NICS in a manner that does
not create a registry of firearms or firearm owners. A 2024 CRS report notes that the Brady
Act also prohibits the use of NICS records to establish any system for the registration of
firearms, firearm owners, or firearm transactions or dispositions, except with respect to
persons prohibited from receiving firearms under federal or state law.6!

In summary, while the Brady Act does not directly prohibit the establishment of a federal
gun registry, it does require the Attorney General to ensure that the NICS does not operate
as a registry of firearms or firearm owners.

59 Brady Handgun Violence Prevention Act, Pub. L. No. 103-159, 107 Stat. 1536 (1993).
60 18 U.S.C. § 922(t)(2)(C).

61 Cohen, supra note 2.
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C. Consolidated Appropriations Acts

In addition to the prohibitions established by the Firearm Owners’ Protection Act (FOPA)
and the Brady Act, Congress has consistently included provisions in the Consolidated
Appropriations Acts to block the use of funds for creating a federal gun registry.

For 34 years, from FY1979 through FY2012, according to a 2024 Congressional Research
Service (CRS) report, Congress attached a proviso to the annual ATF appropriations that
blocked a Carter Administration proposed rule, and any similar rules, that would have
required Federal Firearms Licensees (FFLs) to submit quarterly reports on firearms sales
and dispositions.®? According to the same report, the FY2012 appropriations included the
term “hereafter,” indicating the proviso was intended to apply permanently.53

In its 2016 report, the GAO found that the ATF had violated the appropriations act
restriction when it maintained out-of-business FFL records from its Access 2000 (A2K)
system on a single server and when it collected and maintained records from certain FFLs as
part of a regional program within its Firearm Recovery Notification Program (FRNP) from
2007 through 2009.64

These riders have been used consistently to prevent the ATF from using appropriated
funds to centralize or consolidate records, maintaining a decentralized system of firearm
transaction record-keeping.65

V. Gun Registries—What Are They and What Do They Look Like?

A gun registry is a system used by governments to keep track of firearm ownership within
their jurisdictions. These registries can vary significantly in scope and implementation,
ranging from comprehensive national databases to more limited state-specific systems. Gun
control advocates argue that the purpose of a gun registry is to aid in the tracking and tracing
of firearms, which can be critical for law enforcement in solving crimes and preventing illegal
firearm trafficking.66 To gun rights advocates, however, such registries raise concerns about

62 Id.

63 Id.

64 U.S. GOV'T ACCOUNTABILITY OFF., supra note 9.

65 Id.

66 Registration, GIFFORDS L. CTR., https:/giffords.org/lawcenter/gun-laws/policy-areas/owner-
responsibilities/registration/.
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privacy violations and the potential for government overreach leading to firearm
confiscation.67

According to the 2023 RAND Corporation review of gun policy research, there is currently
inconclusive scientific evidence regarding the effects of firearm sales reporting, recording,
and registration requirements on outcomes such as mass shootings and the gun industry.
The review found that no studies met RAND’s inclusion criteria to evaluate the effects of such
policies on defensive gun use, hunting and recreation, police shootings, suicide, unintentional
injuries and deaths, or violent crime.58

While a national firearm registry does not currently exist in the United States, recent
research has explored technical approaches for implementing an encrypted registry system
that aims to balance public safety benefits with protecting the privacy of gun owners using
cryptographic techniques.$?

A. State Landscape of Gun Registries

In the United States, firearm registration laws differ significantly among states, with
variations in scope and specificity. Some states maintain comprehensive registries that track
all firearm transactions, while others focus on specific firearm types or categories of gun
owners. For instance, California requires the registration of almost all firearms, including
both handguns and long guns. In contrast, other states may only require registration for
handguns or firearms classified as “assault weapons.” Overall, six states plus the District of
Columbia have some form of firearm registration:

67 Dave Kopel, The Catastrophic Consequences of Gun Registration, AM.’S 1ST FREEDOM (Jan. 11, 2016),
https://www.americaslstfreedom.org/content/the-catastrophic-consequences-of-gun-registration/.

68 What Science Tells Us About the Effects of Gun Policies, RAND CORP. (July 16, 2024),
https://www.rand.org/research/gun-policy/key-findings/what-science-tells-us-about-the-effects-of-gun-
policies.html#modalDialog.

69 Seny Kamara et al., A Decentralized and Encrypted National Gun Registry, IACR CRYPTOLOGY
EPRINT ARCHIVE, (2021) https://eprint.iacr.org/2021/107.pdf.
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State Registration Type System Details

California”™ | Comprehensive registry for | Automated Handgun sales since 1991,

all transactions. Firearms long guns since 2014.
System

Hawaii™ Registration of all firearms. | Local law Handguns and long guns

enforcement must be registered.

New York™ | Handguns and “assault Local law Handguns require

weapons.” enforcement registration and a license.

New Handgun registration. Local law Handguns must be

Jerseys enforcement registered.

Maryland’™ | Certain regulated firearms. | State Police Handguns and “assault
weapons” must be
registered.

Michigan | Handgun registration. Local law Sales must be reported.

enforcement

District of | Registration of all firearms. | Metropolitan Long guns and handguns

Columbia7¢ Police must be registered.

Department

B. Country Landscape of Gun Registries

Internationally, many countries have implemented national gun registries that vary in
comprehensiveness and scope. A 2024 review of gun registration policies reports that

70 APPS Database, CAL. ATT'Y GEN.’S OFF., https://www.oag.ca.gov/ogvp/apps-database.
7t Paul Perrone, Firearm Registrations in Hawaii, 2021, HAW. ATT’Y GEN.’S OFF. (Aug. 2022),
https://ag. hawaii.gov/cpja/files/2022/08/Firearm-Registrations-in-Hawaii-2021.pdf.

72 New

York

State Assault

Weapon

https:/firearms.troopers.ny.gov/safeact/welcome.faces.

Registration,

N.Y. STATE POLICE,

78 Application for Firearms Purchaser Identification Card and/or Handgun Purchase Permit, N.J.
STATE POLICE, https://www.njportal.com/NJSP/FARS.

74 Regulated Firearm Applications, Licenses and Permits, MD. STATE POLICE LICENSING PORTAL,
https://licensingportal.mdsp.maryland.gov/MSPBridgeClient/#/home.
75 Firearm Sales Record, MicH. STATE
https://public.powerdms.com/MSP1917/documents/1742579.

76 Firearms Registration and Concealed Pistol Licenses, D.C. METRO. POLICE DEP'T, (Dec. 15, 2023)
https://go.mpdconline.com/GO/GO_902_01.pdf.

PoLICE

(Mar. 2024),
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Australia, Canada, France, Germany, Italy, Japan, and the United Kingdom have
established detailed registries that track the ownership and transfer of firearms.”” Other
notable countries that have implemented some form of firearm registration include Brazil,
China, India, Mexico, and South Africa.”

By examining the state and country landscapes, we can see the varying degrees of
registration and control implemented. These comparisons provide a framework to evaluate
the current state of the ATF’s storage and maintenance of ATF Form 4473, and whether it
constitutes a de facto gun registry.

C. Characteristics of a Registry

Based on a review of the above state and national registries, a United States national gun
registry would likely have the following characteristics:

77 National Firearms Register, ATTY-GEN.S DEP'T, https://www.ag.gov.au/crime/drugs-and-
firearms/firearms/national-firearms-register. Registration, ROYAL CANADIAN MOUNTED POLICE,
https://www.rcmp-gre.ge.ca/en/firearms/registration; Hannah Thompson, How to Declare Possession of
a Gun in France, CONNEXION (Oct. 31, 2023), https://www.connexionfrance.com/news/how-to-declare-
possession-of-a-gun-in-france/131640#:\~:text=The%20S1A%201s%20intended%20to, Who%20must%
20register?; Marko Pflipsen, The German National Firearms Register: “Advantages and Challenges
from the German Perspective”, FED. OFF. OF  ADMIN. (June 3, 2015),
https://www.bva.bund.de/SharedDocs/Downloads/DE/Aufgaben/InternationalessfUNODA_Konferenz_
Praesentation_ NWR.pdf?__blob=publicationFile&v=2; National Report on the Implementation of
Programme of Action (PoA) to Prevent, Combat and Eradicate the Illicit Trade in Small Arms and
Light Weapons in All Its Aspects, MINISTRY OF FOREIGN AFFS. OF JAPAN (Mar. 2006),
https://www.mofa.go.jp/policy/un/disarmament/weapon/report0306.html; National Firearms Register,
HL Deb (July 2004) (664) col. WA88 (UK), https://hansard.parliament.uk/Lords/2004-07-
22/debates/6f6a2f3f-a742-427c-b104-84a67c121db4/NationalFirearmsRegister.

78 Chase Harrison et al., Explainer: Gun Laws in Latin America’s Largest Economies, AMS.
Soc’Y/COUNCIL OF THE AMS. (AMERICAS SOCIETY/COUNCIL OF THE AMERICAS) (Mar. 29, 2023),
https://www.as-coa.org/articles/explainer-gun-laws-latin-americas-largest-economies; India to Have
National Database for Gun Holders, XINHUANET (July 17, 2018),
http://www.xinhuanet.com/english/2018-07/17/c_137331103.htm; David B. Kopel, Mexico’s Gun-
Control Laws: A Model for the United States, 18 TEX. REV. L. & PoL. 27, 37 (2013).; Claire Taylor et
al., The State of the Central Firearms Registry in South Africa: Challenges and Opportunities, AFR.
POLICING CIVILIAN OVERSIGHT F. (June 2023), https://apcof.org/wp-content/uploads/the-state-of-the-
central-firearms-registry-in-south-africa-challenges-and-opportunities-claire-taylor-guy-lamb-
haylene-bossau-and-tarryn-bannister.pdf.
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1. Centralized Database

A key characteristic of a national gun registry is a centralized database. This database
consolidates all information related to firearm ownership and transactions into a single
system. It aggregates data from various sources, such as purchases, transfers, and
registrations, while maintaining detailed records of each firearm, including make, model,
serial number, and purchase history. This centralization is fundamental to the structure of
a registry, allowing for comprehensive and organized management of firearm ownership
information across the country.

2. Detailed Owner and Firearm Information

Another defining characteristic of a national gun registry is the collection of detailed
owner and firearm information. This includes comprehensive personal details of gun owners
such as name, address, date of birth, and unique identifiers. Additionally, the registry would
record specific data about each firearm, including make, model, serial number, caliber, type,
and purchase date. This level of detail is crucial for uniquely identifying both the owner and
the firearm.

3. Transaction Records and Historical Data

A national registry would likely include details about firearm transactions, such as the
identities of the seller and buyer, the date of sale, and the location of the transaction. These
records help maintain a history of ownership for each firearm. The ATF’s current practice of
digitizing out-of-business records and maintaining a database of firearm transactions raises
questions about whether this constitutes a form of a registry, even if it is not easily
searchable.

4. Legal Compliance and Penalties

States and countries with firearm registries often have stringent legal requirements for
registration, with non-compliance resulting in penalties such as fines and criminal charges.
These regulations aim to ensure that firearm owners adhere to the laws. Some jurisdictions
provide exemptions for certain individuals, such as law enforcement officers and military
personnel.

www firearmsresearchcenter.org | FRC@uwyo.edu
1000 East University Avenue | Laramie, WY 82071
Working Paper



College of Law

Firearms Research Center August 19, 2024 | 19

LW

5. Additional Verification Measures

Some states and countries require additional verification measures such as fingerprints
and photographs of the firearm owner to ensure the accuracy and integrity of the registry.
Washington, D.C., is an example where such measures are implemented.?

VI. Arguments For and Against the ATF’s Digitization of Form 4473s
A. ATF Arguments for Digitization

The ATF’s efforts to digitize Form 4473 records could be supported by arguments related
to regulatory compliance, efficiency, public safety, and the need to modernize record-keeping
practices without violating statutory prohibitions against a national firearms registry.

1. Regulatory Compliance

Firstly, digitizing Form 4473 records helps ensure that Federal Firearms Licensees
(FFLs) comply with federal laws and regulations. The Gun Control Act and associated
regulations mandate that FFLs maintain records of firearm transactions until they go out of
business, at which point the records must be transferred to the ATF. Arguably, digitizing
these records merely updates the method of compliance without altering the underlying
obligations. In Abramski v. United States (2014), the Supreme Court emphasized the
importance of accurate record-keeping in ensuring the lawfulness of firearm sales, rejecting
the argument that a false statement on Form 4473 was immaterial if the actual buyer was
legally eligible to purchase a firearm.8® The Court stated that such misrepresentations
undermine the entire regulatory scheme designed to control firearm sales. By digitizing Form
4473 records, the ATF believes it can more effectively prevent misrepresentations and
enhance the overall effectiveness of the regulatory framework.

2. Efficiency and Accuracy

Digitizing records can improve the accuracy and efficiency of record-keeping, allowing
errors and inconsistencies to be more easily identified and corrected. Digital storage aids in
rapid retrieval during compliance inspections and investigations, eliminating the need for
extensive manual searches. The importance of efficient and accurate record-keeping was

9 Eligibility Requirements to Register a Firearm, METRO. PoLICE DEpP’T,

https://mpdc.dc.gov/pageleligibility-requirements-register-firearm.
80 Abramski v. United States, 573 U.S. 169 (2014).
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recognized in NRA v. Reno, where the temporary retention of firearm transaction records in
an electronic database for audit purposes was held to be a reasonable construction of the
Brady Act.8! The court acknowledged the importance of maintaining the integrity and
security of the background check system. Similarly, digitizing Form 4473 records can help
the ATF efficiently audit FFLs.

3. Public Safety and Law Enforcement

In addition to regulatory compliance and efficiency, the ATF could argue that maintaining
accurate records, including digitized versions, enhances public safety by enabling law
enforcement to trace firearms involved in crimes back to the original point of sale. While no
case directly addresses the digitization of Form 4473, several cases highlight the importance
of firearm tracing in criminal investigations. For instance, in United States v. Biswell (1972),
the Supreme Court recognized the need for regulatory inspections of firearm dealers to
prevent violent crime and protect the public.82 By digitizing Form 4473 records, the ATF can
assist law enforcement in tracing firearms and identifying potential straw purchases or other
illegal transactions, ultimately contributing to public safety.

4. Noncreation of a National Registry

Finally, the ATF would maintain that digitizing records held and created by individual
FFL holders does not constitute the creation of a national firearms registry, which is
prohibited by law. Each FFL holder would retain their records independently, and the ATF
does not centrally compile these records into a comprehensive database. This argument finds
support in NRA v. Reno (2000), where the D.C. Circuit held that the temporary retention of
firearm transaction records in an electronic database for audit purposes did not violate the
statutory prohibition on creating a national firearms registry.®? The court noted that the
information in the database was not comprehensive enough to constitute a registry and was
used solely for auditing and quality control purposes. If the ATF implements the digitization
of Form 4473 records in a decentralized manner without consolidating the records into a
single database, it would arguably not run afoul of the prohibition on a national registry.

81 Nat’l Rifle Ass’n v. Reno, 216 F.3d 122 (D.C. Cir. 2000).
82 United States v. Biswell, 406 U.S. 311 (1972).
83 Nat’l Rifle Ass’n, 216 F.3d at 137.
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B. Arguments Against the ATF’s Digitization Efforts

1. Violation of 18 U.S.C. § 926(a)

One of the primary arguments against the ATF’s efforts to digitize Form 4473 records is
that it may violate 18 U.S.C. § 926(a), which explicitly prohibits the creation of a national
firearms registry.8* Critics would argue that the digitization of Form 4473 and the retention
of records beyond the mandatory 20-year period create the functional equivalent of a national
registry. The digitization and centralized access to these records could be an effective national
registry, which 18 U.S.C. § 926(a) seeks to prevent.

In Haynes v. United States (1968), the Supreme Court ruled that the requirement to
register a firearm under the National Firearms Act violated the Fifth Amendment’s privilege
against self-incrimination for individuals who unlawfully possess unregistered firearms.85
Although the case dealt with a different statute, it highlights the sensitivity surrounding
firearm registration and the potential for such requirements to infringe constitutional rights.

By digitizing Form 4473 records and retaining them beyond the statutorily mandated
period, the ATF may be creating a de facto registry that runs counter to the intent of 18
U.S.C. § 926(a).

2. Fourth Amendment Concerns

Another argument against the ATF’s digitization efforts is that the prolonged retention
and digitization of firearms transaction records could constitute an unreasonable search,
violating the Fourth Amendment. Firearm purchasers have a reasonable expectation of
privacy regarding their transaction records, especially considering the sensitive nature of the
information contained in Form 4473.

In United States v. Jones (2012), the Supreme Court noted that the Fourth Amendment’s
protection of privacy is not limited to physical intrusions, but also includes expectations of
privacy that society recognizes as reasonable, stating that:

We have embodied that preservation of past rights in our very definition of
“reasonable expectation of privacy” which we have said to be an expectation
that has a source outside of the Fourth Amendment, either by reference to

84 18 U.S.C. § 926.
85 Haynes v. United States, 390 U.S. 85 (1968).

www firearmsresearchcenter.org | FRC@uwyo.edu
1000 East University Avenue | Laramie, WY 82071
Working Paper



College of Law

Firearms Research Center August 19, 2024 | 22

LW

concepts of real or personal property law or to understandings that are
recognized and permitted by society.s6

By digitizing and retaining Form 4473 records indefinitely, the ATF may be infringing
upon the privacy rights of firearm purchasers, subjecting them to a form of long-term
surveillance without their consent or a valid warrant. This concern is heightened by the fact
that the ATF’s actions exceed the original 20-year record retention requirement, further
eroding firearm purchasers’ expectations of privacy.

3. Administrative Overreach and Non-Delegation Doctrine

The ATF’s expansion of record-keeping requirements and digitization efforts may also
constitute an overreach of administrative power, conflicting with the nondelegation doctrine.
This doctrine holds that Congress cannot delegate its legislative power to another branch of
government, and any delegation must be accompanied by an “intelligible principle” to guide
the delegee’s exercise of authority. In Gundy v. United States (2019), the Supreme Court
considered whether a provision of the Sex Offender Registration and Notification Act
(SORNA) violated the nondelegation doctrine by giving the Attorney General broad authority
to “specify the applicability” of SORNA’s registration requirements to pre-Act offenders.
While a plurality of the Court ultimately upheld the provision, it did so only after interpreting
it narrowly to avoid nondelegation concerns.8” The plurality found that SORNA required the
Attorney General to apply the registration requirements to pre-Act offenders “as soon as
feasible,” thus providing an intelligible principle to guide the Attorney General’s discretion.
However, as Justice Gorsuch noted in dissent, the statute itself contained no such feasibility
standard, and the Attorney General had repeatedly asserted his authority to “balance public
safety and other factors in exercising his discretion.”8 If the ATF’s digitization and record-
keeping requirements for Form 4473 lack a clear intelligible principle from Congress and
instead reflect broad policy decisions made by the agency itself, they may run afoul of the
nondelegation doctrine as understood by at least three Justices in Gundy.

86 United States v. Jones, 565 U.S. 400, 408 (2012) (quoting Minnesota v. Carter, 525 U.S. 83, 88
(1998)).

87 Gundy v. United States, 139 S. Ct. 2116 (2019).

88 Id.
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4. Infringement on Second Amendment Rights through a Chilling Effect

Finally, the ATF’s digitization and prolonged retention of firearm transaction records may
constitute an infringement on Second Amendment rights by creating a chilling effect on
lawful gun ownership and transactions. The fear of long-term surveillance and record
retention could deter individuals from exercising their constitutionally protected right to bear
arms. In Lamont v. Postmaster General (1965), the Supreme Court struck down a law
requiring the Post Office to detain and destroy unsealed mail containing communist
literature unless the addressee specifically requested its delivery, recognizing that this
requirement had a chilling effect on the exercise of First Amendment rights.8? Similarly, in
NAACP v. Alabama (1958), the Court held that compelled disclosure of affiliation with groups
engaged in advocacy might constitute an effective restraint on freedom of association, noting
that “inviolability of privacy in group association may in many circumstances be
indispensable to preservation of freedom of association, particularly where a group espouses
dissident beliefs.”® While these cases dealt with the First Amendment, the principle of
protecting privacy to avoid chilling the exercise of constitutional rights is applicable to the
Second Amendment. Digitizing and retaining Form 4473 records may discourage lawful
firearm ownership and infringe upon the Second Amendment rights of law-abiding citizens.

Conclusion

The ATF’s digitization of Form 4473 records has sparked a complex debate, pitting
arguments for improved regulatory compliance, efficiency, and public safety against concerns
over the creation of a de facto national firearms registry, violations of privacy rights,
administrative overreach, and the potential infringement of Second Amendment rights. It is
essential to carefully consider the implications of the ATF’s actions and to strike a balance
between the government’s legitimate interests and the protection of individual liberties.

The relevant case law, while not directly addressing the digitization of Form 4473,
provides a framework for evaluating the constitutional and statutory issues at play. As the
debate continues, policymakers and legal experts must thoroughly examine the ATF’s
practices to ensure compliance with federal laws, such as 18 U.S.C. § 926(a), and to safeguard
against any potential infringements upon the rights guaranteed by the Second and Fourth
Amendments.

89 Lamont v. Postmaster General, 381 U.S. 301 (1965).
90 NAACP v. Alabama, 357 U.S. 449, 462 (1958).
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APPENDIX: Overview of Relevant Case Law

Below 1is a list of cases that touch on or could relate to legal firearms registry issues, or
related concerns on the Second Amendment, privacy and other issues. This is not a
comprehensive list of relevant case law, just a starting point for further research.

I. A. Firearm Registry and Record-Keeping Specific Cases

National Rifle Ass’n v. Reno (D.C. Cir. 2000)°!

Issue: Whether the temporary retention of data generated during background checks of
prospective firearm purchasers by the FBI, as mandated by the Brady Handgun Violence
Prevention Act, violates the statutory requirements of immediate destruction of personal
information related to lawful firearm transactions.

Rule: The Brady Handgun Violence Prevention Act (Brady Act) requires the Attorney
General to establish a national instant criminal background check system (NICS) to check
the backgrounds of prospective gun purchasers. The Act includes provisions that:

1. Mandate the destruction of records related to lawful firearm transactions (18
U.S.C. § 922(t)(2)(C)).

2. Prohibit the government from requiring any record generated by the NICS to be
recorded at or transferred to a government facility (Brady Act § 1033)(1)).

3. Forbid the use of the NICS to establish any system for the registration of firearms,
firearm owners, or firearm transactions (Brady Act § 103(1)(2)).

Application: The NRA argued that the Brady Act requires the immediate destruction of
all records related to lawful firearm transactions, asserting that any retention, even for a
temporary period, violates the Act. They contended that the temporary retention for auditing
purposes effectively establishes a de facto registry, which is prohibited.

The Attorney General interpreted the Act to permit the temporary retention of data for
audit purposes to ensure the accuracy and security of the NICS. The regulation allowed for
the retention of records in an automated “Audit Log” for up to six months, arguing that this
was necessary to protect against misuse and to perform quality control checks.

91 216 F.3d 122 (D.C. Cir. 2000).
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The court examined the statutory language of 18 U.S.C. § 922(t)(2)(C), noting that it does
not explicitly state “immediate” destruction, suggesting ambiguity regarding the timing of
record destruction. Legislative history indicated that the final version of the Act did not
include the term “immediately,” which was initially present in the House version, reflecting
ambiguity in congressional intent.

The court applied the two-part test from Chevron U.S.A. Inc. v. Natural Resources Defense
Council, Inc.:9?

1. Chevron Step One: Determine whether Congress has directly spoken to the precise
question at issue. The court found that Congress had not unambiguously required
immediate destruction of records.

2. Chevron Step Two: Determine whether the agency’s interpretation is based on a
permissible construction of the statute. The court found the Attorney General’s
interpretation reasonable, emphasizing that auditing is essential for maintaining
the integrity and security of the NICS.

The court noted that the temporary retention did not create a “system for the registration
of firearms, firearm owners, or firearm transactions,” as the information in the Audit Log
was strictly for auditing and quality control purposes and was not comprehensive enough to
constitute a registry.

Conclusion: The court held that the Brady Act does not unambiguously require the
immediate destruction of records related to lawful firearm transactions. It affirmed that the
Attorney General’s interpretation to allow temporary retention of records for audit purposes
was a permissible construction of the statute. Therefore, the temporary retention of data in
the NICS Audit Log for up to six months does not violate the statutory requirements or
establish an unlawful gun registry.

Abramski v. United States (U.S. 2014)%3

Issue: Whether a false statement on ATF Form 4473 about the actual buyer of a firearm
1s material to the lawfulness of the sale under 18 U.S.C. § 922(a)(6) and whether it constitutes
a violation under 18 U.S.C. § 924(a)(1)(A).

92 Chevron U.S.A. Inc. v. Nat. Res. Def. Council, Inc., 467 U.S. 837 (1984), overruled by Loper Bright
Enters. v. Raimondo, 144 S. Ct. 2244 (2024).
93 573 U.S. 169 (2014).
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Rule: 18 U.S.C. § 922(a)(6) makes it unlawful to make any false or fictitious statement
intended to deceive a licensed firearms dealer about any fact material to the lawfulness of a
firearm sale.

18 U.S.C. § 924(a)(1)(A) makes it unlawful to knowingly make any false statement with
respect to information required by the Gun Control Act to be kept in the records of a licensed
firearms dealer.

Application: Bruce Abramski, a former police officer, purchased a Glock 19 handgun for
his uncle, Angel Alvarez. Abramski falsely stated on ATF Form 4473 that he was the actual
buyer of the firearm. Despite his uncle being legally eligible to own a firearm, Abramski’s
representation was found to be false. The firearm transaction involved Abramski filling out
Form 4473, falsely answering Question 11.a, and certifying the accuracy of his statements
under penalty of law.

Abramski’s false statement was material because it concealed the identity of the true
purchaser, thereby preventing the dealer from fulfilling legal requirements such as verifying
the actual buyer’s identity and conducting the necessary background check.

He argued that his false statement was not material because his uncle, the actual buyer,
was legally eligible to purchase a firearm. Additionally, Abramski contended that the false
statement did not pertain to information that a dealer is statutorily required to maintain.

The Supreme Court emphasized that the statutory provisions require accurate record-
keeping to ensure the lawfulness of firearm sales. The identity of the actual purchaser is
critical because it affects the dealer’s ability to verify the buyer’s eligibility.

The Court rejected Abramski’s argument, stating that even if the actual buyer is eligible
to own a firearm, the false statement undermines the entire regulatory scheme designed to
control firearm sales. The misrepresentation on Form 4473 of the actual buyer prevents the
dealer from performing the required background checks and maintaining accurate records.

The Court held that Abramski’s false statement about the actual purchaser was material
to the legality of the sale under § 922(a)(6). The misrepresentation impeded the dealer’s
ability to comply with federal requirements, thus making it material.

The Court also held that the false statement on Form 4473 violated § 924(a)(1)(A) because
it pertained to information that the dealer is required to keep under the Gun Control Act.
Form 4473, including the question about the actual buyer, is part of the mandatory records
a dealer must maintain.
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Conclusion: Bruce Abramski’s conviction under both 18 U.S.C. § 922(a)(6) and 18 U.S.C.
§ 924(a)(1)(A) was affirmed. The false statement about the actual buyer was found to be
material to the lawfulness of the firearm sale and pertained to information required to be
kept by the licensed dealer.

United States v. Cox (10th Cir. 2018)%4

Issue: Whether the possession and transfer of unregistered suppressors and short-
barreled rifles are protected under the Second Amendment, and whether reliance on Kansas’s
Second Amendment Protection Act (SAPA) can provide a defense against federal prosecution
under the National Firearms Act (NFA).

Rule: The Second Amendment protects the right to keep and bear arms. The right is not
unlimited and does not extend to all types of weapons or their accessories.

The National Firearms Act (NFA) requires the registration of certain firearms, including
suppressors and short-barreled rifles. It also imposes taxes on the manufacture and transfer
of these firearms.

Kansas’s Second Amendment Protection Act (SAPA) purports to exempt firearms and
accessories made and kept within Kansas from federal regulation under Congress’s
interstate commerce power.

Application: The court ruled that suppressors are not “bearable arms” but are
accessories. The Second Amendment, according to Heller, protects bearable arms, not
accessories. Hence, suppressors do not fall under Second Amendment protection.%

The court found short-barreled rifles to be dangerous and unusual, not typically used by
law-abiding citizens for lawful purposes, and thus not protected under the Second
Amendment as established in Heller.

The NFA’s requirements for registration and taxation of firearms dealers and
manufacturers are lawful regulatory measures. Since suppressors are not protected as
bearable arms, their manufacture and sale are not protected under the Second Amendment.

The court held that federal law preempts state law under the Supremacy Clause.
Therefore, SAPA cannot shield individuals from federal firearms regulations.

94 906 F.3d 1170 (10th Cir. 2018).
95 District of Columbia v. Heller, 554 U.S. 570 (2008).
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Generally, ignorance or mistake of law is not a defense to criminal prosecution. The court
found that reliance on SAPA was unreasonable because state law cannot override federal
law. Additionally, the NFA is a valid exercise of Congress’s taxing power, and SAPA’s
misrepresentation on the scope of federal law does not provide a valid defense.

Conclusion: The court affirmed the convictions of Shane Cox and Jeremy Kettler,
concluding that:

1. The NFA is a valid exercise of Congress’s taxing power and does not infringe upon
Second Amendment rights regarding suppressors and short-barreled rifles.

2. Suppressors do not merit Second Amendment protection as they are accessories,
not bearable arms.

3. The SAPA does not provide a valid defense against federal prosecution under the
NFA.

4. Therefore, the possession and transfer of unregistered suppressors and short-
barreled rifles are not protected under the Second Amendment, and reliance on
conflicting state law (SAPA) does not exempt individuals from complying with
federal law.

United States v. Marzzarella (3d Cir. 2010)%

Issue: Does 18 U.S.C. § 922(k), which prohibits possession of a firearm with an obliterated
serial number, violate the Second Amendment right to keep and bear arms?

Rule: The Second Amendment provides an individual right to keep and bear arms, but
this right is not absolute. Laws that burden this right must be evaluated under the
appropriate level of scrutiny, depending on the nature of the burden.

Application: The court applied a two-step approach from Heller: first, determine if the law
burdens conduct within the scope of the Second Amendment; if so, apply the appropriate level
of scrutiny.

The court acknowledged the individual right to keep and bear arms for self-defense but
emphasized that this right is not unlimited and does not extend to all types of weapons or all
forms of possession.

9 614 F.3d 85 (3d Cir. 2010).
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The court decided to apply intermediate scrutiny rather than strict scrutiny because §
922(k) is a regulatory measure that does not severely burden the core right to possess
firearms for self-defense in the home.

Intermediate scrutiny requires that the law be substantially related to an important
governmental interest.

The court identified the government’s interest in crime prevention and the ability to trace
firearms via serial numbers as important and substantial. Firearms without serial numbers
hinder law enforcement efforts to trace weapons involved in crimes.

The court found that § 922(k) is narrowly tailored to achieve the government’s interest
because it specifically targets firearms made less traceable by the removal of serial numbers.
The statute does not burden more possession than necessary, as it leaves open the possession
of all other lawful firearms with intact serial numbers.

Conclusion: The court concluded that 18 U.S.C. § 922(k) does not violate the Second
Amendment. The law was deemed to pass constitutional muster under both intermediate and
strict scrutiny due to its substantial relation to the important governmental interest of aiding
law enforcement in tracing firearms and preventing crime. Marzzarella’s conviction under §
922(k) was thus affirmed.

Haynes v. United States (U.S. 1968)7

Issue: Does the requirement to register a firearm under the National Firearms Act violate
the Fifth Amendment’s privilege against self-incrimination for individuals who possess
unregistered firearms?

Rule: The Fifth Amendment protects individuals from being compelled to provide self-
incriminating information. The National Firearms Act requires individuals to register
possession of certain firearms, with noncompliance subject to criminal penalties.

Application: Haynes was charged under 26 U.S.C. § 5851 for possessing an unregistered
firearm. The registration requirement under 26 U.S.C. § 5841 mandates that individuals
possessing certain firearms register them with the Secretary of the Treasury. The court noted
that the requirement to register firearms was primarily aimed at individuals who likely
obtained firearms without complying with legal requirements and were thus immediately

97390 U.S. 85 (1968).
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threatened with criminal prosecution. This group is inherently suspected of criminal
activities.

Registering a firearm requires disclosing personal information, which could directly
incriminate the registrant by providing evidence of illegal possession or transfer of the
firearm. The court emphasized that compelling individuals to register their firearms under
these circumstances effectively forces them to admit to illegal possession or transfer, which
violates the Fifth Amendment protection against self-incrimination.

The Court determined that the registration requirement under § 5841 and the possession
offense under § 5851 are not meaningfully distinguishable in terms of their impact on Fifth
Amendment rights. Both compel individuals to provide information that could be used to
prosecute them.

The Court rejected the government’s argument that the statute’s purpose was merely
regulatory and non-criminal, noting that the area of inquiry was heavily permeated with
criminal statutes.

Conclusion: The Court held that a proper claim of the Fifth Amendment privilege against
self-incrimination provides a full defense to prosecutions for failure to register under § 5841
or for possession of an unregistered firearm under § 5851. Thus, Haynes’ conviction was
reversed.

United States v. Freed (U.S. 1971)%8

Issue: Does the amended National Firearms Act, which does not require the transferee to
register the firearm and does not demand proof of the transferee’s awareness of the firearm’s
unregistered status, violate the Fifth Amendment’s protection against self-incrimination and
due process requirements?

Rule: The Fifth Amendment provides that no person shall be compelled in any criminal
case to be a witness against himself. Due process under the Fifth Amendment requires that
criminal statutes must not be vague and must provide fair notice of what is prohibited.

Application: Following Haynes v. United States, the National Firearms Act was amended
to address the self-incrimination issue. Under the amended Act, only the transferor, not the
transferee, is required to register the firearm.

98 401 U.S. 601 (1971).
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The transferor must provide their identity, describe the firearm, and include the
transferee’s information supported by fingerprints and a photograph.

The amended Act provides that no information or evidence provided in compliance with
the Act can be used as evidence against the registrant or applicant in a criminal proceeding
with respect to a violation of law occurring prior to or concurrently with the filing of the
application or registration.

This statutory change protects against the risk of self-incrimination, as the transferee
does not and cannot register, and the information is not disclosed to other authorities.

The Act makes it unlawful for any person “to receive or possess a firearm which is not
registered to him.” This provision does not require proof that the defendant knew the firearm
was unregistered.

The court held that the statute is a regulatory measure concerning public safety, and it
does not require specific intent or knowledge that the firearm was unregistered.

The ruling aligns with previous cases (e.g., United States v. Balint), where public safety
laws were upheld despite the lack of a specific intent requirement. The court emphasized
that possessing hand grenades, inherently dangerous items, imposes a duty to ensure they
are lawfully registered.

Conclusion: The amended National Firearms Act does not violate the Fifth Amendment’s
protection against self-incrimination as it significantly alters the scheme invalidated in
Haynes, ensuring that only lawful possessors are required to register and protecting
registrants from incrimination for past violations. Additionally, the Act does not contravene
due process requirements, as the absence of a scienter requirement in this regulatory public
safety statute is permissible. The indictment of Freed under the amended Act is valid, and
his conviction was upheld.

99 United States v. Balint, 258 U.S. 250 (1922).
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II. First Amendment Cases (Chilling Effect)

Lamont v. Postmaster General (U.S. 1965)100

Issue: Is Section 305(a) of the Postal Service and Federal Employees Salary Act of 1962
constitutional under the First Amendment when it requires the Postmaster General to detain
and deliver “communist political propaganda” only upon the addressee’s affirmative request?

Rule: The First Amendment protects the right to receive information and ideas. The
government cannot impose affirmative obligations or inhibit the exercise of First Amendment
rights, even if the intrusion is minor. Only a compelling governmental interest can justify
limiting First Amendment freedoms.

Application: The Court found that the Act, as construed and applied, placed an
unjustifiable burden on the addressee’s First Amendment rights. By requiring the addressee
to request in writing that the mail be delivered, the Act was likely to have a deterrent effect,
especially on those in sensitive positions. The Court rejected the government’s argument that
the statute only caused a minor inconvenience, stating that inhibition as well as prohibition
against the exercise of First Amendment rights is a power denied to the government.

Conclusion: The Supreme Court held that Section 305(a) of the Postal Service and Federal
Employees Salary Act of 1962, as construed and applied, was unconstitutional because it
required an official act (returning the reply card) as a limitation on the unfettered exercise
of the addressee’s First Amendment rights. The affirmative obligation imposed on the
addressee amounted to an unconstitutional abridgment of First Amendment rights.

NAACP v. Alabama (U.S. 1958)101

Issue: Does Alabama’s compelled disclosure of the NAACP’s membership lists violate the
Due Process Clause of the Fourteenth Amendment, as it may restrain the members’ freedom
of association?

Rule: The Fourteenth Amendment’s Due Process Clause encompasses the right to
freedom of association. Compelled disclosure of affiliation with groups engaged in advocacy
may constitute an effective restraint on this right. The state must demonstrate a compelling
interest to justify such disclosure.

100 381 U.S. 301 (1965).
101 357 U.S. 449 (1958).
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Application: The NAACP made an uncontroverted showing that revelation of its
members’ identities exposed them to economic reprisal, loss of employment, threats, and
public hostility. The Court found that Alabama’s compelled disclosure of membership lists
was likely to adversely affect the NAACP members’ ability to pursue their collective effort to
foster beliefs. Alabama failed to show a controlling justification for the deterrent effect on the
members’ free enjoyment of their right to associate.

Conclusion: The Supreme Court held that the NAACP members’ immunity from state
scrutiny of membership lists was related to their right to pursue lawful interests privately
and associate freely, thus falling within the protection of the Fourteenth Amendment.
Alabama did not demonstrate a compelling interest to justify the deterrent effect disclosure
would have on the members’ right to associate. The judgment of civil contempt against the
NAACP for refusing to disclose its membership lists was reversed.

III. Second Amendment Cases (Gun Ownership Rights)

District of Columbia v. Heller (U.S. 2008)102

Issue: Does the District of Columbia’s ban on handgun possession in the home violate the
Second Amendment?

Rule:

1. The Second Amendment protects an individual right to possess a firearm
unconnected with service in a militia, and to use that arm for traditionally lawful
purposes, such as self-defense within the home.

2. The right secured by the Second Amendment is not unlimited. Prohibitions on
carrying concealed weapons, possession by felons and the mentally ill, carrying in
sensitive places like schools and government buildings, and conditions on the
commercial sale of arms are presumptively lawful.

Application: The District’s ban on handgun possession in the home amounts to a
prohibition on an entire class of “arms” that Americans overwhelmingly choose for the lawful
purpose of self-defense. This ban applies even in the place where the importance of the lawful
defense of self, family, and property is most acute—the home. Under any of the standards of

102 554 U.S. 570 (2008).
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scrutiny applied to enumerated constitutional rights, this prohibition would fail
constitutional muster.

The District’s requirement that any lawful firearm in the home be disassembled or bound
by a trigger lock makes it impossible for citizens to use arms for the core lawful purpose of
self-defense. This requirement effectively negates the right to keep and bear arms in the
home for self-defense and is hence unconstitutional.

Conclusion: The District of Columbia’s ban on handgun possession in the home violates
the Second Amendment. Assuming Heller is not disqualified from exercising Second
Amendment rights, the District must permit him to register his handgun and must issue him
a license to carry it in the home.

McDonald v. City of Chicago (U.S. 2010)103

Issue: Does the Second Amendment right to keep and bear arms recognized in Heller
apply to state and local governments through the Fourteenth Amendment’s Due Process
Clause?

Rule: The Court had previously held that most, but not all, of the Bill of Rights’ provisions
were incorporated against the states through the Due Process Clause. The standard for
incorporation is whether a right is fundamental to our scheme of ordered liberty and system
of justice.

Application: The Court examined the historical evidence and found that the right to keep
and bear arms was considered fundamental, particularly during the Reconstruction era when
the Fourteenth Amendment was ratified. The Framers of the Fourteenth Amendment
considered the right to keep and bear arms among the fundamental rights necessary to our
system of ordered liberty. The Freedmen’s Bureau Act of 1866 and the Civil Rights Act of
1866 aimed to protect the right to keep and bear arms from state infringement. Historical
sources, including statements from Members of Congress and commentaries from the
Reconstruction era, support the understanding that the Fourteenth Amendment was
intended to incorporate the Second Amendment right against the states.

The Court noted that in Presser v. Illinois, 116 U.S. 252 (1886), which was decided after
the Slaughter-House Cases, the Court reaffirmed that the Second Amendment applies only
to the federal Government.’°¢ However, the Court's decision in Heller, recognizing an

103 561 U.S. 742 (2010).
104 Presser v. Illinois, 116 U.S. 252 (1886); Slaughter-House Cases, 83 U.S. (16 Wall.) 36 (1873).
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individual right to keep and bear arms, casts doubt on the continuing validity of Presser's
reasoning. The Court concluded that Presser and other cases from that era do not preclude
incorporation of the Second Amendment right through the Due Process Clause.

The plurality opinion relied on the Due Process Clause for incorporation, rejecting the
petitioners’ argument to overrule the Slaughter-House Cases and incorporate the Second
Amendment through the Privileges or Immunities Clause. The Court applied the standard
for selective incorporation, asking whether the right to keep and bear arms is fundamental
to our scheme of ordered liberty and system of justice. The Court concluded that the Second
Amendment right recognized in Heller meets this longstanding standard and should be
incorporated against the states.

Conclusion: The Second Amendment right to keep and bear arms recognized in Heller is
incorporated against the states through the Fourteenth Amendment’s Due Process Clause.
The historical evidence supports the fundamental nature of this right, and the Court’s
precedents do not preclude incorporation through the selective incorporation doctrine. State
and local governments are now bound to respect this individual right, subject to the same
standards that apply to the federal government under Heller.

United States v. Miller (U.S. 1939)105

Issue: Does the National Firearms Act of 1934, which regulates the transportation of a
short-barreled shotgun without registration, violate the Second Amendment’s right to keep
and bear arms?

Rule: The Second Amendment protects the right to keep and bear arms, but this
protection is linked to the preservation and efficiency of a well-regulated militia. Weapons
not reasonably related to the militia do not fall under this protection.

Application: Jack Miller and Frank Layton were indicted for transporting a 12-gauge
shotgun with a barrel less than 18 inches long across state lines without registering it or
having the required tax stamp, in violation of the National Firearms Act. The defendants
argued that the Act violated their Second Amendment rights. In a terse decision with no
reasoning, the District Court sustained the demurrer quashing the indictment, for violation
of the Second Amendment.

105 307 U.S. 174 (1939).
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On direct appeal, the Supreme Court analyzed whether a short-barreled shotgun had any
reasonable relationship to a well-regulated militia. The Court noted that the Second
Amendment must be interpreted with its intent to ensure the effectiveness of a militia.
However, since the District Court had quashed the indictment, there was no evidence in the
record showing that a short-barreled shotgun was useful to a militia. The Court could not
take judicial notice of the weapon's militia utility without such evidence.

Conclusion: The Supreme Court reversed the lower court’s decision, ruling that the
National Firearms Act did not facially violate the Second Amendment because the possession
of a short-barreled shotgun did not have, absent presentation of any evidence, have a
reasonable relationship to the preservation or efficiency of a well-regulated militia.

IV. Fourth Amendment Cases (Privacy and Search Issues)

United States v. Jones (U.S. 2012)106

Issue: Does the installation of a GPS tracking device on a vehicle, and the subsequent use
of that device to monitor the vehicle’s movements on public streets, constitute a search or
seizure under the Fourth Amendment?

Rule: The Fourth Amendment protects against unreasonable searches and seizures,
requiring a warrant for such activities. A search occurs when the government physically
intrudes on a constitutionally protected area for the purpose of obtaining information.

Application: The case involved the FBI and the Metropolitan Police Department’s
installation of a GPS device on Antoine Jones’s vehicle without a valid warrant, as the
installation occurred outside the authorized jurisdiction and time frame. The government
conceded noncompliance with the warrant and argued that no warrant was required since
the tracking was on public streets where Jones had no reasonable expectation of privacy. The
Supreme Court focused on the physical occupation of Jones’s private property (his vehicle) to
install the GPS device, constituting a physical intrusion.

The Fourth Amendment’s protections include “persons, houses, papers, and effects,”
indicating a concern for property rights and physical trespass. Historical context shows that
property rights were significant in understanding the Fourth Amendment’s application to
searches and seizures. The Court determined that the government’s installation of the GPS

106 565 U.S. 400 (2012).
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device was a physical intrusion on Jones’s “effects” (his vehicle), which would have been
considered a search when the Fourth Amendment was adopted.

While the government argued that Jones had no reasonable expectation of privacy on
public streets, the Court did not solely rely on the Katz reasonable-expectation-of-privacy
test.107 The physical intrusion to obtain information was sufficient to constitute a search,
emphasizing the protection of property rights alongside privacy expectations.

The Court distinguished the case from previous decisions like United States v. Knotts,
where no physical trespass occurred.1® The ruling underscored that both physical trespass
and the Katz privacy test are valid bases for Fourth Amendment analysis, and the
government’s action in this case constituted a search under the traditional property-based
approach.

Conclusion: The Supreme Court affirmed the decision of the Court of Appeals, ruling that
the installation of a GPS device on Jones’s vehicle and the use of that device to monitor the
vehicle’s movements constituted a search under the Fourth Amendment. This required a
warrant, and the government’s warrantless search was therefore unconstitutional.

Kyllo v. United States (U.S. 2001)109

Issue: Does the use of a thermal imaging device to detect heat radiating from a private
home constitute a search under the Fourth Amendment, thereby requiring a warrant?

Rule: The Fourth Amendment protects against unreasonable searches and seizures, and
it is typically unconstitutional for the government to conduct a search of a home without a
warrant. A search occurs when the government uses a device that is not in general public use
to explore details of a home that would have been unknowable without physical intrusion.

Application: Federal agents used a thermal imaging device to scan Danny Kyllo’s home,
suspecting indoor marijuana growth due to the unusual heat patterns detected. The thermal
scan revealed high levels of heat consistent with the use of grow lights. The Court held that
using technology to gather information from inside a home, which could not otherwise be
obtained without physical entry, constitutes a search. This principle is grounded in the

107 Katz v. United States, 389 U.S. 347 (1967).
108 United States v. Knotts, 460 U.S. 276 (1983).
109 533 U.S. 27 (2001).
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protection of the privacy of the home, which is considered a core area of privacy under the
Fourth Amendment.

The Fourth Amendment protects not only against physical intrusions but also against
certain technological intrusions. The Court referenced Katz v. United States, where it was
established that a search occurs when the government violates an expectation of privacy that
society recognizes as reasonable. Even though the heat detected by the thermal imager was
emanating from the outside of the home, the information revealed was about the interior,
thus infringing on Kyllo’s expectation of privacy.

The Court emphasized that allowing government use of advanced technology to intrude
into the home would erode the privacy guaranteed by the Fourth Amendment. It
distinguished the use of sense-enhancing technology, noting that obtaining information about
the interior of the home that would not have been possible without physical intrusion is a
search. The use of technology not in general public use to gather such information is
particularly concerning.

The government argued that since the thermal imaging only detected heat on the home’s
exterior surface, it should not be considered a search. The Court rejected this, stating that
such a mechanical interpretation of the Fourth Amendment was previously rejected in Katz.
Any detail obtained about the interior of the home, even indirectly, was considered intimate
and protected.

Conclusion: The Supreme Court held that the use of a thermal imaging device to detect
heat emanations from a home constitutes a search under the Fourth Amendment. Such
searches are presumptively unreasonable without a warrant. The case was remanded to
determine whether the warrant obtained without the thermal imaging evidence was
supported by probable cause. The Court’s decision reinforces the principle that the home is
entitled to a high degree of privacy protection against technological intrusions.

United States v. Karo (U.S. 1984)110

Issue: Does the warrantless monitoring of a beeper in a private residence violate the
Fourth Amendment rights of the individuals involved?

Rule: The Fourth Amendment protects against unreasonable searches and seizures,
particularly emphasizing that searches and seizures inside a home without a warrant are

110 468 U.S. 705 (1984).
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presumptively unreasonable. In United States v. Knotts, the Court held that monitoring a
beeper was not a search when the beeper only tracked the can’s movement in public places.
However, this case explores whether monitoring a beeper within a private residence, where
visual surveillance is not feasible, constitutes a search under the Fourth Amendment.

Application: DEA agents installed a beeper in a can of ether with the informant’s consent
before it was delivered to Karo. The can was monitored as it moved through various locations,
including private residences. The Court held that the installation of the beeper did not violate
the Fourth Amendment as the informant’s consent was sufficient. The initial transfer of the
can with the beeper to Karo did not constitute a search or seizure as it conveyed no
information that Karo wished to keep private.

The agents tracked the can of ether to multiple private residences and storage facilities
using the beeper. The Court found that monitoring the beeper within a private residence
without a warrant violated the Fourth Amendment. It was akin to entering the house without
a warrant to obtain information. The agents could not have determined the location of the
ether inside the house without the beeper, making the monitoring a search that infringed on
the privacy of the home.

In Knotts, the beeper monitoring did not reveal any information about the interior of a
private residence as it tracked a car on public highways. In Karo, the beeper revealed the
can’s location inside private residences, a fact that could not be visually confirmed from
outside. Thus, the monitoring in Karo provided critical information about the interior of
private spaces, unlike in Knotts where the information obtained was public.

The DEA obtained a search warrant for the house based on information derived partly
from beeper monitoring. The Court held that the information obtained through the
warrantless monitoring of the beeper within the house was inadmissible. However, the
warrant was still valid because the remaining untainted evidence in the affidavit was
sufficient to establish probable cause. Therefore, the search warrant for the house was not
entirely dependent on the beeper information.

Conclusion: The Supreme Court held that warrantless monitoring of a beeper in a private
residence constitutes a search under the Fourth Amendment, requiring a warrant. While the
initial installation of the beeper did not violate the Fourth Amendment, the subsequent
monitoring within private residences did. However, the evidence obtained from the house
was not suppressed because the warrant was supported by sufficient untainted information.
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V. Non-Delegation

Gundy v. United States (U.S. 2019)!1!

Issue: The key issue in this case is whether 34 U.S.C. §20913(d) of the Sex Offender
Registration and Notification Act (SORNA) violates the nondelegation doctrine by granting
the Attorney General too much discretion in determining how to apply SORNA’s registration
requirements to pre-Act offenders.

Rule: The nondelegation doctrine stems from the Constitution’s separation of powers and
holds that Congress cannot delegate its legislative powers to other branches. However,
Congress can delegate authority to executive agencies as long as it provides an “intelligible
principle” to guide the agency’s use of discretion. The Court has rarely struck down laws
based on this doctrine, generally finding broad delegations constitutional as long as Congress
provides some guiding standards.

Application: The plurality opinion, written by Justice Kagan, found that §20913(d) does
not violate the nondelegation doctrine. It interpreted the statute as requiring the Attorney
General to apply SORNA to pre-Act offenders as soon as feasible, arguing this provided
sufficient guidance. The plurality viewed the delegation as narrow, limited to addressing
transitional issues in registering pre-Act offenders. It rejected the argument that the statute
gave the Attorney General unfettered discretion. Justice Alito concurred in the judgment but
indicated willingness to reconsider the Court’s nondelegation approach in a future case.
Justice Gorsuch’s dissent argued the statute granted overly broad discretion to the Attorney
General to determine SORNA’s applicability to pre-Act offenders, violating the separation of
powers. He contended the Court’s current approach to the nondelegation doctrine has strayed
too far from constitutional principles.

Conclusion: In a 5-3 decision, the Supreme Court upheld §20913(d) as constitutional,
finding it did not violate the nondelegation doctrine. However, the splintered opinions and
Justice Alito’s concurrence suggest the Court may be open to reconsidering its nondelegation
jurisprudence in future cases. For now, the statute remains valid, allowing the Attorney
General to determine how SORNA applies to pre-Act offenders.

11139 S. Ct. 2116 (2019).
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